
1 A DAY AT THE OFFICE

“New Forms of Encryption”
I arrived at 8:30 to begin observations and interviews, and

was met by Bill, the company’s chief privacy officer, a man in
sneakers and jeans roughly in his mid-sixties.1

“We are thrilled you were able to make it, and we’re excited
to share with you what we’ve been working on in privacy,”
he said.

“Thank you for taking the time.”

“We take our customers’ privacy quite seriously here.
I know everyone says that, but I like to think we mean it.
I mean, they hired me, so it must mean the people in charge
care about privacy. I’ve spent my entire career doing
this work.”

We walked to his office after passing through a security
protocol he called “overzealous, but necessary.”

“Ha! Which is it?” I asked, as he looked at me blankly. “I
look forward to meeting everyone. Can you a tell me a little
about yourself and your background?”

“I’m an electrical engineer and a computer scientist by
training, degrees in both. I started out in systems design,
but moved pretty quickly to privacy work.”

“What kind of privacy work?”
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“At my second or third job, so I was pretty young, I was
responsible for overhauling the whole way the company
kept customer information secure and protected. We were
really conscious, not just of international hackers, but really
of anyone, any criminal, who wanted to access the data. It
made me think this was really important.”2

“How did you move from an engineering job to privacy?”

“I realized that privacy was going to be important to every
new business. Boom or bust cycles, it didn’t matter. Privacy
was going to be essential for business. There were a few
colleagues I talked with.”

He listed their names, all men.

“And we thought we should market our skills in this par-
ticular area. I went from there to [a larger company] that
didn’t just need a privacy overhaul, but also wanted to put
policies in place to make sure things worked even after we
all retired and new kids came in. It was at that point that the
job became less about privacy design and more
administrative.”

“I want to get to that, but can you tell me a little more about
what you mean by ‘privacy design’ work, before you moved
on to administration. I’m not an engineer or a computer
scientist, so I just want to make sure we’re on the same page,
if that’s cool.”

“Sure. I’ll give you a really clear example. I can’t remember
when this happened, but it was early on, probably after the
early ‘dot com’ bubble, about the year 2000. [The company]
was looking ahead and collecting more data than it had
before. Things were definitely moving in the direction we
see them today. . . . But we wanted to do it respectfully and
properly and not run into problems. We took a page from
other sectors and worked hard to find new forms of encryp-
tion that really hadn’t been around before. Not saying we
made up new math, but we got creative and innovated ways
to encrypt all our customer data.”

“So, you . . .”
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“It’s a perfect example of how demands for privacy can be
good for business. We were ahead of the game. We knew we
needed to encrypt the data so people would trust us, so we
came up with new ways of doing it. My team was at the
center of that.”

“Could you describe your privacy work outside of
encryption?”

“Oh, of course that’s not all we did. We anonymized data
because you can do a lot with anonymized data. No one
needs the name. You don’t need all this personal informa-
tion to succeed. You take the data and make conclusions
based on the inputs. If you anonymize the data, it protects
everyone. Early on, we were one of the first, and we came up
with the standard, the anonymization techniques that a lot
of people used. Of course, it’s all so much better now. In this
business, a handful of years is enough to be made obsolete.”

“You mentioned a bit ago that your job had become more
administrative. Can you explain that in a little more detail?”

“Well, now I have staff, I hire people, and not just pro-
grammers and other software engineers. I also work with
these teams to write policies about how privacy work
should be done going forward. We’ve put into standard
procedure things like encryption standards, we implement
NIST [the National Institute of Standards and
Technology] guidelines, and put in place new protocols
to make sure nothing goes wrong. I’m in charge of writing
all the rules and monitoring how privacy is done inside
these walls.”

“What’s your reporting structure? Above and beneath
you?”

“I report the Chief Risk Officer and also work closely with
Chief Technology Officer and the General Counsel.”3

“Do you have a direct supervisor? Are you on the same level
as the CTO and GC?”

“We’re a little more informal here, but technically, the Chief
Risk Officer is my direct report. In terms of ‘on the same
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level,’ if you mean on the org chart, yeah, but you may get a
different answer from [the GC] and [the CTO].”He laughed.

“Why do you laugh?”

“Oh, just corporate politics. It’s everywhere. I think one
thing you’ll learn is that nothing is as simple as an org chart.
The GC makes decisions about how we work with outside
counsel, how we interpret and implement new privacy laws
and consent decrees. The CTO makes decisions about how
we use vendors and technological tools to protect our and
your information.”

“What does that leave to you?”

“I’m in the middle. I make it all work. I make us work
together and help those guys make sure we’re thinking
about privacy.”

A young lawyer knocked on the open door and introduced
herself. “I’m going to be your guide for part of the day. It’s
such a pleasure to meet you.”

The “Broteam” Meeting
We walked through the halls to an enormous, floor-through

open-plan workspace with different clusters of computers. This was
just one floor for the company’s employees. Rows of computers
ringed the office at the outer edge. A walkway separated those
workspaces from inner workspaces, where I found the legal depart-
ment, the risk group, and others. Conference rooms, with their
schedules posted on small computer screens next to each door, were
at the center of the floor.

My host led me into a conference room. The scheduled
meeting, called “Broteam,” was about to begin. Within several
minutes, six young men walked into the room. I introduced myself,
showed my visitor badge, and sat in the corner. My host joined me.
All six of the meeting participants were software engineers; one was
also a product manager.

“This is Ari, and he’s a professor,” said the meeting’s leader,
a product manager named Anthony. “He’s signed the
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confidentiality agreement, so don’t worry about what you
say in this meeting. I’m sure someone from legal will go after
him if he published something he isn’t supposed to.” The
last line was said with a little bit of a laugh.

“Can we make this quick? I’ve got several thousand lines [of
code] to go through,” said one of the meeting attendees.

“We’re here to just update everyone on where we are [on
the mobile game] project. I know there’s one issue we need
to discuss. Joe, would you fill us in?”

“Yeah, account set up. We have options. . . . How do we
play this?”

Joe went through several technical approaches to how users
would set up an account to play a new mobile game. They were
considering using email sign up, logging in through Facebook and
Google, guest log ins without a full account set up, no log in at all for
anyone, and several other options. They also spoke about the advan-
tages and disadvantages of each:

“So, the benefits of this one is it’s easy. Click here and you
can immediately sign in through Google and Facebook. This
is also super easy to design. We could also have an option
for an email. We have to decide if we want the experience to
be different. We also have to decide what to do about ads
based on this.”

“No one is going to use this if we make it difficult to sign up
and sign in. We have to make it easy, simple, and quick.
Have you seen what [another company] does? Their inter-
face is like the least intuitive. Super busy and people have to
go through multiple screens to get to the game,” said the
most junior programmer in the group.

“What do they want?” asked one engineer of the product
manager, referring to management.

“We’ve been given two goals: engagement is the first, sus-
tainable growth is the second. I think we’re set on the
growth metric. Steven created a network of in-app pur-
chases and a [fee-based, non–ad supported] version that
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should work well. Engagement has to be in the background
of everything we do.”4

“So, we have to make this simple, then,” said the young
engineer. “If we have users sign up with their names, emails,
have an account set up, we can gather data we need on the
back end, connect with other platforms as necessary, and
make it work on its own, through Facebook, whatever.”

The group discussed technical matters for the next eight
minutes. As for the account set up, they narrowed their options
down to a “required sign in, with the option to use Facebook or
Google or an email, with the key being a seamless process so there’s
no interruption in access anywhere.” Anthony ended the meeting,
and I walked with him to his computer.

“I was told you were going to ask me some questions about
how we do things here. So . . . ask.”

“I’m here to observe and interview some people, yes. How
did you think that meeting went?”

“In and out, fine,” he said. “They know what they have to
do; it’s a good group of guys.”

“The word ‘engagement’ came up a few times. Can you tell
me what that means in terms a layperson could
understand?”

“Look, I don’t have time to lay this all out for you.
Engagement is use, it’s the amount of time people use it,
how much they use it, how often they click on what we
want them to click on, how often they buy things.
Engagement with the product.”

“Got it. Is ‘engagement’ usually ‘in the background,’ as you
said, of what you do?”

“Almost always, it has to be, or else what we build won’t be
successful, you know? We can’t make it if people don’t use
our apps and if people don’t use our apps, then we’re all out
of a job. I’m sure I could get another one, but that’s not the
point. Why be in business at all if we’re not building things
people will use?”
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“You’re a product manager,” I said. “How do you make
sure privacy issues get addressed? Let me ask that better.
What have you done in the past to make sure the work you
and your team are doing include privacy consideration?”

“What do you mean by ‘privacy’?”

“I’m not normally here, so you wouldn’t have had the
benefit of asking someone from the outside what privacy
means to them,” I said.

“I mean, privacy is important around here. But I really have
no idea what it means other than making sure everything we
do is secure up and down the line. That’s just what privacy
is. Obviously, I can wrap my head around that. I trained for
it. I’ve built things. I’ve done everything my team does now.
But a lot of people talk about privacy and I don’t always
know what they mean.”5

“So, based on what you think privacy means, what actual
steps have you taken in your job here to make sure the
products you and your team design have taken privacy into
account?”

“Nothing goes out this door if it creates vulnerability. You
probably don’t want me to get into threat modeling. And we
know that if a product we sell has problems – if people can
steal information, if it’s left unencrypted, if we store infor-
mation in insecure ways or in unsecured places – we’re
going to hear from people about it. We take privacy very
seriously.”

“That’s Usually Someone Else’s Job”
I caught up with a team of software engineers stepping out

of their own meeting in a nearby conference room. My host intro-
duced us. “This is Ari,” she said, “and he’s doing some research
on . . . companies like ours. He’s signed the confidentiality agree-
ment. Do you have time to chat with him?” Three of us scheduled
phone interviews in the future; one walked with me to his computer.
His name was Gavin.
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“What were you and your team working on in there?”
I asked.

“We’re building a photo sharing app. We have meetings
constantly. I think a lot of people don’t realize that. You’re
writing something up about this, right? Would you tell
people that people like me (engineers) aren’t always spend-
ing their days staring at computer screens? We spend more
time in meetings that I can remember.”

“I, too, have too many meetings, many of which could be
emails, and many of which could be texts.”

“Right? Anyway, you share photos with friends, right? We
want to make that entire process better, more efficient,
streamlined, super easy, like ordering food. You should be
able to do everything you possibly want in one app. Now,
people like you and I and celebrity PR teams use multiple
apps to edit, design filters, even put text on top of pictures.
What if you [could] create everything easily on your phone,
like an artist? Well, that’s what we were talking about.”

“How do you get the app to talk to Instagram?”

“That’s the easy part. Lots of apps do that.”He went on for
a few minutes describing how third-party mobile apps
already integrate with Instagram and other platforms so
you can upload edited pictures or other media. He then
continued: “It’s so efficient. That’s the goal.”

“What’s the goal?”

“Apps should be efficient and not messy and give you what
you want. If you want to upload touched up photos to
Instagram and Facebook is not letting you do what you
want, you shouldn’t have to mess around with five apps or
whatever. And when you do work with an app, that inter-
face and the back end should be simple and efficient, no
delays, no complex code.”6

“When programs have to talk to each other, are there
privacy issues you have to deal with?”

“That’s usually someone else’s job because I’m not super
experienced in that area. Usually the way it works is that we
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have a team working on a product. We bring different skills
to the table, although when you work at [a place like this],
everyone’s a pretty good coder. Well, mostly everyone.
Anyway, we each take a part or parts of the product and
we work on it either by ourselves or in smaller teams. That
depends on how many people there are. At this company,
it’s a mix. I used to work at [another company], and the
process was different.”7

“So you haven’t done privacy work per se?”

“That’s really for someone else to do. I don’t know. It gets
done, I’m sure. But I don’t do it.”

Another software engineer named Tom was sitting next to
us as we spoke, and he chimed in. A young man, he couldn’t be more
than a few years out of college. Though he only mentioned he
graduated from Stanford, he didn’t say when:

“I’ve done some of that. I did it when I was an intern at
[another big company] and then again between undergrad
and grad school. It’s a challenge, but a cool challenge that
reminds you why you went to school for this. It’s almost
impossible to do what they want, though. I can’t take this
idea – privacy – and write code for it.”

“Yeah, same,” Gavin noted. “I’m not totally sure everyone
means the same thing when they say ‘privacy’ or ‘your
privacy is important to us.’ All I know is, as someone who’s
expected to write the damn code for these products to work,
if you give me something that I can code for, I will do it, and
I’ll do it well and fast. But I don’t know how to do the
other stuff.”

“I haven’t done any privacy work here, though,” Tom
added. “There are definitely people whose job it is to
do that.”

“Could you offer a little more detail? What do you mean by
‘privacy work’?” I asked.

“I think a lot of the bosses know people are big on privacy
now,” Tom said. “We can’t do things like they used to. My
generation isn’t going to stand for it, in a lot of spaces. So,
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the privacy people and probably some lawyers get together
and write up these policies and rules about what we can and
cannot do.”

“What policies and rules?” Gavin asked. “I haven’t seen
anything like that.”

“I haven’t, either,” Tom agreed. “But I know the privacy
people write these rules and they have something called a
privacy assessment or something. We’ve talked about them
in meetings with our managers.”8

“Did you ever have a meeting with legal?” I asked.

“Only when I got in trouble once,” Gavin said.

“We’re Almost Like Their Consultants”
I ate lunch in a conference room with three privacy lawyers

and the chief privacy officer. They introduced themselves and shared
a little about their background. The three lawyers had previously
worked at private firms in three different cities in the United States.
None of them thought they would go into the privacy field while
they were in law school; they each became junior associates in
corporate and transactional departments after law school, moving
in house several years later.

“Did you take any privacy or ‘law and tech’ courses when
you were in law school?” I asked the three lawyers.

“Nope,” said Jamal.

“No,” said Louis.

“No. They didn’t have anything like that when I was in
school,” said Anita.

“I wouldn’t have taken it anyway,” Jamal added. “I don’t
really have a tech background and I think you’d need that.”

“You don’t,” I said, “but that’s another conversation. On
that point though, you don’t have technical backgrounds,
none of you, right?” They nodded. “Yet you work at a tech
company. Any concerns or issues there?”
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“I don’t know about the other people in the room,” Louis
said, “but a lawyer is a lawyer. I have expertise like the
coders over there have expertise. I stay in my lane and they
stay in theirs. I don’t think I need a tech background to do
this work.”

“I agree,” said Anita. “Though it’s helpful when I do meet
with one of my teams to be able to speak their language.”

“You’re right, Anita,” said Jamal. “It’s not always easy to
do, though. They look at me like I’m from another planet,
and in a way, I am sometimes. We use different words. We
think about things differently. We obviously have different
responsibilities.”

“That raises an interesting question, though,” I noted.
“How does it work here? What is your relationship, when
it comes to reporting, process, collaborations, whatever,
with the engineering and programming teams?”

“I think each company does it differently,” Louis said. “At
my last job, which was at a much larger company, we were
assigned to be the lawyers for specific teams working on
specific projects. We called them our ‘clients.’ That was the
culture. We were there for them, but just them. That makes
sense at a big, huge company. Here, we’re not as big, so
there are only a handful of us. We’re the only privacy
lawyers, which I think is actually a lot for a company our
size. So, we’re basically the privacy people for all the prod-
ucts we make.”

“What role do you folks play in the design of a product,
from beginning to end?”

“Um, we don’t design anything,” Louis said.

“What do you mean by ‘design of a product’?” Anita asked.

“From the time someone has an idea for a new product, a
new app, a new device to the moment it gets launched,
what’s your role in getting that product out the door?”

“The tech boys do the building,” Louis said. “We’re almost
like their consultants. They come to us when they have
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questions and we do our best. Our expertise is knowing
about all the privacy laws out there, and when they give us a
problem or ask a question, we see how it might run up
against or not those privacy laws. As you know, we’re also
constantly reading what the [Federal Trade Commission]
says and what data protection agencies in Europe
are doing.”

Anita added: “That’s about right. I wouldn’t describe it
exactly as a consultant, but more like a resource. We’re
here and we get stuff done, so they reach out to us when
we’re needed. A lot of my time, and I know it’s true for
you guys, too, isn’t focused on the engineering teams, but
also writing privacy policies, working with outside coun-
sel, coordinating across business units when legal issues
come up. We have a ton of nontech stuff on our plate even
though we’re privacy lawyers at a so-called ‘tech’
company.”

“Can you talk a little about the ‘privacy’ side of
your work?”

“Sure. One thing we do is work with outside counsel when-
ever there are problems, like security breaches.”

“Yeah, that’s right,” the chief privacy officer chimed in. “I
have a small team of privacy people who work with these
great lawyers right here to notify people when something
unfortunately has gone wrong. But of course, we’re always
trying to prevent that from happening in the first place.”

“Yup, data breach notification statutes and working with
our outside counsel is one part. We also parse FTC consent
orders and European [data protection agency] reports,
including everything published by the Data Protection
Board, to see what the law really is out there. It’s a lot of
patchwork stuff, but you already know that.”9

Anita added: “I’d say one of the biggest struggles there is
getting [the CEO] to see and understand what’s going on.
When the law is clear – you have to notify these people
within a certain number of days – it’s easy. I tell [the general
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counsel], he tells the CEO, we may have a meeting and we
go to work. When it’s a lot of this fuzzier stuff about best
practices and recommendations from the FTC, it’s hard to
get him to embrace what we think he needs to do.”

“Is that an ongoing struggle at work?” I asked.

“Yes, but that, I would say, is secondary to a bigger skill I’ve
had to learn, which is when and how to say no.”

“Saying no to your boss? About a product? To an engin-
eer?” I asked.

“Really any of those. Here’s the problem.You can’t be the one
saying no all the time. That’s one of the reasons people hate
lawyers so much. And being a Black woman who was one of
the few Black women to graduate from [the law school],
I know people have this attitude, especially toward people
who look like me. If I say no too often, no one is going to
listen tome anyway, especiallywhen itmattersmost. If I’m the
one who always gets in the way of what the engineers or the
businesspeople or the sales guys want to do, I’m the bad bitch.
And then, they ice you. They find a way to go around you, or
to a colleague who undermines you. Or they start keeping
things from you. This hasn’t really happened here, but I’ve
been in rooms where I’m the last one to know things because
they purposely told me too late to do anything about it. I’ve
learned I’ve had to figure out a way to make my voice heard
when it needs to be heard. But I can’t cry wolf all the time.”10

“I certainly cannot know what it’s like to be a Black woman
in this space,” said Bill. “But there is some truth to that for
us all. I see myself as being the privacy voice, but lots of
people think the privacy voice is getting the way. So, if the
privacy voice keeps saying ‘but what about this’ or ‘don’t do
it that way,’ pretty soon the executives and the front-line
engineers aren’t going to listen at all. Anita used the word
‘iced’ and I think that’s spot on. We can lose our access to
the people we need to make a difference. We can lose out on
budgets when we say no too much. It’s a dance. And one of
the skills I look for when we hire is the ability to walk that
tight rope.”11
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“True,” said Jamal. “We have to almost market privacy to
our boss in a way that gets his attention. But it’s not all that
hard. We have best practices that have become standard in
the industry. NIST standards are helpful. We do our best to
interpret the law in a way that makes sense for our bosses
and we make it doable for the business.”

There was a long pause.

“What does that mean, though? ‘Doable for the business’?”
I asked.

“When I was at a firm, we told them what the law was and
then they had to deal with it. Now, all the risk is on us. We
have to not just identify the law, but we also have to get
other people on board, and we have to, at the end of the
day, make a profit for our shareholders. If we think the law
says we have to change some tech practices, I need to get the
CTO on board. He controls the budget and he ultimately
decides what we do on that front, so I need to sell it to him
that action is necessary. If I think I have a better argument
we can make in an ongoing litigation, then I have to get my
boss on board and maybe go against what outside counsel
said. If we need to change technical specifications, wow,
I have to get the engineers, the managers, their product
managers all on board. I’ve learned that being in house
is like translating a language we all know for people who
have no idea what I’m talking about and don’t want to
know.”12

“There’s another piece to that,” said Louis. “Our boss, [the
general counsel], is really the main person responsible for
deciding what we tell [the CEO] and others about what the
law says we have to do. We are part of that process, but it’s
not like reading a case and saying what the law is like we did
in law school.”

“Oh, thank god it’s not like law school!” said Jamal.

“It’s about taking what we think the law states and trans-
lating that into terms our nonlegal colleagues can under-
stand and terms that make sense for us as a business.”
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“You Have No Idea How Hard It Is”
My next meeting was with three privacy professionals: Bill,

the CPO; Janice, whose title was Director of Privacy, and Lacy, a
privacy analyst who had just been hired after two years working
for Mozilla.

When I met her, Janice had been a privacy professional for
“at least 20 years.” I joked that she could be a CPO herself, which
elicited a few awkward giggles from Bill. Though she is not a lawyer
by training, Janice noted that she has “worked so many of them, [she]
might as well be.” She graduated from the University of California
system and worked in compliance at a bank before “moving into the
modern world and working for a tech company.” She started as a
“risk analyst and learned about privacy.” She added: “For all I know,
I was one of the first people to take the Certified Information Privacy
Professionals exam. I mean, I don’t think I really was. But I’ve been in
this business a long time, and I love it.”13

Lacy graduated from the University of California, Los
Angeles, where they didn’t offer a privacy course at the time, at least
not to her knowledge. “I was interested in privacy because I got
hacked as an undergrad. That was not fun. And literally no one was
ever held responsible.” She learned what it meant to be a “privacy
professional” – she used air quotes four times – on the job.

“Can you describe how your privacy office fits within this
company’s organizational structure?”

“We’re under [the company’s] Risk Management team,”
Bill said, reminding me that he noted that when we first met.

“Don’t they have a new name for it now?” asked Lacy.
“Something ‘Risk Experts.’”

“That was a rumor,” Janice said curtly. They wanted to be
more like those startups that call everyone ‘ninjas,’ which,
I don’t know about you, I think is really racist.”

“Anyway, yes, we’re under the risk team. I report to the
Chief Risk Officer, and these members of my team report to
me,” Bill continued. “It can be a little more complicated
when we need to do certain things, though. Our compliance
responsibilities are why we’re in the risk group, but
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sometimes, we need to do other things besides privacy
impact assessments, which we can get to. Have you seen
ours? Are you familiar with them? Anyhow, our budget is
under risk, but our budget for legal is under the GC and our
budget for tech is under the CTO.”14

“Your budgets are split between three departments?” I asked.

“Not really. Almost everything, uh, we need to do is risk
related so that’s where our budget is. That’s where our
salaries are and such. But privacy technology vendors, that
comes out of the IT budget. Legal counsel we might need
comes out of the GC budget, obviously.”

“Sometimes that’s a struggle,” Janice added. “It always has
been. I remember a couple of jobs ago, we had a similar
situation where I had to work with the IT guy, and it’s a
guy, yeah, to pay for a few things we needed to do, and he
wasn’t budging. It’s part of the job to learn how to sell what
you need to do to people who either always say no or just
like to speak a different language than you.”

“Things work pretty well here, though,” Bill said. “We have
a good working relationship.”

“I agree,” said Lacy. “It’s our job to be the privacy voices
inside the company and I was told early on that the best way
to do that is to get everyone else on board, too. Use their
language, use their needs.”

“What are some of the struggles you face being the quote
‘privacy voices’ here?” I asked.

“I have the most experience, so I’ll take that,” Janice noted,
with a laugh. “The biggest problem I have, and I have
always had, it’s not unique to [this company], is walking
that line of being a privacy person and also being a coun-
selor to the business. We really spend a lot of time trying to
persuade our bosses that they should take this seriously, but
we do it in a way that is attractive. It’s tough.”

“I’ll agree with that,” said Bill. “But there are definitely
differences between companies. You can see how some take
it seriously and some don’t.”
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“What are some indications, in your experience, of com-
panies that quote ‘take it seriously’?” I asked.

“At [my last company], it was always a lot of reasons why
not. And a lot of times, I wouldn’t have a lot to do because
they wouldn’t give us work. Their approach was else-
where. Here, I am so busy. The law has changed, too.
The GDPR is a really strict and robust privacy law. You
can tell: we’re always working on things to do this better,
always working with this amazing team. We churn out
work product all the time. It’s a big deal. It gives us a
job! The CCPA, too. Every time the FTC gets involved,
we have more work to do. It’s great.”15

“I’d like to add something.” Lacy had been mostly listening
and nodding up to this point. “I haven’t been here that long.
And I haven’t been doing this precise work for that long,
either. But I’ve had one big adjustment. It’s how to know
when to say no. You have no idea how hard it is being a
privacy person when your business is data. It’s almost
weird. I never know if I’m stepping out too far or doing
the right thing. I always ask Janice for advice and you,
Janice, have been great.”

“Thank you.”

“But it’s definitely not always clear what the right approach
is. When a law says you have to notify users within ninety
days, that seems clear. But even that requires us to negotiate
with our colleagues. The CTOmight want to word the notice
one way; the GC another. That’s not really a big deal, we
have boilerplate. But think about risk assessments, which the
GDPR is all about. We developed these risk assessment
templates, and we talk often about whether something we
do is going to open us up to litigation. There’s a real pull
against being cautious. And when do we put our collective
foot down?”

“Have you ever done that? Have you ever stopped a prod-
uct from going out?” I asked.

“I haven’t,” said Lacy.

“Me either,” said Janice.
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“But we could,” said Bill.

“How would that work, practically?” Lacy asked.

“The key is making sure we don’t have to stop a product
from going out the door because we were involved from the
beginning and guided it in the right way,” said Bill.

“But have you ever done it? I repeated.

“No, not me. I personally haven’t had a reason to.
Everyone’s been great,” Bill said.

“Can you describe how you get involved early?” I asked.

“There are so many examples!”

“Can you share one? Without any proprietary
information?”

“I was involved in the development of [a product]. One of the
features they were discussing was how third parties would be
able to access user profiles and information and app function-
ality. I’m no tech expert, but it was about the API. Anyway,
I happened to be passing by the engineering team working on
that stuff and we chatted for a little bit. They brought me up to
speed on what they were working on. I told them, ‘We need to
make sure that people have a choice, right? Could you make it
so they have the option to allow or not allow third-party
access?’ There was some hesitation among the group, so we
pressed on and I asked about giving users’ the option to log in
differently, to decide for themselves if they wanted to grant
Facebook access or if they wanted to keep that separate. We
made progress there. That’s what it’s about, right?Weworked
to make sure people had a choice and some control over what
information they were giving up. I was proud of that.”16

“Not Having to Deal with That Was Totally Fine
with Me”
Matthew, an engineering manager who was leading an

artificial intelligence project, joined me in a conference room with
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four of his team members: Alex, Max, Peter, and Spencer, all soft-
ware engineers, all Stanford graduates.

“Did you know each other in school?” I asked.

“Alex and Peter did, but I was three years behind them, and
I don’t really like to socialize,” Spencer said.

“Bro, we were just out at a bar last night until three,” Peter
reminded us.

“My name is Ari, and I’m here to learn a little bit about how
you do your work. I’m interested in privacy-related things,
and I’m not here for anything confidential or even the
substance . . .”

“Unless it’s about privacy,” Peter interrupted.

“I’ll let you know if I’d like to go further based on your
answer, but don’t feel like you have to answer because . . .”

“Good because that isn’t really what I spend my time on,”
Peter again interrupted.

“What do you mean?”

“Privacy isn’t my job. That’s someone else’s job. It’s just not
how it works. We focus on what we know, and I have a lot
of expertise [designing games]. Our manager, Matt in this
meeting, would give us an assignment to focus on. Usually,
we need to design a piece of a larger project, or solve some
particular cool problem, or go through lines of code looking
for something, or fix some awful mess someone wrote years
ago. I focus on that, it’s what I’m told to focus on. And
other people do other stuff.”17

“We try to make everyone understand that privacy is part of
everyone’s job,” Matthew added.

“Can I go now?” Peter asked Matthew.

There was silence. “I don’t mind,” I said. “Thanks for
taking time out of your day.

“Later, bro.”
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I turned to Alex, Max, and Spencer. “Thanks for participat-
ing. I promise I won’t take too much of your time. As I was
saying before, I’m interested somewhat in what you do, but
very interested in how things work around. What I mean is,
could you tell me a little about what you’re working on and
how you go about it.”

“I’m working on natural language processing,” Max said.

“And me, I’m working with Matt,” said Spencer.

“I’m building a new retail platform for customers,”
added Alex.

“We can’t say much about our project,” Matt added,
“because we’re trying to keep it under wraps, but it’s pretty
cool and we think it will be a game changer. It has to do
with AI and photos.”

“During any of your work on these projects, or since you
arrived here, have you had much interaction with the priv-
acy lawyers?”

“Legal gets involved when something goes wrong. Or when
we do something wrong, right?” Spencer laughed.
“Seriously, though, I know them. They sit on the other side
of the floor, but we haven’t been in meetings together.
They’re there as a resource for us if we have questions.”

“What kind of questions?”

“Like if we’re concerned about what data we’re using,” said
Alex, “or if we’re doing something that we think may be a
problem for privacy, we ask.”

“I’ve actually had more interaction with them, but maybe
that’s because I’ve been here a little longer. There’s obvi-
ously onboarding, but that was like maybe an hour with
someone, and a training. Oh god, the training. That was
such a waste of time, but that’s another story.”18

“We can get back to that,” I said.

“Right. What I was saying was that I’ve sent questions up
the chain, from me to my manager, like Matt, and then it
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gets to the privacy folks, I guess. Sometimes, I’ll get one of
them coming by my desk to answer a question I had or can
just track them down. Helpful.”

“I’ve had more meetings with them, probably because I’m a
manager now,” Matt added. “When you move up, a lot of
your work becomes administrative, and it’s kind of
annoying sometimes, but that’s how it works. But when
I was sitting where these guys are now,” as he pointed in
Spencer and Alex, “it was pretty rare, and that’s not just
here. I was at two . . . big Silicon Valley companies before
this and even the big places, where there are tons of lawyers,
we don’t really see them. At both places, they were literally
in a different building. Here, we’re just smaller. I’m actually
kind of surprised they’re not on another floor!”19

“You’re working on data-heavy projects. How do you inte-
grate privacy into your work? Or do you?” I asked.

Alex responded first. “What do you mean by ‘privacy in our
work’?”

“I’ll let you interpret privacy the way you see it,” I said.

“I guess it can be a lot of things. I don’t want to be using
anyone’s email address. And I’m sure people don’t want
their credit card passing by everyone’s eyes.”

“How does any of that get to be part of the work you
do here?”

“We make decisions all the time about privacy,” said Max.
“We’re the ones building these things, so we have to make
decisions as they comeup.Doweuse this or that?Whatkind of
encryption dowe use?When dowe use it? Is it enough that this
data was anonymized? Will this be secure? We usually make
those decisions in teams or with our manager. I’d rather it be
people like me making those decisions than politicians. I hear
all this stuff about regulating quote ‘Big Tech’ and forcing us to
do certain things. But they don’t have the expertise. They’re
going to tell us to do something that won’t make sense. Privacy
can stop stuff that could be useful. What if the law banned the
technology we needed to detect breast cancer?”
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“Sometimes we don’t even get to making decisions. I can
speak from experience at my first job,” Alex added. “Bigger
company, so we had teams of guys working on projects, but
we got lists of things to get done, each of us. It was like we
were each working on a part of a larger project, and we had
a shit ton to do, all the time. My manager used to say, every
time I would ask a question that wasn’t squarely in my
project, ‘that’s not your job.’ I never took much interest in
privacy until we were designing stuff for [a photo sharing
app] and then it kind of just struck me. But it’s not as if
I could have done anything about it. It wasn’t my job. I had
my things to work on, people left me alone, I did the work,
and I liked it. A lot of my colleagues didn’t want to be
bothered with this other stuff that isn’t squarely in their
wheelhouse, you know what I mean?”

“I think that’s definitely a problem, generally,”Matt added.
“Which is one of the reasons why we have meetings with
everyone. That’s a lot easier to do at a smaller company.”

“When I was at [another company],” Spencer said, “privacy
was a department separate from us. We had to get privacy’s
approval for stuff, just like you had to run things by legal,
by whatever. They were the experts on privacy, not us. So,
we would run stuff by them and they would approve.”20

“When in the design process did you quote ‘run it by’
privacy?” I asked.

“Tough to say, but I will say they never made me change
anything too substantial. We were definitely later on in the
process and I’m sure they didn’t want to be the ones to stop
[innovation]. Plus, it would be like forcing me to go back
and do another thousand hours of work on something that
was totally fine the way it was. I didn’t mind. Them
checking the box is something I needed them to do, and
not having to deal with that was totally fine with me.”

“What, if anything, would make it easier for you to address
privacy issues as you’re doing your work?”

“I think a better understanding of what they mean by
privacy would be helpful,” Spencer said.
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“Some policies,” Alex added.

“I’d love for people to stop giving me these pie in the sky
ideas of what they want. I’m a software engineer here, right?
I’m not a privacy expert. I’m a coding expert. Give me
something I can code. If there is a rule that says we can’t
do this or that, tell me straight up and I will make it happen
if the technology allows. But I watch Law and Order, when
someone says, ‘expectation of privacy,’ which is probably
how a lot of us hear about privacy, certainly not in school,
I’m like, there’s no way to code for someone’s expectations.
So, what am I supposed to do?”21

“You could . . .”

“There’s no way to code ambiguity. Computers are shit at
ambiguity. They’re stupid. I have to tell it every single thing
I need it to do.”

“Transparency Is Important”
My last meeting was with four individuals in different

departments. Natasha, a director of public affairs; Lester, the general
counsel; Seth, Chief Risk Officer; and Elliot, the head of engineering
who declined to give me his exact title.

“How has you day been so far?” asked Seth.

“Productive and really informative, thank you. It’s great
that we’re ending the day here because there a few things
only you folks could speak to.”

“That’s great,” Natasha said. “We’re really proud of work
we’re doing here. We know we have a lot of work still to do,
but we’re making progress in a lot of areas.”

“What’s the role of the public affairs office, here?” I asked.

“We work with people like you, with government officials,
the media, and the public. We try to contribute to public
debate about important issues. Issues that we care about
and issues that are important to our customers.”

“Can you give me an example?”
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“We have an academics council, a fellowship program, and
we like to invest in people who are going to help us, and yes,
challenge us. We also have to do our best to make sure
people like you and others in academia and in the media
know the work we’re doing here. We get a bad name
sometimes, but that’s to score political points. What’s really
going on here is different, I mean, real hard-working people
are making things better, and it’s my job to amplify their
work.”22

“Can you give me some examples of that in the
privacy space?”

“Sure, we have some great experts here in privacy law and
compliance. Lester and Seth can talk more about that. But
it’s my job to push out that work, to make sure we advise
policymakers on how we welcome their input and the
kinds of regulations that are going to make sense. We’ve
done that at [congressional hearings]. And we work with
regulators all the time. We are constantly being asked to
help write and provide input for their reports. I help
organize some of that, but a lot of it goes through legal.”

“Is there one view here about what ‘privacy law and com-
pliance’ looks like? By which I mean, do you fight it out in
meetings about what this or that policy should be?”

“All the time,” said Seth. “But we take our cues from the
top. Lester and [our CEO] set the tone for our work. And
we make sure we channel that into the work we do.”

“OK, then, Lester. Can you describe how you set the tone
for privacy work here?”

“Privacy is important to us. If our customers don’t feel we’re
protecting their privacy, no one is going to do business with
us. I think that’s true up and down [the industry]. I make
sure everyone understands that.”

“Could you be more specific? I’m trying to understand
what’s behind the word ‘privacy’when you take it seriously.
If there’s one thing I’ve learned from my work and even
interviews today, it’s that there are lots of different things
people mean.”
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“Well, there isn’t one definition of privacy, but we try to do
what the law says we have to do. We’re committed to
protecting your privacy.”

“When you say you’re committed to protecting our privacy,
how do you do that?” I asked.

“I’ll give you an example.”

“Yes, thank you.”

“The customer is always in control of his data. To do that,
we make sure we are up front about what we’re doing and
give them the opportunity to craft their relationship with us
in a way that reflects their choices. I recently worked with
[our outside counsel] to figure out how we do that in con-
cert with the FTC’s recent consent decrees.”23

“Do you believe that people have a privacy interest in the
information they disclose while using [your app]?”

“Of course. You share information with us, not with the
government. And you share that information under certain
conditions that we lay out in our terms of service. If we violate
those terms, we are responsible. I am responsible, even. It’s my
job to make sure we stay with our commitments.”

“But then could you explain why you, in a brief in [a
privacy case in federal court], argued explicitly that users
don’t have privacy rights once they disclose information on
[the app]?” I handed Lester a copy of a brief he signed.24

“We have a responsibility to zealously advocate for the
company, and our outside counsel, who really wrote this
brief, is hired to do just that. It’s a reasonable argument to
make as a matter of law, but we obviously go above and
beyond the minimum we have to in order to protect the trust
of our consumers.”

“You make the argument a few times in several cases,
though. It doesn’t seem like you think people do have an
expectation of privacy, which is fine if that’s your position.
I’m not challenging you. I’m trying to understand what you
mean by privacy when you say people don’t have it on
[your app].”
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“Wow, I didn’t realize this was going to be an
interrogation.”

“It isn’t, sir. I’m just trying to understand what you mean by
privacy,” I said.

“Privacy is about building trust with our customers by
giving them control over what information they share.”

“If I could just jump in here,” Seth said.

“Yes, thank you,” I said as I turned to Seth. Lester
walked out.

“There is much more to our work here in privacy than the
arguments we have to make in a brief. The GDPR, as I’m
sure you know, gives companies like ours clear guidelines
about what we have to do when we collect and process
information. The requirements, from giving people access
rights to privacy impact assessments, really push privacy
into every corner of our business, and it keeps privacy front
and center in our minds as we’re doing our work. Legal
briefs aren’t the entirety of the work when it comes to
privacy.”

“Undoubtedly true. What’s been the effect of the GDPR on
the work you do?”

“The GDPR has certainly changed the way we do our risk
assessments and our compliance work, to be sure,” Seth
noted. “For one thing, we’re doing more and we’re spending
more. The GDPR has made privacy a requirement here, and
I think, elsewhere. So we’re now clearer on how we can
assess the risk for any given product.”

“How do you do that?”

“We have several ways of assessing risk. We consider what
our liability would be if we design things in a certain way. If
we have a way of designing something in way that would
expose us to less privacy risk, we go ahead.”25

“Thank you. I’m sorry, I interrupted you before. You said
‘for one thing’ and then were going to continue.”
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“Yes, thanks,” said Seth. “We now work with a lot more
vendors, these companies who have come in to help us meet
our compliance obligations. Third, we have the ammuni-
tion, if you will, to go to other parts of the company to make
them take privacy seriously. And we’ve created a lot of
programs within the company to make sure people know
what they have to do. We have a designated data protection
officer, we have a standard impact assessment that people
use. We worked with Elliot to help engineers consider priv-
acy issues during their work, too.”26

“Yeah, it was a really interesting project to work on this,”
Elliot added. “We were trying to translate privacy into some
clear guidelines for those guys doing the coding work.
They’re the ones who are going to see these issues first, so
we might as well make it easier for them. That’s what
privacy by design is all about, right?”

“I’ll second that,” said Seth. “If we could get our engineers
to make the right privacy choices at the front end, we have
nothing to worry about.”

“How do they know what you guys mean when you say
‘make the right privacy choices’?”

“There’s an ethos here. There’s a corporate culture,” said
Seth. “We aren’t trying to be villains. We’re the good guys,
and I think everyone we hire reflects that. When engineers
have questions, they can rely on our culture or just ask
anyone. And we do a lot of work to push out to every
employee our commitment to privacy and to protecting
our customers’ power to control what happens with their
data. But that doesn’t mean we don’t also have policies.”

“Can we return to the impact assessment or risk assess-
ment? Privacy impact assessments are now required by the
GDPR. What does a PIA look like here?” I asked.

“I’m not sure if we’re allowed to show you, probably are,
but, in short, we assess the risks of the data-related things
we’re doing,” Seth said.

“What else do you do?”
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“We do what the law requires of us. Impact assessments,
designating privacy officers, keeping records, and so on.
I mean, that’s what the law is. It’s what we do,” Seth added.

“When I spoke to Bill earlier, he mentioned that there is a
division of responsibility between the Risk department and
the general counsel’s office and the CTO when it came to
privacy. Since Lester isn’t here, could you describe that
division, Seth?”

“Well, we do that because privacy is important up and
down the line, so everyone has to think about it and get
involved.”

“Who is responsible for working with outside counsel?”

“The GC, of course.”

“What about technology vendors who help with privacy
compliance?”

“Bill does a lot of that through [the CTO’s office].”

“What about litigation strategy when it comes to cases
involving privacy?”

“I’m sure Lester consults Bill on that.”

“Who handles compliance?”

“Bill’s team.”

“Who handles testimony and other communications with
elected officials on privacy?”

“Usually it’s an executive called in or we work with our
partners in [a trade organization], a group we helped to
found. We make sure we distribute our talking points to
everyone working in privacy so the company is on the
same page.”

“I have here a redacted budget that Bill gave me, showing
expenses and planned increases in all of these areas over the
next few years.”

“That’s exactly right. Without getting into too much detail
or into too many weeds, so to speak, we know this is going
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to be important and increasingly important, so we’re spend-
ing the money we need now and have been spending the
money to prepare.”

“But it looks like the budget is divided between four differ-
ent departments. Why is that?”

“That’s just how we do things, I guess.”

“How Bad Can That Really Be?”
As I was leaving the meeting, and saying goodbye to my

hosts, I found Lester, the company’s general counsel, waiting for me
at the elevator.

“I wonder if I could have a word with you,” he asked.

“Sure thing. It’s been a long day.”

“I know we all appreciate you coming and hearing from us.
I’m sorry I left the meeting so quickly. I had a few other
meetings to go to.”

“It’s fine. I understand and appreciate the time you offered.”

“I also wanted to add something.”

“Sure, go ahead,” as I took out my notes.

“Companies like ours, much less so than companies like
Facebook, but still, the media makes us out to look like
the bad guys in this space, privacy, that is. I just wanted you
to know that we’re doing our best. We know we’re not
perfect. But sometimes people hold us up to a standard
that’s just not obtainable in any real world and they’re just
trying to make us look bad. I hope you won’t do that.”

“I’m here listening to you. I’m not trying to do anything
other than learn what really goes on when companies say
they quote ‘care about our privacy.’”

“I’ll tell you what happens. These people come to work
every day just trying to do a job. It can be high profile, but
also really pretty mundane. You’re a lawyer. You know
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what being a junior associate is like, do you? Did you ever
do any real work?”

“I think what I do now is real work, but if you mean was
I an associate at a firm, yes, I was, for a total of four years.”

“Well, yeah. People are just coming to the office to do their
jobs. There’s nothing wrong with that. Everyone deserves
counsel, whether you’re rich or poor, and I don’t have to
apologize for representing a tech company. It’s not like I’m
representing Big Tobacco or the NRA. All we do is build
these really exciting and fun digital tools for people to use.
How bad can that really be?”
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