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Abstract: The “right to repair”
movement highlights oppor-
tunities to reduce health care
costs and promote public health
resilience through increased
competition in the way in
which medical devices are ser-
viced and updated over their
lifespan. We review legislative
and legal facets of third-party
repair of medical devices, and
conclude with specific recom-
mendations to help this market
function more efficiently to the
benefit of patients and health
care systems.

Software-dependent medical devices
play a large and growing role in
health care delivery, spanning medi-
cal imaging equipment, ventilators,
dialysis machines, and nearly any
device with a digital interface. A criti-
cal issue for health care institutions
managing these devices is ensuring
safe and effective use with regular
maintenance and updates, usually
done through service contracts with
the original manufacturer. This arti-
cle characterizes recent developments
aligned with the broader, consumer-

driven “right to repair” movement
that may expand options for service
and repair of medical devices. These
changes present potential opportu-
nities for reducing health care costs
while advancing other public health
goals.

The right to repair movement — a
consumer-led advocacy effort aimed
at reducing manufacturer repair
restrictions — is based on the simple
principle that consumers should have
the ability to freely choose who repairs
products that they own. In many
cases, including medical devices, soft-
ware designers try to block end-users
from engaging third-party service
providers by encoding “digital locks”
within their devices. It then becomes
a violation of copyright law, subject
to criminal liability under Section
1201 of the Digital Millennium Copy-
right Act (DMCA), to circumvent
these technological protection mea-
sures to access software necessary for
repair. Every three years, however,
the Library of Congress engages in
a rulemaking process to add exemp-
tions to the DMCA. For the first time,
in October 2021, an exemption was
made for medical device repair. In
response, industry advocacy orga-
nizations Medical Imaging & Tech-
nology Alliance and AdvaMed sued
the Library of Congress in March
2022 challenging the medical device
exemption to the DMCA, in part cit-
ing their threatened service revenues
under the exemption.

Establishing a safe right to repair
for medical devices may promote a
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competitive medical device repair
market, both constraining unneces-
sary health care costs and promot-
ing public health. Each year, the US
spends about $200 billion on medi-
cal devices,! and over the lifecycle of
a device, maintenance typically costs
more than procurement.> Mainte-
nance contracts with manufacturers
amount to approximately 10-15% of a
device’s original purchase cost annu-
ally, while independent and in-house
hospital service costs are estimated at
5-8% and 3-5%, respectively.? There-
fore, assuming third-party service
is equivalent in quality, minimizing
manufacturer repair restrictions can
reduce maintenance costs. This may
prove particularly influential in low-

calibrated after repairs. But many
independent servicers do not have
access to the software that completes
this process, effectively locking them
out of the device until it is reset by the
manufacturer. They also have public
health implications; software locks
meant many ventilators could not be
repaired during the COVID-19 pan-
demic without manufacturer service
passwords. In times of scarcity, hos-
pitals may also have to rely on previ-
ously decommissioned devices, such
that repair restrictions risk obstruct-
ing a rapid public health response.
Manufacturers also benefit from
artificially restricting access to neces-
sary repair information and training.
They can refuse to publish impor-

Manufacturers also benefit from artificially
restricting access to necessary repair information
and training. They can refuse to publish important
repair information and have attempted to use
copyright claims to target public databases that
provide clinical engineers and technicians a
centralized, indexed resource for repair manuals.

resource institutions such as safety-
net hospitals, with the potential fol-
low-on effect of improving medical
device accessibility.

How Manufacturers Restrict
Repair Competition
Manufacturers attempt to maximize
revenue by controlling software-
dependent medical device repairs
through both internal mechanisms
and by gatekeeping crucial informa-
tion. Technological protection mea-
sures are digital locks, such as pass-
words, service keys, and encryption,
that prevent access to copyrighted
materials. Manufacturers often use
technological protection measures
to limit access to diagnostic data,
service manuals, and calibration
software, all of which are essential
to the repair process. These digi-
tal obstructions can frustrate even
mechanical repairs. For example,
imaging equipment often must be
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tant repair information and have
attempted to use copyright claims to
target public databases that provide
clinical engineers and technicians
a centralized, indexed resource for
repair manuals. While independent
repair services can go through a cer-
tification process with the original
manufacturer to become an officially
authorized service that has access
to this information, this training
is limited. The U.S. Public Interest
Research Group (PIRG) described
many of these barriers.* General
Electric previously required a four-
day, in-person training before grant-
ing access to ventilator repair infor-
mation. It subsequently waived the
requirement due to pressure from the
general public, right to repair interest
groups, and a joint statement from
several state treasurers. In a sepa-
rate instance, General Electric was
also found to have violated federal
antitrust law by denying certification

opportunities from competing third-
party services. U.S. PIRG’s interviews
with clinical engineers found that
training can also be cost prohibitive,
requiring some hospitals to ration
training. For other new devices,
training programs may not even be
offered, narrowing repair services to
those provided by the manufacturer
alone.

Concerns about Third-Party
Repair

Manufacturers may argue that
third-party repairs could be lower
in quality and therefore risk patient
safety. However, in 2018, the FDA
reviewed stakeholder presentations,
independent studies, and medical
device safety reports and servicing
complaints submitted to the agency
and concluded that manufacturers
and third-party services alike “pro-
vide high quality, safe, and effective
servicing of medical devices” and
that “[t]he continued availability
of third party entities to service and
repair medical devices is critical to
the functioning of the U.S. healthcare
system.” In a 2021 report to Con-
gress, the FTC found “no empirical
evidence to suggest that independent
repair shops are more or less likely
than authorized repair shops to com-
promise or misuse customer data.”
Another concern is that manufac-
turers may increase upfront costs
to recuperate lost maintenance and
repair revenue, undermining the
cost-saving potential of a competitive
repair market. But several studies on
pricing reform in other areas of the
US medical products market suggest
that cost-shifting is unlikely.”

Right to Repair — Opportunities
for Reform

There are several pathways available
to minimize manufacturer interfer-
ence and support a competitive repair
market for software-dependent med-
ical devices. The simplest option
would be for the Library of Congress
to continue to renew the DMCA
medical device exemption every three
years. However, this triennial uncer-
tainty will make the repair market
less desirable for current third-party
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service providers and potential new
market entrants.

Alternatively, antitrust law could
maximize competitive opportuni-
ties for third-party services. This
approach is promising, as the FTC
has recently oriented much of its
focus towards this end. In its 2021
report, the FTC unanimously found
that repair restrictions by manu-
facturers, including those affecting
medical devices, unduly stifle compe-
tition. The report outlined the agen-
cy’s goals for increasing enforcement
against repair restrictions, including
greater scrutiny of potentially pre-
textual repair restriction justifica-
tions, challenging repair restrictions
as unfair practices, and after further
deliberation, rulemaking to declare
overly restrictive practices illegal. To
achieve these goals, however, it would
be necessary to overcome growing
judicial skepticism of administrative
authority and any funding limitations
that may bar the agency’s implemen-
tation of right to repair protections.

Finally, Congressional action,
while elusive, would provide greater
assurance for third-party services
that need to circumvent technologi-
cal protection measures for software-
dependent medical device repair.
Congress previously exercised its
authority to make permanent exemp-
tions from the DMCA in 2012, pass-

ing the Unlocking Consumer Choice
and Wireless Competition Act and
securing the right to circumvent cell
phone technological protection mea-
sures that prevent consumers from
switching wireless carriers after a
contrary DMCA ruling. So long as
the current exemption proves safe,
a similar policy, perhaps supple-
mented with increased adverse event
monitoring by the FDA, could be
pursued to make the medical device
exemption permanent and support
a lasting competitive repair market,
decrease medical device spending,
and increase availability of software-
dependent devices during public
health emergencies.

Note

Dr. Kramer is a consultant to the Circula-
tory Systems Advisory Panel of the Food and
Drug Administration, Heartcor Solutions,
and Firefly Health. The authors have no
other funding sources or conflicts of interest
relevant to this article to report.

References

1. L. R. Burns, M. G. Housman, R. E.
Booth, and A. M. Koenig, “Physician
Preference Items: What Factors Matter
to Surgeons? Does the Vendor Matter?
Med Devices (Auckl) 11 (2018): 39-49,
doi:10.2147/MDER.S151647.

2. A. Jamshidi, S. A. Rahimi, D. Ait-
Kadi, and A. Ruiz, “Medical Devices
Inspection and Maintenance: A Litera-
ture Review,” Proceedings of the 2014
Industrial and Systems Engineering
Research Conference, (2014) available

at <https://www.researchgate.net/pub-
lication/287176949_Medical_devices_
inspection_and_maintenance_a_liter-
ature_review> (last visited December
1, 2022).

N. Proctor, “Right to Repair is a Simple
Way to Cut Health Care Costs,” PIRG,
(2018) available at <https://pirg.org/
resources/right-to-repair-is-a-simple-
way-to-cut-health-care-costs/> (last
visited December 1, 2022).

U.S. PIRG Education Fund “Hospital
Repair Restrictions: Manufacturer-
Imposed Barriers to Fixing Medi-
cal Equipment Cause Inefficiencies
and Delays,” July 8, 2020, available
at <https://pirg.org/resources/hospi-
tal-repair-restrictions/> (last visited
December 1, 2022).

U.S. Food and Drug Administration, FDA
Report on the Quality, Safety, and Effec-
tiveness of Servicing of Medical Devices,
(May 2018), available at <https://www.
fda.gov/media/113431/download> (last
visited December 1, 2022).

Federal Trade Commission, Nixing
the Fiz: An FTC Report to Congress on
Repair Restrictions May 2021), avail-
able at <https://www.ftc.gov/reports/
nixing-fix-fte-report-congress-repair-
restrictions> (last visited December 1,
2022).

1. Adler, “Cost-Shifting in Drug Pric-
ing, or the Lack Thereof,” USC-
Brookings Schaeffer on Health Policy
(September 24, 2021), available at
<https://www.brookings.edu/blog/
usc-brookings-schaeffer-on-health-
policy/2021/09/24/cost-shifting-in-
drug-pricing-or-the-lack-thereof/>
(last visited December 1, 2022).

HEALTH JUSTICE: ENGAGING CRITICAL PERSPECTIVES IN HEALTH LAW AND POLICY ® WINTER 2022 859
The Journal of Law, Medicine & Ethics, 50 (2022): 857-859. © 2023 The Author(s)

https://doi.org/10.1017/jme.2023.28 Published online by Cambridge University Press


https://doi.org/10.1017/jme.2023.28

