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Abstract

Early consideration of failure modes in the feature development process is essential to identify and trace risks
across the physical and embedded Al components of intelligent systems, to enhance the robustness of the
feature delivery as well as trust in the Al. This paper introduces an extension of the AIAG/VDA function
failure modes taxonomy, to facilitate the integrated analysis of complex intelligent systems with embedded
Al. A case study of an autonomous driving feature is discussed as validation of the proposed taxonomy.
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1. Introduction

Across industries, many systems and products that are currently developed, are increasingly relying on
embedded Al components to deliver enhanced functionality and support robotic and autonomous control
features. Referring to the field of autonomous driving, and in particular advanced driver assist systems
(ADAS) features, we have seen significant advancements made possible by the introduction of machine
learning (ML) and Al algorithms, embedded with the physical components to deliver functionality for
enhanced safety and driver comfort. One consequence from the introduction of Al is that previously
unconnected systems are becoming significantly interdependent, which brings new risks, often difficult
to manage with conventional approaches (Koopman & Wagner, 2016).

Conventional design methods have been developed and refined over time to understand and characterise
the behaviour of systems, and on this basis take design actions to improve and prove the robustness and
reliability of the systems (Eifler et al, 2023). For example, Failure Modes and Effects Analysis (FMEA)
is a common method used across industries to manage the design process to provide assurance by design
for the system performance objectives, including safety and robustness. The issue of robustness of ML
and Al components embedded within engineering systems is currently receiving a lot of attention from
researchers. Much of this research (see for example Shafique et al, 2020) focusses on vulnerability as
an effect of lack of robustness, with explicit links to systems attributes including safety, security,
dependability, etc. Many of these approaches concentrate on the uncertainty associated exogeneous
factors, with relatively little attention given to the behaviour of the physical system itself. Yet assurance
for safety and robustness in the performance of the function is required across the whole system, and is
the focus of new standards such as the 1SO 21448:2022 safety of the intended function for road vehicles.
From a systems engineering perspective, early consideration of failure modes in the feature development
process is essential to identify and trace risks across the physical and embedded ML/AI components of
intelligent systems, to enhance the robustness of the feature delivery as well as trust in the Al.
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So far, taxonomies for failure modes have been largely domain dependent; e.g. Tumer et al (2003) for
electromechanical systems, Avizienis et al (2004) for computing systems, and Thieme et al (2020) for
software systems. The AIAG&VDA (2019) FMEA handbook, integrates approaches from previous
standards and guidelines from the US-based Automotive Industry Action Group (AIAG) and the
German Association of the Automotive Industry (VDA), and is now commonly used as reference across
the automotive industry. This provides a concise taxonomy for function failure modes, which has the
advantage that can be deployed early in the system and feature development, as unlike other domain
specific taxonomies, is centred on the function rather than the structure of the system. However, there
has been no attempt to investigate the applicability of the AIAG&VDA or any other taxonomies to
address the whole system, including embedded Al intelligent features.

This paper aims to address this gap. We first carry out a review of the existing taxonomies and related
research, before focussing on the AIAG&VDA (2019) with a critical appraisal. We focus on the
AIAG&VDA methodology because it is widely used in industry, and its functional basis makes it suited
for the early feature analysis. The novel contribution of this work is the proposed extensions to the
AIAG&VDA function failure modes taxonomy, underpinned by theoretical considerations of the state-
transition basis of the function representation and the typology of variables associated with the flows of
energy, materials and information, and bringing insight from the contrast with other taxonomies, in
particular that of Avizienis et al (2004). A case study of an ADAS feature (adaptive cruise control based
on traffic sign recognition) is considered to evaluate the applicability of the proposed taxonomy to a
smart feature that includes embedded Al.

2. Literature review

2.1. Failure mode taxonomies for physical systems

The early engineering approach to failure modes classification was largely based on mechanics of
materials failures, or physics of failure. For example, Collins (1993) discussed the phenomenology of
failure based on: (i) manifestation — e.g. elastic or plastic deformation, rupture or fracture, or material
change; (ii) the impact of external acting agents such as forces and environmental factors, and their
intensity and frequency; and (iii) topology of the part that determines the location of failure. For
mechanical components this approach is still used to characterise failure behaviour, with mathematical
models employed to quantify the physics of failure based on material properties and topology, to predict
reliability attributes. Tumer et al. (2003) extended this approach towards the development of a more
comprehensive taxonomy covering the electromechanical domain, arguing that physics-based
description can provide an understanding of the failure modes at their most “elemental” state, and thus
provide practitioners with a true understanding of a way in which the failure occurs.

Taking the view of more complex systems, which are made up of multiple components with different
failure behaviours, requires a systems view and approach to classifying failure modes. The common
approach is to relate the definition of failure modes to the ways in which a system can fail to deliver its
intended functional requirements. Blischke & Murthy (2000) discussed failure modes with respect to
functions of a system/component by referring to the taxonomy of Blache & Shrivastava (1994) which
includes extended failures and intermittent failures. Extended failures are categorized into partial
failures and complete failures, with further classification into sudden and gradual failures. This led to
the definition of "catastrophic failure” as “complete and sudden failure”, and “degraded failure” as a
“gradual and partial failure”, respectively.

The consideration of failure modes is particular important to the identification and management of risks
in the design process. The AIAG&VDA (2019) guidelines for Failure Mode and Effects Analysis
(FMEA) is based on function analysis, describing what the system or element of the system is intended
to do, and function failure mode analysis guided by a concise taxonomy which includes seven categories
of function failure: no function; partial function; degraded function; intermittent function; unintended
function; exceeding function; and delayed function. The AIAG&VDA (2019) provide guidelines and
examples on how this taxonomy can be used across different product development domains, as “Design
FMEA”, “Process FMEA” and “supplemental FMEA for monitoring and system response (FMEA-
MSR)”. The implementation of this methodology requires a detailed consideration of the way in which
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functional performance needs to be described and specified. For example, Clausing and Frey (2004),
have introduced a measurable way of describing performance of functionality by relating the
functionality to a set of conditions, lower or upper limit (one-sided failure mode) or both (two-sided
failure mode), under which the system operates without failure, which has been effective in use in
conjunction with the FMEA function failure approach.

Focussing on addressing the dependability of embedded systems, Avizienis et al. (2004) have introduced
the most comprehensive failure modes taxonomy, by considering service failure modes, development
failure modes, and dependability and security failure modes, with further categorization into sub-failure
modes from multiple viewpoints. In terms of failure domain viewpoint, service failure modes are
categorized into content failure modes, early/late timing failure modes, halt failures and erratic failures.
“Service” and “Dependability and Security” failure modes can also be associated with performance of
functionality as they refer to “limit” and “time” in the definition of failure modes, for example, early/late
timing failure mode is defined on the basis of the delivery of the service being too early/late. In order to
more effectively support the approach to functional safety, 1SO26262 (2018) introduced a failure mode
classification based on the type of hardware elements which are categorized into non safety-related or
safety-related hardware elements. Each element is related to a fault type: i) “Non safety-related” faults
are associated with non safety-related hardware elements; ii) “safe”, “detected multiple-point”,
“perceived multiple-point”, “latent multiple-point” and “residual/single-point” faults are considered in
the context of safety-related hardware elements.

2.2. Failure mode taxonomies for software and Al

The proliferation of Al components in the architecture of complex systems, in particular associated with
robotic and autonomous systems, has made it necessary to consider a holistic approach to the
understanding of failures of systems, including both the physical and embedded Al components. There
are differences between Al failure modes and software failure modes from a technology perspective
(Kumar et al., 2022). Traditional software is about performing a task based on the programme which it
is set up, whereas ML -a subset of Al- uses algorithms to automatically learn insights and recognize
patterns from data.

O’Halloran et al. (2012) pointed out that software failures are non-physical, and therefore they can be
classified under signal/information flow of functionality. Chu et al. (2011) and McNelles et al. (2017)
provide system-specific taxonomies of hardware and software failure modes which can be related to
material/energy flow of functionality and signal/information flow of functionality respectively. Chu et
al. (2011) introduced a taxonomy for digital components for the purposes of probabilistic safety
assessments by mapping failure modes across different level of details (system, division, etc.). McNelles
et al. (2017) focused on the introduction of a failure mode taxonomy for Field Programmable Gate
Arrays (FPGA) which are a form of programmable digital hardware configured to perform digital logic
functions. They categorized failure modes under “Design” and “Operation" which are further classified
into other failure modes. Both Chu et al. (2011) and McNelles et al. (2017) include elements of the
AIAG&VDA taxonomy (e.g. loss of function) and Avizienis et al. (2004)’s taxonomy (e.g. failure to
actuate in time). Chu et al. (2011) and McNelles et al. (2017) also introduced failure modes for specific
system levels. For example, “Random/Unknown Signal” is shown as a software failure mode at sub-
component level. Thieme et al. (2020) proposed a structure for software functions, and introduced a
taxonomy consisting of 29 failure modes categorized based on the proposed software function structure,
e.g. a taxonomy for value-related and timing-related failure modes in relation to the output of a software
function. While the applicability of this taxonomy on Al systems has not been tested yet, they suggest
that the taxonomy has the potential of underpinning software/design FMEA.

A considerable amount of literature has been published on the use of Al (i.e. ML) for failure mode
identification (e.g. Hu et al., 2023), however little is known about the failure modes of AI/ML per se
and their impacts on autonomous driving tasks except for a few studies. Scott and Yampolskiy (2020)
referred to four dimensions in the classifications of Al failures: consequences; agency; preventability
and stage of introduction in the product lifecycle. Kumar et al. (2022) approached ML failure modes
from a cybersecurity perspective. Specifically, they point out failure modes induced by attacks against
the ML systems and classify them into intentional and unintentional failures.
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3. Methodology

3.1. Background to AIAG&VDA reasoning about function failure modes

The AIAG&VDA (2019) recommends a taxonomy of failure modes construed as "failures of a function™
including the seven types of potential failure modes:

1. No function [NF] or loss of function (e.g. inoperable, fails suddenly);

Partial function [PF] (e.g. performance loss)

Degraded function [DgF] (e.g. performance loss over time);

Intermittent function [IF] (e.g. random operation starts/stops/starts);

Unintended function [UF] (e.g. operation without command, or at the wrong time);
Exceeding function [EF] (e.g. operation above the acceptable threshold);

7. Delayed function [DF] (e.g. operation after the intended time interval).

While the standard indicates that this is not an exclusive list, the benefit of a concise taxonomy is that it
provides the practitioners with a concise heuristic for reasoning about the ways in which a function
could fail. An important update in this updated standard, compared to previous versions of the standard,
is the introduction of the last two categories - exceeding function and delayed function. In particular,
delayed function is important because it enables the explicit consideration of requirements and
specifications for timing to be considered within the FMEA analysis.

From an engineering point of view, in order to operationalise this taxonomy, the failure modes need to
be judged in relation to the attributes and specifications of the function. In practice, this principle is
often quoted as "the failure modes are measured in the same unit as the function”, exemplified in the
standard with graphical illustrations for each failure mode type. It follows that in order to carry out a
robust failure mode analysis, the functional architecture needs to be defined and specified, at least to a
level where the functional requirements can be quantitatively identified.

The function model referred to in AIAG&VDA (2019) illustrated in Figure 1, is based on an enhanced
P-Diagram based on Taguchi's framework for robust design (Taguchi, 1986). At the core of this is a
black-box model of the system, with inputs and outputs identified in terms of flows of energy, material
and information. The function, functional and non-functional requirements are explicitly identified,
enabling to identify a specification for the intended output. The controls, noise factors and diverted
output are also identified, but this presumes that the design solution is known, which is needed for the
failure causes reasoning, not necessarily needed for the function failure reasoning. Within the
AIAG&VDA (2019) this framework is illustrated with good level of detail at a component level, but
insufficient guidance provided for how the analysis should be carried out at a system level.

ISZCLIE N

3.2. Proposed framework for extending the failure mode taxonomy

Early conceptual analysis of new features as system-of-interest (SOI): the early analysis of new features,
based on activity diagrams and use case analysis, would seek to identify functionality and functional
requirements based on the analysis of operations - e.g. the way the user will interact with the system.
Operations can be characterised as exchanges, i.e. identifying the key attributes and variables involved,
with requirement specifications reflecting the performance expected, thus reflecting the goals and
intentions, rather than structure behaviour (Vermaas, 2009). The first level of decomposition focuses on
logic functionality, with achievement of the high level functions explicitly linked to the achievement of
lower level functions. From a mathematical representation viewpoint, this is akin to establishing
decomposition on the basis of first order logic models (Barwise, 1977). This approach is useful from
the point of view of multidisciplinary systems (including hardware and embedded software and Al),
because the functionality can be abstracted to operations on flows, thus enabling an integrated treatment
across the different nature of components.

In terms of basic function representation, we refer to the modified statechart approach of Yildirim et al
(2017, 2023), in which the function is defined as a state transition or transformation, referring to the
input and outputs states of objects, described in terms of measurable attributes (Figure 2). This facilitates
the representation of functions with multiple attributes, including time.
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Figure 1. P-Diagram as function context in AIAG&VDA (2019)

Function failure reasoning can be carried out in relation to the achievement of the specified output state
attributes, given the input state attributes. Following the AIAG&VDA (2019) guidance, if the input state
attributes are incorrect, this should be treated as a failure mode of the preceding function in the chain
and dealt with within that function failure analysis. The robustness approach, based on the noise factors
framework (illustrated in Figure 1) to consider the impact of exogeneous variables on the input state
attributes offer a powerful complementary approach.

In order to provide stronger guidance for the function failure modes reasoning and articulation of failure
modes, we focus on the types of variables that are used to measure the attributes that describe the states.
The two fundamental types are continuous variables and categorical variables (which include binary).
The flows of energy and material are typically associated with measurable attributes described by
continuous variables, corresponding to fundamental units; nonetheless, categorical variables could also
be encountered in some cases. Conversely, an information flow is predominantly described with
categorical variables, for the function analysis at higher levels of resolution in system decomposition,
where functions are not explicitly linked to a specific way of achievement.

Function

“ B> Input State

Component/Subsystem

Input State >

Output State
Function P Output State > B> Input State Output State >

«

Figure 2. Function abstraction as state transition (Yildirim et al, 2023)

In relation to the application of the AIAG&VDA (2019) function failure mode taxonomy, consideration
of the type of variable describing the function is relevant, because the description of the function failure
modes, and even the choice of a type of function failure mode, can be explicitly related to the type of
variable used to measure the output attribute.

On this basis, Figure 3 illustrates the proposed approach for extending the AIAG&VDA failure modes
taxonomy, by considering the type variable associated with the attribute of the flow, with prescriptive
indication of how the failure mode would manifest in relation to the observed variables.

The analysis in Table 3 also considers the fact that the context of most engineering functions (in
particular those associated with intelligent control features, representing the main focus of this paper) is
dynamic or continuous in time. Thus, assuming that the function of the system relates to a continuous
sequence of repeated events (e.g. a sensor in the loop with the embedded Al decision support system
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and an actuating system, implementing a Sense - Plan - Act sequence), we make distinction based on
the phenomenology of the failure modes; i.e. failure modes that can occur in one or several instances or
in relation to an event, or permanently - across the whole sequence.

Figure 3 provides heuristic guidance for the implementation of the taxonomy in relation to both
continuous and categorical variables. Focussing in particular on the categorical variables, most likely
associated with embedded Al functionality as information flow / exchange, the analysis shows that not
all AIAG&VDA taxonomy categories are applicable. For example, DgF and ExF are not considered
relevant, since degradation of information content is the same as incorrect value provided - which has
been categorised as PF; same logic with EF. Figure 4 summarizes the alignment between the proposed
categorisation of information flow failure modes in Figure 3 and the reference framework proposed by
Avizienis et al (2004). We consider that the categorical value of a function output state attribute denotes
the information "content" in relation to Avizienis' framework.

The consideration of this alignment prompted the broader consideration one whether "Early Function"
should be added as a category in the AIAG&VDA taxonomy. For a categorical variable, providing a
correct value early would constitute an "unintended function"” (same if an incorrect value is provided
early). For a continuous variable, if a correct value is provided early, in relation to the instance at which
the judgement is made, this would be either an "intermittent failure” (e.g. if this represents a temporary
increase in the operating level), or an "unintended function” (e.g. if the current level of operation was
no function). However, by introducing "Early Function" as a new category in the failure mode taxonomy
in Figure 3, thus extending the AIAG& VDA taxonomy, this enriches the process heuristic (in the sense
that it prompts the engineers to consider early function provision as a potential failure mode), and
reduces the chance of variability in the categorisation, i.e. where different teams provide different
taxonomical interpretation for the same event.

Function Failure Mode
AIAG & VDA (2018)

Flow of energy and materials - continuous
variables / attributes

Flow of information - categorical variables /
attributes

[NF] No function / Loss of|
function

Function not performed at all — no value
[always - cannot be restored without intervention]

Function not performed at all — no value provided
[always - cannot be restored without intervention)

[PF] Partial Function

Function requirement attribute not met — value less
than specification
[always - cannot be restored without intervention)

Function requirement attribute not met — incorrect
value provided
[always — systematic error]

[DgF] Degraded function

Function requirement attribute not met — value less
than specification
[always - cannot be restored without intervention]

[IF] Intermittent function

Function requirement attribute not met at some
instances

[instance — total or partial loss of function; correct
value for some instances, incorrect for others]

Function requirement attribute not met at some
instances

[instance — correct value for some instances,
incorrect for others]

[UF] Unintended function

Function performed when not required
[permanent OR instance - function activation at
random times in a sequence - equivalent to
intermittent command failure]

Function performed when not required — correct or
incorrect function provided without request
[permanent or instance]

[EXF] Exceeding function

Function requirement attribute not met - above
specification
[always - cannot be restored without intervention]

[DF] Delayed function

Function requirement attribute / value achieved after
the time when it was required

[instance; equivalent to PF in relation to the current
expected value]

Function requirement attribute / value provided after
the time when it was required

[instance; equivalent to NF or PF in relation fo the
current expected value]

[EF] Early function

Function requirement attribute / value achieved
before the time window when it is expected
[instance; equivalent to IF or UF)

Correct or incorrect value provided early - before the
time window when it is expected
[instance; equivalent to UF]

Figure 3. Proposed extension to failure mode taxonomy considering the type of variables

A final point of discussion in relation to the analysis provided in Figure 4, relates to the correct content
arriving late; this could be considered either IF - if the arrival of the signal is with a delay that can be
compensated, or NF - if the delay is significant. Avizienis et al (2004) have provided a similar
discussion, with the suggestion that the delay grading is based on the effect (or consequence) on the
service should be considered. While in practice engineering teams would be able to make such
judgements, from a methodological perspective this is problematic, as it implies that engineers should
consider both failure modes and the effects at the same time, which is not recommended practice, as it
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might lead to a biased judgement of effects. In the spirit of AIAG&VDA, and good systems engineering
practice, the expectation is that the specification for the timing requirement should include both the
target and the grading for the delay.

Timing
Correct Incorrect
Early Late
+ [Correct UF/EF | NF/IF
£ [Incorrect PF UF / EF UF
8 [None NF NF NF

Figure 4. Alignment between the proposed failure mode categorisation for categorical variables
and the taxonomy of Avizienis et al (2004)

We illustrate the implementation of this extended taxonomy and evaluate its effectiveness in handling
the analysis of systems with embedded Al by considering a case study, presented in the next section.

4. Case study: Adaptive cruise control with traffic sign recognition

4.1. Case study background

Traffic sign recognition (TSR) is nowadays a common ADAS feature in many vehicles, typically
providing information to the driver on the speed limit for the road ahead (Farag, 2019). It is the
responsibility of the driver to use this information to adapt the velocity of travel of the vehicle to the
speed limit to ensure compliance with legislation. TSR in general (i.e. including all traffic signs not just
speed limit) has been extensively studied in conjunction with autonomous driving (e.g. Atif et al., 2022),
being one of the benchmark problem for ML and Al researchers seeking to demonstrate the robustness
of their algorithms (Aslansefat et al, 2021).

Some automotive manufacturers have attempted to build on the TSR capability with enhanced ADAS
features based on TSR information input. This includes attempts to implement an adaptive cruise control
(ACC) feature based on TSR, referred in the following as ACC-TSR. This enhanced ADAS feature
offers the driver the comfort of delegating the responsibility for longitudinal vehicle acceleration control
with the facility that the road legal speed limit is monitored and observed though automatic adjustment
of vehicle velocity of travel. While this appears as an attractive feature for many drivers, even a cursory
search on social media and search engines reveals a significant number of issues reported by both drivers
and experts - advising that the feature should not be used even if available. Common complaints relate
to (i) dangerous harsh decelerations due to an incorrect low speed limit detected; and (ii) speed
restriction signs being missed, with the implication that the vehicle breaks the law by driving at higher
speed (e.g. BusinessInsider, 2023). These are major failures of the function, with potential safety- and
legal-critical effects. While this problem could be tackled from a safety perspective in relation to an
existing vehicle and feature architecture, the position we take in this case study is that of a team
conducting the initial analysis of the ACC-TSR as a proposed new feature, without any solution or
architecture assumed. This will enable us to reason about function and function failure in an
unconstrained manner, which would be a fair test ground for the proposed taxonomy.

4.2. ACC-TSR feature analysis

Figure 5 provides a block diagram representation of the ACC-TSR feature, based on a generic high level
architecture of the TSR system including a vision sensor (e.g. a camera) and an embedded Al module.
The function of the sensor is to convert the scenery image of the environment to a digitised tensor with
the required resolution and colour matrix, and the required frame frequency. The task of the embedded
Al module is to convert the input from the vision sensor to speed limit (SL) information for the
propulsion control module / ACC feature, specifying the upcoming road speed limit (if any changes
identified), and distance to the start of enforced speed restriction. At its core, the TSR Al module
typically uses ML (convolutional neural networks) to detect, classify and then track through the time
sequence of images (Atif et al, 2022). Based on this information, the ACC feature calculates the required
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control input for the multi-vector vehicle propulsion systems (prime mover, transmission, brakes) to
adjust the velocity profile and trajectory such that the desired speed limit is reached with the driveability
and comfort expected by the vehicle occupants.

‘ Sense Plan Act
TSR System i
L CT |
297 i Propulsion Control
= N Vision Sensor | Embedded Al 1 J Module J Vehicle Propulsion | v .
(e.g. camera) i module | Acc Feature System

Figure 5. Block diagram of the ACC-TSR feature

From the point of view of our case study analysis, we focus on the function of the TSR system. Figure
6 provides a more detailed functional analysis, indicating the relevant input and output variables, and
their measurable attributes. Considering the TSR function at the black box level (top part of Figure 6),
the function failure analysis focusses on the output variables; the SL signal is a categorical variable,
based on the set categories of traffic sign speed limits available in the jurisdiction; the distance to the
start of enforcement (normally the location of the traffic sign) is a continuous variable (measured in
meters); and finally, time (in seconds or miliseconds) is also a variable of interest, reflecting the
constraint that the total TSR processing time needs to be shorter than the frequency of image acquisition.
Figure 7 illustrates the function failure mode analysis for the TSR system, at the black box level, carried
out based on the proposed taxonomy, Figure 3. While the failure modes are analysed independently in
relation to the two variables, by aggregating the two we obtain a complete list of function failure modes.
This analysis is correct given that the two variables, while they are output from the same function block
can connected inside the algorithm, they are independent from the point of view of their failure modes,
in the sense that the distance information can be correct even if an incorrect SL signal is identified. If
the failure modes are dependent, the correlation between the two should be taken into account.

TSR Output
Input p o
. Convert Scenery Speed limit signal
Scenery image = .
Time Image to SL Distance [m]
Information Time (takt time) [s]
Pl Tensor Te-.
i YCher Em Al Output
Input Vision Sensor T bedded put
me module Speed limit value
Scenery image —| Convert scenery to N — i
Time digitised tensor Recognise SL llstance [m]
g Information Time (takt time) [s]

Figure 6. Function analysis of TSR system

Failure Mode | FR1: Speed limit signal [categorical variable] FR2: Distance to start of speed enforcing point [continuous variable]
NF No speed limit signal [always] No distance information [always]
PF Incorrect speed limit signal [always] Incorrect distance information - underestimate distance [always]
DgF N/A
No speed limit signal [instance] Incorrect distance information - under / overestimate [instance]
IF Incorrect speed limit signal [instance] No distance information [instance]
UF Speed limit signal issued with no traffic sign [always / instance] | Distance information issued with no traffic sign [always / instance]
ExF Incorrect distance information - overestimate [always]
Delayed correct speed limit signal [always / instance] Delayed correct distance information [always / instance]
DF Delayed incorrect speed limit signal [always / instance] Delayed incorrect distance information [always [ instance]
EF N/A N/A

Figure 7. Function failure modes analysis for the TSR system

The categories of failure modes in the proposed taxonomy have worked well; e.g. we can have an
exceeding function for the distance as a continuous variable, even though there is no exceeding function
for the SL signal (e.g. a correct signal could be provided with overestimated distance). The processing
time is not an output as such, and therefore it is an indicator variable for the delayed / early function
category. Based on these failure modes, a feature concept level FMEA can be carried out. The next step

1956 ARTIFICIAL INTELLIGENCE AND DATA-DRIVEN DESIGN

https://doi.org/10.1017/pds.2024.197 Published online by Cambridge University Press


https://doi.org/10.1017/pds.2024.197

in the analysis is to identify the effects of each of the failure modes; failure modes with effects that have
a potential safety- or legal-critical consequence (which is potentially the case with most of the failure
modes identified in Figure 7), would be marked as critical characteristics, and traced throughout the
design and development of the feature. Function failure modes of the decomposed system (lower level
in Figure 6) will be identified as potential causes for top level, with verification methods defined as
current controls. This should extend to validation of the impact of noise factors (Figure 1) to evaluate
the robustness of the system through robust design verification and testing.

5. Discussion and conclusions

This paper makes a contribution by proposing an extension to the AIAG&VDA (2019) function failure
modes taxonomy, to make it suitable for the analysis of smart systems and features, with embedded Al.
In contrast with other domain specific failure modes taxonomies discussed in this paper, which are based
on the phenomenology of the failure for both electro-mechanical and software systems, the functional
basis of the AIAG&VDA (2019) is important because it supports the logical analysis of the system, thus
underpinning early stages of design and development, within the systems engineering framework.

The theoretical basis for the proposed extension stems from the detailed consideration, from a
mathematical perspective, of the type of variables involved the specification of the function. From a
methodological point of view, this enables a more precise definition of taxonomical categories of
function failure modes described in the AIAG&VDA (2019) standard, thus providing a richer
prescriptive guidance to the FMEA practitioners to both facilitate the analysis and increase the
consistency of the generated FMEAs.

In relation to other reference taxonomies, the main benefit of the proposed taxonomy is that it facilitates
logical level analysis early in the feature development process, facilitating the collaboration of engineers
belonging to different disciplinary backgrounds to work together with a common reference taxonomy
and language, and maintains solution neutrality of the analysis.

Another important argument for the proposed taxonomy is that it supports the integration of the FMEA
analysis with MBSE representations, and the automated function failure mode reasoning for intelligent
MBSE-assisted FMEA generation (Korsunovs et al, 2022). Specifically, within a detailed MBSE
interface model the specification will include data type associated with the port attributes. Our proposed
taxonomy thus facilitates function failure mode reasoning integrated with the MBSE.

The case study considered for the preliminary validation of the proposed taxonomy has provided a good
illustration of several practical features and complexities that need to be handled in the analysis, as well
as demonstration of the applicability and value of the proposed taxonomy or the logical level analysis
of systems with embedded Al components. This includes the fact that functions will commonly have
multiple metrics associated with their achievement, illustrated in the case study with the TSR function
output involving multiple variables, which have been analysed together. The case study also showed
that the function outcome focus of the proposed function failure mode taxonomy works well with the
logical analysis across physical and ML/AI embedded components.

The impact of using the FMEA for systems including embedded Al is that it contributes to establishing
trust in the feature, as the behaviour linking function logic and failure modes includes the Al
components, and thus robustness tests planned (based on the FMEA) to verify of the whole system will
also cover the behaviour of all components.
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