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Abstract

Interrupted sampling repeater jammer generates multiple false targets to confuse chirp radar
systems. In practical situations, maintaining separation between true target echo and jamming
signal is not possible because the jamming pulses and the true target echo are overlapping in
both time and frequency domains. A new anti-jamming technique against interrupted sam-
pling jamming of self-protection repeater jammer is proposed without the knowledge of
the jamming parameters. The proposed technique is based on fractional Fourier transform
that can separate the overlapping true target echo and jamming pulses in the fractional
domain, and then the resulting pulses are returned to the time domain, the true target can
be easily distinguished from the false ones because the jamming pulses lag behind the true
target echo by the jammer’s delay. The theoretical analysis and simulation results demonstrate
the efficiency and validity of the proposed technique.

Introduction

Chirp waveform has high Doppler tolerance. This makes it attractive to be used in radar sys-
tems. But different types of deceptive jammers for example interrupted sampling repeater jam-
mer (ISR]), digital radio frequency memory (DRFM), frequency shifting jammer, and active
echo cancelation (AEC) jammer can jam chirp radars and generate false targets or suppress
the true target echo [1, 2]. DRFM is commonly used in electronic countermeasure because
it can intercept, store, and retransmit jamming signal that are coherent with the radar signal.
This makes DRFM jammer benefits from the processing gain of pulse compression and coher-
ent integration. Therefore, DRFM jammer needs low transmitting power to form false targets
in the victim radar. DRFM jammers work in two modes [3-7], i.e. full pulse repeating mode
and interrupted sampling repeating mode. When DREM jammer works in full pulse repeating
mode, it intercepts, stores, and retransmits the complete radar pulse. But, the jammer pulse
lags behind the true target pulse. Therefore, orthogonal waveforms technique can be used
to counter DRFM jammer easily [2]. While in interrupted sampling repeating mode, the jam-
mer samples and stores segments of the radar pulse during the radar pulse itself and retrans-
mits them toward the victim radar. This means that the ISR] signal can be generated in the
current radar pulse repetition period, which makes countering techniques such as phase per-
turbation [8], modifying the chirp rate [9], and pulse diversity [10-13] fail. ISR] can work
under a relatively low transmitting power because it obtains partial processing gain from
pulse compression and coherent integration. Therefore, ISR] generates multiple false targets
while the amplitudes of the high-order false targets decrease quickly [6]. The power and
the distribution of the false targets can be changed by adjusting the jamming parameters easily.
Therefore, ISR] is superior to other jamming methods. Under certain conditions including the
repeater power, delayed time, and repeater frequency, the false target will coincide with the
true target for partial echo cancellation [14, 15]. In [16, 17] anti-jamming techniques are pre-
sented to eliminate the effect of this kind of AEC.

There is only limited public research literature on electronic counter countermeasure
schemes against ISR]. In [18-21], different methods are proposed to counter ISR] based on
the time-frequency (TF) analysis, where it was found that the TF characteristics of the ISR]
signal are discontinuous. Therefore, a band-pass filter (BPF) can be designed to retain the
true target signal and suppress the ISR] signal. In [22], ISR] suppression issue is addressed
by using TF analysis and target sparse reconstruction. In [23], TF analysis result is used to esti-
mate the jamming parameters of slice number and forwarding times to perform jamming sup-
pression. In general, short-time Fourier transform (STFT) is applied to perform the TF
analysis. Therefore, the previous methods in [18-23] are only effective under high signal to
noise ratio (SNR). In [24] an anti-jamming method based on designing complementary
sequences and receiving filters is proposed. Although that method reduces the influence of
the ISR] on radar detection, but it requires complex optimization design. In [25], an adaptive
transmitting scheme based on the jamming parameter estimation is used for ISR] suppression.
But, the jamming suppression performance depends on the accuracy of jamming parameters
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estimation. In [26], the radar return filtering is achieved by
transforming it into the fractional domain and designing a nar-
row BPF to suppress jamming signal. The center of the BPF can
be set according to the true target peak position in the frac-
tional domain. But the performance of this method is affected
by the bandwidth of the BPF. In addition, the true target peak
position in the fractional domain cannot be easily calculated
because the true target is masked by false targets in the time
domain.

Based on the previous discussion, countering ISRJ jamming
requires more research in order to overcome the limitations of
the mentioned anti-jamming methods. In this paper, we pro-
pose a new anti-jamming method for countering ISR]J effect-
ively. The proposed method used fractional Fourier transform
(FrFT) to compress and separate overlapping the true target
echo and the jamming pulses in the fractional domain. Then,
the resulting compressed pulses are transformed to the time
domain to compare the pulses’ arriving time, the leading
pulse will be considered as the true target echo because jam-
ming pulses always lag behind the true target echo by the jam-
mer’s delay.

The article is organized as follows. Section “Overview of ISR]”
presents a short overview of ISR]. In the Section “Chirp pulse
compression using FrFT,” the chirp pulse compression using
FrFT is given. In the Section “The proposed anti-jamming tech-
nique,” the proposed anti-jamming technique is introduced.
Finally, Matlab simulation results are demonstrated in the
Section “Simulation and results.”

Overview of ISRJ

The authors in [6] proposed interrupted sampling technique
which samples segments of radar pulse and retransmits them
using a time-sharing single receive-transmit antenna toward the
victim radar. In this way, the ISR] generates a main false target
that always lags behind the true target by a jammer’s delay 7,
and multiple false targets that are located around the main false
target. ISR] has many advantages because it used a single time-
sharing antenna that has easy implementation and therefore it
can be carried by a missile. In addition, ISR] generates multiple
false targets without sampling and retransmitting the whole
radar pulse.

Let x(t) be the complex representation of the transmitted radar
chirp:

x(t) = rect (%) emt’ (D

where y =B/T is the frequency modulation slope, T is the chirp
duration, and B is the sweep bandwidth.

The sampling function p(t) is a rectangular pulse train with a
pulse duration 7 and pulse repeat interval T,. p(t) can be written
as:

o0

p(t) = rect(é_) Z 8(t — nTy) 2)

n=—oo

where rect(t/7) represents a rectangular pulse of width 7. The
sampled jamming signal is [6]:

X, = p(t) - x(t) (3)
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The spectrum of the sampled jamming signal is [6]:
X()= Y auX(f —nf) (4)

where a, = 7f;sinc(wnf,7), f;=1/T; is the sampling frequency of
ISR], and 7 is the sampling period of ISR]. Clearly, X(f) is a
superposition of the shifted replicas of X(f) scaled by a,. The
output of the radar-matched filter is given as [6]:

YO =D anun(t) (5)

n=—o0o

(1) = sinclm(nf, + p)(T — |])] (1 _ %) T ()
where n=0,+1,+2,+3... Based on equations (5) and (6), the
output of the radar-matched filter composed of multiple false tar-
gets u,,(t), each one has a frequency shift nf; and a scale factor a,,.
The relative distance between each two adjacent false targets
equals cf,/2u, where ¢ is the propagation speed of light. When
the value of # increases, the amplitudes of false targets decrease
quickly. Therefore, the ISR] technique generates about five effect-
ive false targets as shown in Fig. 1.

Chirp pulse compression using FrFT

FrFT has been used in sonar and radar signal processing. In [27],
a radar-matched filter based on FrFT is implemented for a chirp
radar. In [28], the detection and separation of overlapping chirp
acoustic signals is achieved by FrFT-based receiver. In [29], an
anti-jamming method against frequency shifting jamming is pro-
posed, where FrFT resolves the overlapping jamming pulses and
true target echo. Then, the resulting signals are returned to the
frequency domain where their spectra are compared with that
of the transmitted radar chirp after Doppler compensation. The
signal that has less differences of the center frequency is consid-
ered as the true target. But, that anti-jamming method cannot
counter ISR] because both the true target and the main false

&
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Figure 1. Simulation result of ISRJ.
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target have the same frequency shift, and therefore the true target
cannot be distinguished from the main false one. In [30], FrFT is
used for countering smeared spectrum jamming, where the anti-
jamming method benefits from the fact that the jamming pulses
have a different frequency modulation slope from that of the
transmitted radar chirp. Therefore, the jamming pulses can be
suppressed in the fractional domain, and then the true target
can be distinguished easily. But, that technique is inefficient in
the case of ISR] because both the true target echo and the jam-
ming pulses have the same frequency modulation slope.

FrFT is a general form of the Fourier transform (FT) that
transforms a function into an intermediate domain between fre-
quency and time by rotating the TF plane. If F, denotes the oper-
ator corresponding to the FrFT of angle ¢, then F,, = F: rotation
by 7/2 gives FT [31, 32]. In the same way that has been done for
standard FT, a sampling theorem for FrFT is proposed in [33].
Compared with FT, the FrFT of optimal angle, a,, applied to
a chirp pulse, concentrates its energy distribution in the fractional
domain. This presents the use of the FrFT for pulse compression
of chirp pulse [27-30, 34-37]. The continuous FrFT of a signal x
(t) is given by [31, 32]:

Xat) = j *(OKalt, u)dt @)

where K, (t, u) is the transform kernel and when «a # nr it equals
(31, 32]:

Ko (t, u) = m ej27r((t2+u2)/2)cotaijﬂ-utcsca ®)

where cota = 1/tan « and csc @ = 1/ sin . Hence:

Xa(u) = j x(t)m ejzﬂ((iz+uz)/2)cotoz (9)
- X e*jZﬂ'ut csca Jy
Applying the FrFT to the chirp pulse given by equation (1) gives:

T/2

Xo(u) = Aaj ejrrtz(/.H—cot @)—j2mutesca g (10)

—-T/2

where A, = /T—jcota ™ ¢ The integral in this equation
involves an error function. But when:

Mm~+cota=0 (11)
Then
(12)

a = —arccot(u)

A condition considered in [37] as being optimal and denoted by
Qopp> then equation (10) is rewritten as:

sin [7(u csc argpr) T

Xaopt(u) = AT (13)

m(u csc agpr) T

Usually, > 1, so equation (12) gives csc a,pr = p. Consequently,
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|[Ag] = ‘1/1 — jcot apr

sin (7mBu)
|Xaopt(u)| =V BTW

= /i Hence [29]:
(14)

This equation is equivalent to that of the matched filter for
chirp pulse. This means that the FrFT compresses chirp pulse
like matched filter does [27-30, 34-37]. But, the matched filter
is superior to FrFT by 3 dB [36].

The proposed anti-jamming technique

Figure 2 shows the block diagram of the proposed anti-
jamming receiver. The jamming signal is a delayed superpos-
ition of the shifted replicas of the spectrum of the true target.
Consequently, we can discriminate the false targets if we can
separate each received pulse in the fractional domain and
then return each separated compressed pulse to the time domain
to find the leading pulse that will be considered as the true
target echo because the jamming pulses lag behind the true tar-
get echo by jammer’s delay 7; After discriminating the true
target echo at the output of anti-jamming receiver, the true
target can be recognized at the output of the conventional
radar receiver based on the start time of the leading pulse. As
shown in Fig. 2, r(t) is the baseband received signal that is com-
posed of the sum of the true target echo x(f—t;), the sampled
jamming signal x;(t— (f, +74)), and the noise signal n(t):
r(t) = x(t — to) + x;(t — (fo + 74)) + n(t) 15)
where t, is the true target delay. Now, applying the FrFT to the
received signal r(¢) given by equation (15) gives:
Fo(r(t)) = Xo(u — 1) + CoXjo(u — u; — wsin @) (16)
+No(u)
where w =27xnf,, uy = tycosa, u; = (t, + 74)cose, and F,(x,(t)e™")
= C,Xjo(u—wsina). These equations are respectively derived
from the delay property and the modulation property of
FrFT, where C, is [31, 32]:
C, = ef((jwz(sinacos @))/2)~+juw cos a (17)
At the optimum value of o given in equation (12) [37], the
energy distribution of both the jamming signal and the true
target echo concentrate well because these signals have the
same frequency modulation slope. Therefore, we get

Founy(r(1)) = msin(ﬂ'B(u — 1))
aopt -

7B(u — ug)

2 ﬁsin[wB(u — u; — wsin aapt)]
+ Z Cnan /BT 7TB(u — u; — wsin aopt)

n=—o0

+ Ncwpt(u)
(18)

Equation (18) shows that, apart from the noise component
Ngy(u), the output of the FrFT is composed of sinc functions
separated in the fractional domain. After constant false alarm
rate (CFAR) detection, the peak position sample and the adja-
cent samples are kept for each main lobe and the remaining
samples are put to zero. This is because most of the energy
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Figure 2. Block diagram of the proposed anti-jamming receiver against ISRJ.

of each jamming pulse is concentrated in its main lobe. As a
result, the true target echo and the jamming components are
separated and filtered from noise in the fractional domain sim-
ultaneously. Then by applying the inverse FrFT, for each main
lobe, at —a,, we get

—+00

r(t)=x(t—to)+ Y x(t—ty— 7a)

n=—oo

19

Equation (19) shows that the output of the inverse FrFT is
composed of true target echo and jamming pulses that are
delayed replicas of the true target echo and these pulses are
separated in the time domain. Now, the true target is discrimi-
nated at the output of the conventional radar receiver based on
the start time of the leading pulse at the output of the pro-
posed anti-jamming receiver as shown in Fig. 2.

It worth mentioning that a, is calculated in the discrete
domain using equation (20) [27, 28]:

F2
Qopr = —tan™" (—S>
umL

where L is the number of samples in the time received window.

The computation complexity of the proposed technique
depends on the implementation of FrFT. Since the FrFT can be
implemented using FFT, its computational complexity is O
(Nlog N) [38-40]. As we mentioned above FrFT behaves like a
matched filter. In contrast, FrFT requires higher sampling rate
than Nyquist frequency [41]. But, this is attainable very easily
on current field programmable gate arrays. As a result, the pro-
posed technique is appropriate for practical application.

(20)
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Simulation and results

Figure 3 shows the assumed simulation scenario for countering
self-protection ISRJ, which generates jamming signal from the
transmitted radar pulse. In this case, the radar return is the
sum of the true target echo and the jamming signal. Then,
radar return is received by both the conventional radar receiver
and the proposed anti-jamming receiver at the same time. The
proposed anti-jamming technique estimates the start time of the
true target echo, which leads all jamming pulses in the time
domain. Finally, the true target is discriminated by comparing
the targets’ positions, at the output of the conventional radar
receiver, and the start time of the leading pulse at the output of
the proposed anti-jamming receiver.

We assume these parameters: B =4 MHz, T =100 ps, sampling
frequency, F, =20 MHz, L =14 000, and ¢,,; = —0.6202 after cal-
culation using equation (20). The true target’s delay is 466 us.
The jammer parameters are given as follows: 7=2us, f,=
140 kHz, 7,=6 s, and jamming to signal ratio (JSR) =16 dB.
For simplicity, we assume that the main false target (component
of n=0), the false target (component of n = —1, the first false tar-
get preceding the main false target), the —2nd false target (com-
ponent of n = -2, the second false target preceding the main false
target), the +1st false target (component of n=+1, the first false
target lagging behind the main false target), and the +2nd
false target (component of #n = +2, the second false target lagging
behind the main false target) are detectable, and the other false
targets are below the radar detection threshold.

Countering jamming mode a

In this case, the true target leads the —1st order false target and
the main false target lags behind the true target, by 7,=6 us as
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Figure 3. Simulation scenario for countering self-protection ISRJ.
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Figure 5. FrFT of the received signal in the case of ISRJ.

shown in Fig. 4. The true target echo and jamming pulses can be
separated and isolated easily in different compressed pulses at the
output of FrFT as shown in Figs 5 and 6 respectively. Then these
compressed pulses are now returned to the time domain to give
the independent pluses as shown in Fig. 7, the second pulse
leads the other pulses by 7,. Therefore, the dotted curve belongs
to the true target echo and the overlapping solid curves belong
to the jamming pulses. Consequently, the second target, at the
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Figure 7. Resulting pulses after returning to the time domain in the case of ISRJ.

output of radar-matched filter, represents the true target that
has a delay of 466 us as shown in Fig. 4.

Countering jamming mode b

To confuse the radar well, the —1st order false target leads the true
target when f, > /B/T, e.g. f,=480kHz, as shown in Fig. 8. At
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Figure 9. FrFT of the received signal when the first-order false target leads the true
target.

the output of FrFT, the jamming pulses and the true target can be
separated and isolated easily in different compressed pulses as
shown in Figs 9 and 10 respectively. Then these compressed
pulses are now returned to the time domain to give the independ-
ent pulses shown in Fig. 11, the third pulse leads the other pulses
by 7. Therefore, the dotted curve belongs to the true target echo
and the overlapping solid curves belong to the jamming pulses.
Consequently, the third target, at the output of the radar-matched
filter, represents the true target that has a delay of 466 us as shown
in Fig. 8.

The performance of the proposed method

Now, we will simulate the probability of detection (P,) as a func-
tion of SNR when the probability of false alarm (P, = 1079). As
shown in Fig. 12, the FrFT is inferior to the matched filter by
3dB in terms of SNR, but it is superior to STFT. Therefore, the
anti-jamming techniques based on STFT require high SNR to
be effective [18-23]. However, the proposed method works well
under low SNR. This is because FrFT benefits from pulse com-
pression gain. Despite the fact that FrFT requires high sampling
rate, the proposed method is superior to other methods.
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It is well known that conventional CFAR masks the weaker of
the two closely spaced targets. Therefore, radar systems used
modified CFAR such as the censored (CS) CFAR, order statistics
(OS) CFAR, and smallest-of cell-averaging (SOCA) CFAR, which
are designed to overcome mutual target masking [42]. It worth
mentioning that self-protection ISR] does not transmit high
power to avoid hostile anti-radiation missile attack [43]. When
high JSR is used, a mutual target masking occurs. Therefore,
the proposed anti-jamming receiver used modified CFAR.
Consequently, as long as the true target is detected by modified
CFAR, the proposed method works well.

Conclusion

Chirp radars are vulnerable to many types of deceptive jammers
e.g. ISRJ that generates multiple false targets and makes the
radar system unable to discriminate the true target. We pro-
posed a new anti-jamming technique based on FrFT to counter
ISR] jamming, where the true target echo and jamming pulses
are compressed and separated in the fractional domain. Then,
these separated pulses are returned to the time domain to dis-
criminate the true target echo that leads the jamming pulses
by the jammer’s delay. Despite the fact that the proposed
method is inferior to the matched filter and it requires high
sampling rate, it is suitable for practical application. Because,
it works better than other anti-jamming techniques that require
high SNR or high computational cost or the knowledge of the
jamming parameters. This makes it attractive to be incorporated
into existing radar systems.
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