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ABSTRACT

This article makes the counterintuitive argument that the millennia-old approach of Jewish
law to regulating surveillance, protecting communications, and governing collection and use
of information offers important frameworks for protecting privacy in an age of big data and
pervasive surveillance. The modern approach to privacy has not succeeded. Notions of indi-
vidual “rights to be let alone” and “informational self-determination” offer little defense
against rampant data collection and aggregation. The substantive promise of a “fundamen-
tal human right” of privacy has largely been reduced to illusory procedural safeguards of
“notice” and “consent” —manipulable protections by which individuals “agree” to privacy
terms with little understanding of the bargain and little power to opt out. Judaism, on the
other hand, views privacy as a societal obligation and employs categorical behavioral and
architectural mandates that bind all of society’s members. It limits waiver of these rules
and rejects both technological capacity and the related notion of “expectations” as determi-
nants of privacy’s content. It assumes the absence of anonymity and does not depend on the
confidentiality of information or behavior, whether knowledge is later used or shared, or
whether the privacy subject can show concrete personal harm. When certain types of sen-
sitive information are publicly known or cannot help but be visible, Jewish law still provides
rules against their use. Jewish law offers a language that can guide policy debates. It suggests
a move from individual control over information as the mechanism for shaping privacy’s
meaning and enforcement, to a regime of substantive obligations— personal and organiza-
tional —to protect privacy. It recognizes the interconnected nature of human interests and
comprehends the totality of the harm that pervasive surveillance wreaks on individuals
and social relations. It offers a conceptual basis for extending traditional privacy protections
to online spaces and new data uses. And it provides a language of dignity that recognizes
unequal bargaining power, rejects the aggregation and use of information to create confi-
ning personal narratives and judgments, and demands equal protection for all humans.
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INTRODUCTION

Privacy, internet pioneer Vint Cerf suggested while describing the pervasive data collection enabled
by the internet, is an artifact of a modern age nearing its end.™ Privacy was, he said, an “accident”
of “the urban revolution” —an “anomaly” created by a certain technological and architectural
moment: “the industrial revolution and the growth of urban concentrations that led to a sense
of anonymity.”> Indeed, according to Cerf, privacy did not exist in small towns like the one
from which he hailed, where “[e]verybody knows what everybody is doing.” And in the age of
big data,3 privacy will be “increasingly difficult for us to achieve” going forward.+

To be sure, technology has enabled pervasive public and private surveillance as a “way of life.”s
The discourse of privacy, rooted in notions of individual rights to “be let alone,”¢ and “informa-
tional self-determination,”” offer weak sauce against rampant data collection and aggregation. The
legal regimes informed by the language of individualism broadly replace the substantive promise of
privacy as a fundamental right with illusory procedural safeguards of “notice” and “consent” —
manipulable protections by which individuals “agree” to privacy terms, often with little under-
standing of the bargain, awareness of future uses of information,® or power to opt out.®
Jurisprudence struggles to comprehend the effects of surveillance and information collection, as

1 Jacob Kastrenakes, Google’s Chief Internet Evangelist Says ‘Privacy May Actually Be an Anomaly’, THE VERGE
(November 20, 2013), https:/www.theverge.com/2013/11/20/5125922/vint-cerf-google-internet-evangelist-says-
privacy-may-be-anomaly.

2 Id. See also Luciano Floridi, The Ontological Interpretation of Informational Privacy, 7 ETHICS AND INFORMATION
TECHNOLOGY 185, 191 (2005) (“[D]uring the nineteenth and the twentieth centuries, following the industrial revo-
lution . . . urban environments fostered a type of informational privacy based on anonymity.”).

3 See Floridi, supra note 2, at 192 (“Some steps forward into the information society are really steps back into a small
community and, admittedly, the claustrophobic atmosphere that may characterize it.”).

4 Kastrenakas, supra note 1.

5 Davip LyoN, THE CULTURE OF SURVEILLANCE: WATCHING As A WAY OF LiFE (2018). See also Solon Barocas & Helen
Nissenbaum, Big Data’s End Run around Anonymity and Consent, in PRIVACY, BIG DATA AND THE PusLic GOOD:
FRAMEWORKS FOR ENGAGEMENT 44, 45 (Julia Lane, et al., eds.) (“common applications of big data undermine the
values that anonymity traditionally had protected™).

6 Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 HARVARD Law REVIEW 193, 205 (1890) (identifying
in the common law a “general right of the individual to be let alone”).

7 Bundesverfassungsgericht [BVerfG] [Federal Constitutional Court], 1 BvR 209/83, Dec. 15, 1983, https:/www.
bundesverfassungsgericht.de/SharedDocs/Entscheidungen/DE/1983/12/rs19831215_1bvro20983.html (articulating
a right to “informational self-determination”), see also ALaN F. WESTIN, PRIVACY AND FREEDOM 7 (1967) (defining
privacy as “the claim of individuals, groups, or institutions to determine for themselves when, how, and to what
extent information about them is communicated to others”); Warren & Brandeis, supra note 6, at 198 (arguing
that privacy “secures to each individual the right of determining . . . to what extent his thoughts, sentiments,
and emotions shall be communicated to others™).

8 Joshua A. T. Fairfield & Christoph Engel, Privacy as a Public Good, 65 DUKE LAw JOURNAL 385, 390 (2015)
(“Individual control of data is a fundamentally flawed concept because individuals cannot know what the data
they reveal means when aggregated with billions of other data points.”).

9 Ehimare Okoyomon, et al., On the Ridiculousness of Notice and Consent: Contradictions in App Privacy Policies,
The Workshop on Technology and Consumer Protection (2019) (“[I]t is unlikely that most users comprehend these
disclosures, which is due in no small part to ambiguous, deceptive, and misleading statements.”); Lindsey Barrett,
Model(ing) Privacy: Empirical Approaches to Privacy Law and Governance, 35 SANTA CLARA HiGH TECHNOLOGY
LAw JOURNAL 1, 17-20 (2018) (“Few people read privacy policies, and those who do are left with little basis to
understand the uses of their data.”); Paul M. Schwartz, Privacy and Democracy in Cyberspace, 52 VANDERBILT
Law REVIEW 1609, 166164 (1999) (discussing the “autonomy trap”).
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the task of shoehorning unprecedented circumstances into existing doctrine leads to cramped
understandings of harms.™

The rubric of informational self-determination, moreover, disguises the reality that individual
lives are enmeshed with broader society.” In the new “small town” of the big-data age, privacy
rights are waived as a condition of participation in society, both online and in real life.”>
Through a technological determinism rooted in a language of “expectations,” if a human (or
digital) eye can “see” you, or scrape records about you, or use the resulting knowledge to make
inferences about you, privacy interests are often deemed not to exist.

Framing privacy as an individual interest, moreover, often ignores the interconnected nature of
human behavior and human interests. Surveillance of one individual can reveal a great deal about
others, slicing away at their privacy without any pretense of consent in the waiver of their rights
and interests.'3 Yet because of collective action problems, relying on individuals is a poor means
of protecting privacy as a public good.™

In the absence of anonymity, then, the modern discourse of individualism masks a post-modern
technological capacity for near-ubiquitous surveillance of our behaviors, interactions, locations,
and personal spaces—often by entities with financial incentives to manipulate our data for their
own purposes.’s Contemporary concepts of privacy thus fail to sufficiently capture the harm
that pervasive surveillance wreaks on individuals and social relations, or to offer a countervision
for the technological power of the big-data age.

Yet if Cerf’s comments reflect the failures of the dominant articulations of privacy rooted in “the
familiar pair of anonymity and informed consent,”*¢ his association of privacy with modernity fails
descriptively.'7 Specifically, his claim is undermined by a robust millennia-old Jewish legal tradition
that has long protected privacy by mandating protective architectures and appropriate behaviors,
often in tightly knit and transparent communities like those of Cerf’s youth.

Jewish legal sources root the importance of privacy not only in the protection of the individual
but also in the values prerequisite for a vibrant, functioning, and good society. Through narratives
and doctrine, Jewish sources animate what is at stake in protecting privacy and how privacy harms
can rend the social fabric.

10 Spokeo, Inc. v. Robins, 575 U.S. 330, 342 (2016) (holding violation of Federal Credit Reporting Act’s informa-
tional protections does not constitute injury-in-fact “concrete” enough to confer standing).

11 Daniel ]J. Solove, Identity Theft, Privacy, and the Architecture of Vulnerability, 54 HASTINGS LAW JOURNAL 1227,
1234 (2003) (“many privacy problems cannot be adequately redressed by relying on individual initiative alone.”).

12 DANEL J. SoLove, THE FUTURE OF REPUTATION: GOssiP, RUMOR, AND PRIVACY ON THE INTERNET 7 (2007) (“According
to the general rule, if something occurs in a public place, it is not private.”); Joel Reidenberg, Privacy in Public, 69
UNIVERSITY OF MiaMI LAW REVIEW 141, 142 (2014) (discussing how “24/7 data tracking, warehousing, and mining
technology” subverts protections based on “reasonable expectation[s] of privacy”).

13 See, e.g., Karen Levy & Solon Barocas, Refractive Surveillance: Monitoring Customers to Manage Workers, 12
INTERNATIONAL JOURNAL OF COMMUNICATION 1166, 1166 (2018) (describing phenomenon of collecting information
about one group to facilitate control over an entirely different group); Joel R. Reidenberg, Privacy Wrongs in
Search of Remedies, 54 HASTINGS LAW JOURNAL 877, 883—84 (2002) (discussing “externalities of information shar-
ing” in which “Each member of society may have a non-represented stake in another’s disclosures of personal
information”).

14 Fairfield & Engel, supra note 8, at 38s.

15 Paul Ohm, Don’t Build a Database of Ruin, HARVARD BusiNEss REVIEW (August 23, 2012), https:/hbr.org/2012/08/
dont-build-a-database-of-ruin.

16 Barocas & Nissenbaum, supra note s, at 44.

17 Omer Tene was first to make this point. Omer Tene, Vint Cerf Is Wrong. Privacy Is Not an Anomaly, IAPP
Privacy PersPECTIVES (November 22, 2013), https:/iapp.org/news/a/privacy-is-not-an-anomaly/.
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The Jewish vision departs radically from the building blocks of current privacy discourse. It
locates neither the meaning of privacy nor the mechanism for its legal vindication in individual
rights. Rather, reflecting the principal character of Jewish law as a system of obligations, it estab-
lishes a set of prior commitments that guide appropriate behavior, rejecting technological determin-
ism and the expectations it imposes as delineators of privacy.’® Moreover, privacy in the Jewish
system does not depend on anonymity: rules of behavior largely presume its absence and apply
even when it exists. Privacy rules depend neither on confidentiality nor on later use of knowledge,
and they apply irrespective of concrete or personal harm. Jewish sources often reject consent or a
waiver of privacy as a basis for intrusion, and protective mandates on both the surveilled and the
surveillor may remain binding regardless of consent. Finally, even when certain types of sensitive
information are publicly known or available, Jewish law prohibits its use or sharing. Together,
these doctrinal elements offer a framework for privacy protection and a language about privacy’s
meaning—and a promise for combatting big-data abuses—that are missing in current discourse.

In this article, we explore this line of Jewish jurisprudence from the Talmud through medieval
and modern sources and construct the vision of privacy it animates.’® This exploration stands
on the shoulders of important recent work by scholars who have mined a diverse set of sources
describing basic Jewish legal doctrines regarding privacy.>® Yet we diverge from their approaches
and the debate over whether Jewish law is the historical source of a “right to privacy.”>* We instead
seek to bring the range of Jewish doctrine into a united conceptual landscape to explore its value for
contemporary privacy debates.

To that end, we identify five pillars of Jewish privacy law in terms familiar to contemporary
scholarship:2>

1. Jewish law views privacy as an element of a good society and protects it through reciprocal
duties rather than through individual rights.

2. Jewish law understands (and links) the inherent harms of visual intrusion, eavesdropping, and
information collection and dissemination.

3. Jewish law rejects expectations and technological determinism as metrics of what should be
protected.

4. Jewish law posits the inherent dignity of every individual, recognizes that surveillance may con-
strain free choice by modifying individual behavior, and creates space for individual
transformation.

18  See Julie E. Cohen, Privacy, Visibility, Transparency, and Exposure, 75 UNIVERSITY OF CHICAGO LAW REVIEW 181,
195 (2008) (“[T]he reasonable expectation standard begs the question: when does surveillance of online activities
change expectations in a way that we as a society should find objectionable?”).

19  See infra, text at notes 34—37.

20 Nahum Rakover’s influential volume in particular provides an extraordinarily broad collection and categorization
of sources, see NAHUM RAKOVER, HA-HAGANAH ‘AL TSIN‘AT HA-PERAT [Protection of Privacy in Jewish Law] (2006);
see also, ITAMAR WARHAFTIG, TSIN‘AT ADAM: HA-ZCHUT L'PRATIYUT ‘AL PI HA-HALACHAH [Human Rights: The Right to
Privacy in Jewish Law] (2009); Arye Schreiber, Privacy in Jewish Law: A Historical and Conceptual Analysis, 20
JewisH Law ANNUAL 179 (2013); Emanuel Rackman, The Right to Privacy in Jewish Law, 8 JUSTICE 44 (1996).

21 Compare Rackman, supra note 20, at 44 (Jewish tradition is “unequivocally” the source of a “right to privacy”),
RAKOVER, supra note 20 (locating privacy in Jewish law), and WARHAFTIG, supra note 20 (locating general value of
privacy in Jewish law), with Schreiber, supra note 20, at 187 (“there is no general right to privacy in Jewish law”;
legal doctrine is instead animated by protecting “human dignity™).

22 See infra, text at notes 44-216.
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5. Jewish legal and philosophical-theological sources recognize that privacy doctrines can create
harms, and they struggle with how to negotiate their limits.

In identifying these pillars, we draw from a range of Jewish doctrines to flesh out the importance
of the framework of Jewish privacy; the Jewish understanding of privacy harms; the ways that
privacy’s meaning is determined; and the Jewish vision of the private individual. We also address
the negative implications of privacy revealed by the Jewish tradition. Each pillar arises from Jewish
law’s understanding of privacy as a religious and communitarian value protected by multilateral
obligations rather than as the principles of individual rights, consent, and technological capacity
that undergird current thinking about privacy.

We close the article with an exploration into the ways that Jewish understandings of privacy “in
society” might offer pre-modern insights for privacy protection in Vint Cerf’s surveillance age.>3
We do not claim that historic Jewish law doctrines should be applied directly to modern digital
life. Yet, in four important ways, these sources offer conceptual foundations that challenge domi-
nant liberal paradigms lacking the vocabulary to comprehend the full scope of privacy interests.
First, they suggest the importance of framing individual privacy as a social commitment—the
responsibility of every member of society, personal and organizational. The focus shifts from pri-
vacy as a negative right to the ways it positively enhances communal value,>4 and it offers a lan-
guage for private relations and the bilateral behaviors they require rather than placing the
individual in opposition to society with privacy as a shield.>s Such a move has not just rhetorical
but practical significance. Paradoxically, most Americans express deep concern about privacy but
are practically prevented from protecting it because participation in society leaves them open to
nearly unfettered surveillance. Shifting the protection of privacy from the individual to other mem-
bers of society alleviates the anxiety and confusion arising from this “privacy paradox.”26

Second, Jewish law offers important language for appreciating the totality and severity of harms
wrought by pervasive surveillance and data analytics. Current legal doctrine too often severs in-
formational from spatial and emotional harms, leaving their respective regulation fragmented.
It excuses violations of privacy by removing protection from activities and knowledge deemed to
be public. Jewish law protects privacy even in public and links spatial intrusion, information col-
lection and use, and visibility. Jewish tradition suggests a move away from formal legal categories
(inside versus outside the home; public versus secret) to a focus on behaviors that should be
prevented and values that should be promoted. This move is particularly important in extending
privacy protection to online spaces and new data contexts.

Third, Jewish law suggests that debates over national and state privacy legislation should focus
on categorical rules and prohibitions—both architectural and behavioral—as the mechanisms for
protecting privacy. Policies based on individual rights have been overtaken by technology.
Objective approaches rooted in consumer or reasonable expectations face the danger of collapsing
into technological determinism, as scientific advances alter understandings of what is possible and

23 See infra, text at notes 217—41.

24 Neil Richards & Woodrow Hartzog, Taking Trust Seriously in Privacy Law, 19 STANFORD TECHNOLOGY LAw
REVIEW 431, 431 (2016) (“Instead of trying to protect us against bad things, privacy rules can be used to create
good things, like trust.”).

25  Prisciiia M. REGAN, LEGISLATING PRIVACY: TECHNOLOGY, SOCIAL VALUES, AND PusLIC PoLICY 20 (1995).

26 See, e.g., Alessandro Acquisti, Laura Brandimarte & George Loewenstein, Privacy and Human Behavior in the
Age of Information, 347 SCIENCE 509, 510 (2015) (“This discrepancy between attitudes and behaviors has become
known as the ‘privacy paradox.’”).
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therefore anticipated. By contrast, categorical obligations mandating privacy-protective practices
and behaviors provide a backstop against ever-increasing technological surveillance.

Finally, Jewish law embraces an important vision of the individual in society. Current regulatory
regimes largely degrade a purported right to privacy into a procedural guarantee of largely ineffec-
tive notice about the collection and use of information and fictive consent to that use. Jewish law,
by contrast, recognizes the power imbalances of such agreements, prohibiting the waiver of many
privacy protections or requiring explicit waiver in the case of others. Moreover, it recognizes the
ways that surveillance can modify behavior—inappropriately, in light of Jewish commitment to
free choice. In particular, many Jewish mandates recognize that surveillance, and the judgments
it allows others to make, can trap individuals in constraining narratives, inhibiting the fundamental
Jewish value of teshuvah— personal growth and change. Through universally applicable, nonwaiv-
able privacy protections in the service of free choice and growth, and its concept of the individual
formed in the divine image and deserving a private life, Jewish law serves an “expressive” legal
function.?? In this sense, Judaism’s regime of obligation may best reflect the aspiration toward a
fundamental human right—“to which a person is inherently entitled simply because she or he is
a human being.”>8

FRAMING A JEWISH PRIVACY PROJECT

In a similar moment of transformational intrusive technology —namely, the advent of photography—
Samuel Warren and Louis Brandeis in 1890 performed a lasting feat of legal archaeology.>® Alarmed
by development of photography and “gossip-monger|[s]” in the press who publicize “the facts relat-
ing to. . . [one’s] private life, which he has seen fit to keep private,”3° Warren and Brandeis mined
common law for what they termed a principle of “inviolate personality”3™ to weave a coherent
modern legal vision of privacy protection. This protection, framed as an actionable “right” of
the individual “to be let alone,”3> gave the individual authority to determine “the extent to
which his or her written work, thoughts, sentiments, or likeness could be given to the public.”33
Scholars, courts, and policy makers have debated the contours of this framing as well as the
interests a privacy right should protect and the harms it should prevent. Commentators from
many disciplines have documented the shortcomings of this approach in the face of the even greater
technological rupture of the digital age. Yet the fundamental elements of the formulation —desig-
nating the individual as both the determinant of the contours of privacy and the mechanism for
its legal protection—have wielded powerful normative and legal force for more than a century.
Jewish legal scholar Mark Washofsky has explained that reading Jewish law through the mod-
ern lens of privacy requires a kind of legal reverse engineering very much like that of Warren and

27 Craig Konnoth, An Expressive Theory of Privacy Intrusions, 102 Iowa Law REVIEW 1533, 1535-36 (2017) (dis-
cussing the ways that privacy intrusions send messages about society’s values about different groups in society).

28 MAGDALENA SEPULVEDA, et al., HUMAN RiGHTs REFERENCE HAND Book 3 (University for Peace, 3rd ed. 2004).

29 Warren & Brandeis, supra note 6.

30 Id. at 204-05.

31 Id.

32 THomAs M. COOLEY, TREATISE ON THE LAW OF TORTS, OR THE WRONGS WHICH ARISE INDEPENDENT OF CONTRACT 29 (2d
ed. 1888); see also Erwin N. Griswold, The Right to Be Let Alone, 55 NORTHWESTERN UNIVERSITY LAW REVIEW 216
(1960).

33 JupitH WaAGNER DECEW, IN Pursurt oF Privacy: Law, ETHics, AND THE RISE OF TECHNOLOGY 15 (1997).
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Brandeis.34 Indeed, the Jewish tradition lacks a distinct category that looks exactly like the privacy
of Western law.35 Much of the exhaustive legal archaeology, Washofsky notes, has been achieved
by Nahum Rakover and others, whose monumental work gathers diverse sources to argue that
what we now understand as privacy is an essential value in the Jewish tradition. These sources
include the following:

1. The well-developed doctrine against hezek re’iyab (harm from seeing) and prohibitions on hezek
shemiya (harm from hearing) — the closest analogs in the world of the Talmudic sages to surveil-
lance. While this doctrine includes rules governing information collection, its initial mandates
concern walls between neighbors’ properties and laws limiting doorways and windows in a
shared courtyard to prevent persons from gazing into others’ domains.

2. The takkanab or “enactment” of Rabbenu Gershom (ca. 960-1028),3¢ a famed medieval ruling
that prohibits, among other things, opening mail belonging to another. Perhaps initially enacted
to protect trade secrets, the takkanah has been applied to prohibit harvesting information from
all kinds of personal communications.

3. A range of speech rules regarding what information about others—whether publicly accessible
or not—may be shared. These rules include a biblical prohibition against talebearing (rekhilut),
which has implications for both collecting and sharing information. Possibly compromising
information about a person’s background, family status, or religious status, even when
known by some, is barred from public discourse.

While Rakover’s work provides a remarkable resource for categorical redefinition, it does not
seek to bring Jewish law doctrines into a united conceptual landscape. Jewish law is, in a sense,
a conversation across generations, spurred by specific questions and cases but driven by jurispru-
dential dialogue across time and geography.37 This legal discourse is grounded in the foundational
texts of rabbinic literature—the Mishnah (ca. 200 CE) and, to a lesser degree, the Tosefta—though
rabbinic sources ground halakhah in the Hebrew Bible. The discourse is developed further in the
Babylonian Talmud (ca. 500 CE) and the Jerusalem Talmud (ca. 400 CE), which interpret the
Mishnah and search for its legal, moral, and theological foundations.3® Medieval Jewish authorities
sought to systematize the various rulings in the Talmud, sparking a dialectic of codification and
commentary that continues. These codes are complemented by responsa (called teshuvot in
Hebrew)—rabbinic opinions about specific questions arising from historical situations of Jews.
We draw on all of these strata of Jewish legal discourse.

34 Mark Washofsky, Internet, Privacy, and Progressive Halakhab, in THE INTERNET REVOLUTION AND JEWISH LAw 81,
83-85 (Walter Jacob ed., 2014).

35 J. Davip BLeicH, BioETHICAL DIiLEMMAS: A JEWISH PERSPECTIVE 175 n.7 (1998) (there is no “general right to privacy”
in Judaism, but “specific prohibitions and prerogatives posited by Jewish law give rise to concomitant particular
rights of privacy”).

36  See Louts FINKELSTEIN, JEWISH SELF-GOVERNMENT IN THE MIDDLE AGES 111 (1964) (discussing the enactment).

37  Fuller explanations of the Jewish legal system appear in MOSHE HALBERTAL, PEOPLE OF THE BOOK: CANON, MEANING,
AND AUTHORITY (1997); MENACHEM ELON, JEwisH Law: HisTORY, SOURCES, PRINCIPLES (Bernard Auerbach & Melvin
J. Sykes trans., 1994); and CHaM N. SaimaN, HarLAkHAH: THE RasiNIC IDEA OF LAaw (2018).

38 The entirety of the Mishnah and Talmud, with the Vilna pagination and the English translation of Rabbi Adin
Steinsaltz, are available online at https:/www.sefaria.org/texts/Talmud; the Tosefta, with English translation, is
available at https:/www.sefaria.org/texts/Tosefta. Unless otherwise noted, all translations of Hebrew and
Aramaic sources are ours.
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We go further, however, in reading the Talmud and its interpretations in a broader narrative,
ethical, and doctrinal context. In doing so, our goal is to develop a conceptual framework relevant
not just for current Jewish legal interpretation but also for broader discourses about privacy in the
face of widespread surveillance. Many Jewish law doctrines might appear to have analogues in
Western jurisprudence, but their animating principles reveal very different understandings of the
aim of privacy, possible harms to it, methods for protecting it, and the role of privacy in society.

We are thus hardly seeking to enact legislation based on these ancient and medieval sources.3?
Rather, the goal is to “think with” the sources of Jewish law, allowing them to enrich and challenge
a liberal mindset that has neither the values nor the vocabulary to deal with contemporary threats
to privacy. Rather than passive archaeology, this project is one of active construction.

We recognize that Jewish law originated in pre-Enlightenment social settings, reflecting different
concepts of subjectivity. Translating Jewish jurisprudence to contemporary contexts involves draw-
ing new paradigms from legal sources.4° At the same time, not all jurisprudential strands can—or
should—be brought into this dialogue. For instance, the category of tseniy‘ut (modesty and humil-
ity), provides one doctrinal basis for privacy that has also been mobilized as a force of oppression
against women.4* Moreover, Jewish law recognizes the negative implications of privacy.+> Our pro-
ject requires us to grapple with this legacy, reading the tradition with attention to potential pitfalls.

Yet the pre-modern roots of Jewish law permit us to mount a powerful challenge to paradig-
matic hegemony. The Jewish legal tradition precedes liberalism and thus predates conceptions of
the individual that undergird modern thinking about privacy, even as Jewish jurisprudence embod-
ies a deep commitment to protecting individuals. We seek not to supplant liberalism but to present
an ethical framework that can work within and enrich post-Enlightenment Western discourse.
Moses Mendelssohn (1729-1786), a Jewish philosopher at the heart of the Jewish Enlightenment,

39 We take seriously the reality that Jewish legal discourse is a particular jurisprudential voice, meant to govern a
particular community, see Suzanne Last Stone, In Pursuit of the Counter-Text: The Turn to the Jewish Legal
Model in Contemporary American Legal Theory 106 HARVARD Law REVIEW 813, 821 (1993) (pointing out that
American legal theorists frequently paint Jewish law removed from “the Jewish legal system’s internal understand-
ing of its tradition”). And we recognize the necessity in the comparative law project for appreciating those partic-
ularities when exploring new resonances and ideas. Cf. Michael Walzer, Nation and Universe, in THE TANNER
LecTurEs ON HUMAN VALUES 509, 509 (1989) (discussing Judaism’s “particularist creed” as “one of the chief
sources of two universalisms”). Thus we seek to recognize the “Jewish legal system’s own frame of refer-
ence” —including the “spiritual underpinnings” of the legal discourse implicating privacy, Stone, supra at 822,
while at the same time deriving jurisprudential lessons that might inform different legal systems and contexts.
See generally, Samuel ]. Levine, Applying Jewish Legal Theory in the Context of American Law and Legal
Scholarship: A Methodological Analysis, 40 SETON HALL Law REVIEW 933, 936—37 (2010) (emphasizing derivation
of jurisprudential lessons from Jewish law rather than attempts to transplant substantive doctrines into American
law).

40 Although we also explore more formal legal texts, some of the values upon which we draw, such as human dignity
(kevod ha-beriyot) and imago dei (be-tselem Elohim) (discussed below in the text at notes 165-73), have generated
relatively few rules or norms in their original contexts. They are, moreover, not values or concepts that, in and of
themselves, speak directly about privacy as the notion is construed by modern theorists; rather, their original fields
of discourse involve a variety of other resonances, including the embodied nature of the human subject. Yet these
very qualities also offer the modern jurist an advantage: an additional lens that helps tie together the spatial, infor-
mational and physical dimensions of privacy. For two attempts that seek to generate new jurisprudence from these
concepts, see Daniel Sperber, Congregational Dignity and Human Dignity: Women and Public Torah Reading, 3
EpaH JOURNAL 1 (2002); Gerald J. Blidstein, Halakha and Democracy, 32 TRADITION: A JOURNAL OF ORTHODOX
JewisH THOUGHT 6 (1997).

41 See infra, text at notes 206-10.

42 See infra, text at notes 211-16.
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understood these ideals: “every individual is obliged to use a part of his capacities and of the rights
acquired through them for the benefit of the society of which he is a member.”43

In that light, and acknowledging anachronistic aspects of rabbinic sources, we identify five pillars of
Jewish law along axes that will nevertheless be familiar to contemporary concerns about privacy.

FIVE PILLARS OF JEWISH PRIVACY LAW
Pillar 1: Privacy’s Framework

Jewish law views privacy as an element of a good society and protects it through reciprocal duties
rather than through individual rights.

Dean William Prosser, in his foundational 1960 article, “Privacy,”44 recounts a well-known origin
story in the American privacy narrative: it was the “highly personal and embarrassing” public cov-
erage of the wedding of Samuel Warren’s daughter that motivated Warren to join Brandeis in locat-
ing a right to privacy in common law.45 While this story is likely apocryphal,4¢ the vision of a
remedying “right to privacy” reflects certain understandings about the purpose of privacy and
the potential harms that a right to privacy is intended to address.

As Priscilla Regan explains,*7 privacy has largely been defined as a civil liberty —in particular, an
individual’s right over against others and the state.4® The emphasis of subsequent policy discussion,
accordingly, “has been on achieving the goal of protecting the privacy of individuals rather than
curtailing the surveillance activities of organizations.”49

Scholars of privacy have identified a range of important values that privacy rights protect, including
personal autonomy, emotional release, self-evaluation, and the ability to limit and protect personal
communication.5® Privacy helps us manage intimate relationships without interference and protects
“our reading, our communications, and our expressive dealings with others.”s* By contrast, the inabil-
ity of individuals or entities to determine how information about them is used undermines their indi-
viduality and “core self,” exposing them to ridicule and shame and to the threat of control by others
who possess their secrets.5> Compounded by digital aggregation of information, such exposure threat-
ens ongoing harm by limiting choices and permitting stereotyping.

Arming individuals with privacy rights can create profound social value by permitting “individ-
ual activities that contribute to the greater social good.”s3 Privacy, argues Ruth Gavison, is “essen-
tial to democratic government because it fosters and encourages the moral autonomy of the

43  Moses Mendelssohn, a Jewish philosopher whose works were foundational to the Jewish Enlightenment, under-
stood these ideals: “every individual is obliged to use a part of his capacities and of the rights acquired through
them for the benefit of the society of which he is a member.” See MosEs MENDELSSOHN, JERUSALEM: OR ON RELIGIOUS
PoweR AND Jupaism 57 (Allan Arkush trans., 1983).

44 William L. Prosser, Privacy, 48 CALIFORNIA LAw REVIEW 383, 383 (1960).

45 1d.

46  Amy Gajda, What if Samuel D. Warren Hadn’t Married a Senator’s Daughter? Uncovering the Press Coverage
that Led to the Right to Privacy, 2008 MICHIGAN STATE LAw REVIEW 35 (2008).

47 Regan, supra note 25, at 4.

48 Id. at 12.

49 Id. at 3.

so  WESTIN, supra note 7, at 7.

st Neil M. Richards, Intellectual Privacy, 87 Texas Law ReVIEW 387, 408 (2008).

52 WESTIN, supra note 7, at 33.

53 Daniel J. Solove, A Taxonomy of Privacy, 154 UNIVERSITY OF PENNSYLVANIA LAW REVIEW 477, 488 (2006).
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citizen.”54 More broadly, Julie Cohen explains, “shelter[ing] dynamic, emergent subjectivity” can
promote an “informed and reflective citizenship.” Freedom from surveillance thus promotes the
“continuing vitality of the political and intellectual culture.”ss Individual privacy, then, can be a
vehicle for social welfare.

Even these accounts, however, perceive the social value of privacy as arising from the creation of
a protected sphere of “individual interest and choice,”5¢ framing privacy “in terms that emphasize
separateness and self-interest.”57 Individual privacy is conceived over and against societal intrusion:
as a protective tool that individuals can marshal,58 and as a value that must often yield to compet-
ing social interests.5®

The origin story of the Jewish understanding of privacy is far different. Regarding the doctrine of
hezek re’iya (harms from seeing), the Talmud asks how such concerns arose. In answer, Rabbi
Yohanan points to the biblical story of Balaam, a seer employed by the king of Moab who, though
their enemy, delivered a divinely inspired blessing on the Israelites after he “lifted up his eyes” and
“saw Israel dwelling tribe by tribe”¢° (Numbers 24:2). “What did Balaam see that inspired this
blessing?” asks the Talmud. “He saw that the entrances of their tents were not aligned with
each other . ... And he said: ‘These [people] are worthy of having the divine Presence rest upon
them.””¢* The ancient Israelites structured their society to protect the privacy of the individual
or familial unit. The openings of their tents were offset, preventing voyeuristic intrusion and passive
or unintentional glances. Privacy was built in to the design of their communities.

If Warren and Brandeis’s origin story rested on shielding individuals from paparazzi, Jewish
privacy’s narrative points to an ideal, even divine, social ordering that prevents visual intrusions.

Privacy as a Social Value

Grounding privacy protection in social ordering reflects a broader rabbinic understanding that the
laws of damages are critical to a stable society. The Talmud refers to the order (or volume) of the
Mishnah titled Nezikin (damages or harms) as the “Order of Redemption.”é> A community that
lives according to the moral principles and legal precepts of the laws of damages, say the rabbis,
will be closer to God’s vision. In more earthly terms, human beings flourish only when their
lives and property are protected from harm.63

The categorization of laws of hezek re’iya, moreover, suggests their nature. They are not
included in the Talmudic tractate Bava Kamma, which discusses most forms of damage and

54 Ruth Gavison, Privacy and the Limits of Law, 89 YALE LAW JOURNAL 421, 455 (1980); see also Schwartz, supra
note 9, at 1613 (identifying information privacy “as a constitutive element of civil society”); Reidenberg, supra
note 13, at 882 (discussing idea of information privacy as a “requisite element of democracy”).

55 Julie E. Cohen, What Privacy Is For, 126 HARVARD LAW REVIEW 1904, 1905-06 (2013).

56 Regan, supra note 25, at 4; Cohen, supra note 55, at 1905 (“legal scholarship has conceptualized privacy as a
form of protection for the liberal self.”).

57 Regan, supra note 25, at Period 25.

58 Solove, supra note 53, at 484 (“Privacy is the relief from a range of kinds of social friction.”).

59 Cohen, supra note 55, at 1904 (“When privacy and its purportedly outdated values must be balanced against the
cutting-edge imperatives of national security, efficiency, and entrepreneurship, privacy comes up the loser.”).

60 BaBYLONIAN TALMUD, Bava Batra 6oa.

61 Id.

62 BABYLONIAN TALMUD, Shabbat 31a.

63  YA‘AKOV BEN ASHER, ARrBA‘AH TURIM, Hoshen Mishpat, introduction (“The divine presence rests upon Israel
through the merit of keeping the Torah and its civil Period law.”); Louis Jacobs, Tur, Preface to Hoshen
Mishpat: Translation and Commentary, 6 JEwisH LAw ANNUAL 94 (1987).
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their compensation. Rather, these laws appear in Bava Batra, a tractate that largely deals with
zoning.%+ As Arye Schreiber describes, in its Talmudic form hezek re’iya constitutes rules “required
for peaceful coexistence between neighbors, and as part of a system of laws enabling civilized
urban living.”¢s Cities are meant to be livable, and the rabbinic sources seek to balance economic
productivity with human flourishing.

Later Jewish sources further refine the question of “what privacy is for,” in Julie Cohen’s
words.6¢ Moses Maimonides (1138-1204)—whose Mishneh Torah provided the first full post-
Talmudic codification of Jewish law—included the laws of hezek re’iyab in his book of kinyan,
which contains laws governing contracts and acquisitions and, more specifically, hilkhot shekhenim,
the laws of “living as neighbors.”¢7 Preventing hezek re’iyab, then, constitutes one of a variety of
rabbinic laws setting up society “so that people can live together.”¢8

Jurisprudence reflects a similar understanding of Rabbenu Gershom’s ban on reading personal
communications and the prohibitions against revealing information, even when it does not formally
violate a trust.® As Rabbi Hayim Palagi (1788-1868), a jurist in Smyrna (present-day Turkey),
explained, opening another person’s mail not only constitutes thievery7° but also transgresses the
biblical commandment to “love your neighbor as yourself” and its Talmudic interpretation,
“that which is repugnant to you, do not do unto others.”7* Surveillance is repugnant and distasteful
and injures the social fabric.

Jewish Privacy’s Mechanism: Multilateral Duties, not Individual Rights

Grounding privacy in neighborly love, behavioral reciprocity, and divine social ordering reflects the
broader framework of Jewish law, which is structured around legal obligations (mitzvot) rather
than rights. Warren and Brandeis’s menace was intrusion into the personal sphere; their response
was a defensive mechanism of individual rights. Jewish law’s archetype is the end goal of a good
society; its means are legal duties that mandate behavior and bind all citizens—both surveillers
and the surveilled.

Approaching privacy from a vantage of obligations has certain important implications. As
Robert Cover comments, “to be one who acts out of obligation is the closest thing there is to a
Jewish definition of completion as a person within the community.”7> “This conception,” Bill
Eskridge explains, “provides a richer understanding of the relationship between the individual
and the community than does liberal theory,” for “individual rights, without more, are a thin

64 Ariel Evan Mayse, Where Heaven and Earth Kiss: Jewish Law, Moral Reflection and Environmental Ethics, 5
JournAL oF JewisH EtHics 68, 86, 90 (2019).

65  Schreiber, supra note 20, at 187.

66  Cohen, supra note 55, at 1904.

67 MisuNern TorAH, Shekhenim 2:14.

68 14 Pisker DIN SHEL BATEI HA-DIN HA-RABBANI'IM BE-YISRA’EL [RULINGS OF THE RABBINICAL COURTS OF ISRAEL] 32930
(1993-97)-

69 Alfred S. Cohen, Cherem Rabbenu Gershom: Reading Another Person’s Email, 55 JOURNAL OF HALACHA AND
CONTEMPORARY SOCIETY 99—127, I113—16 (2008).

70 Haymv Paracl, SHE’ELOT U-TESHUVOT HAKIKEI LEV, parts 1-2, no. 49, fol. 89b—9oa.

71 BasyLoNiaN TaLmup, Shabbat 31a.

72 Robert M. Cover, Obligation: A Jewish Jurisprudence of the Social Order, 5 JOURNAL OF LAW AND RELIGION 65, 67
(1987); see also Samuel J. Levine, Taking Ethical Obligations Seriously: A Look at American Codes of
Professional Responsibility through a Perspective of Jewish Law and Ethics, 57 CATHOLIC UNIVERSITY Law
REVIEW 165, 165 (2007) (proposing that legal ethics codes incorporate Jewish Law’s notion of obligation).
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way to express or normalize” that relationship.”3 Thus, Cover continues, while a jurisprudence of
rights possesses profound rhetorical heft “when the issue is restraint upon power,” it “has proved
singularly weak in providing for the material guarantees of life and dignity flowing from commu-
nity to the individual.” By contrast, “in a jurisprudence of mitzvoth [obligations], the loaded, evoc-
ative edge is at the assignment of responsibility.”74

Judaism places the responsibility for privacy on all members of society, both potential privacy
violators and those violated. This approach can be seen in rulings about collecting and sharing
information. An oft-cited Talmudic passage expansively states that “anything told to another per-
son is included [in the prohibition] of ‘do not tell’ until [the original speaker] explicitly says, ‘Go
and tell it.””75 Later exegetes understood this to mean that information is meant to remain private
unless stated otherwise.”¢ Rabbi Yom Tov ben Avraham Asevilli (ca. 1260-1320) argues that even
statements made aloud fall within the category of “do not tell.”77

Similarly, the medieval ethical treatise Sha‘arei Teshuvab, attributed to Rabbi Yonah ben
Avraham Gerondi (1200-1263), notes that revealing secrets can be intensely and inherently
destructive. “One is obligated to conceal a secret that has been revealed to him confidentially,”
even when revealing that secret would not technically violate the biblical injunction against tale-
bearing or cause explicit harm.”® The sources underscore that revealing any information meant
to be private falls within a broader reading of the interdiction of talebearing in Leviticus 19:16.
Even sharing positive information can have negative results.”?

The obligation to protect privacy, however, also falls on the individual whose privacy is to be
protected. As Rabbi Yonah interprets, “If you see that a person does not rule over his spirit and
does not guard his tongue against revealing secrets, even if exposing the secret does not count as
talebearing . . . do not deposit your secret with him.”8° The demands of #seniy‘ut, or privacy,
require that one be exceedingly careful about how and with whom to share information.
Individuals who cannot refrain from sharing are not to be entrusted with sensitive facts.

While contemporary jurisprudence places the remedy for privacy harms in the hands of individuals
empowered to prosecute their rights, Jewish law understands that the responsibility for privacy is nested
in a vision of society and a constructive fabric where all individuals have obligations to self and to com-
munity. This is not to say that Jewish privacy is not focused on individual harms or lacks a vision of the
individual; to the contrary, the whole community is responsible for upholding the dignity of the indi-
vidual. Privacy is a mutually constructed dimension of society, necessary for individual flourishing.

The Value of Tseniy‘ut (Privacy)

The sense of multilateral obligation of all citizens to preserve privacy is reflected in the universal
moral value of tseniy‘ut —the moral core of privacy.8® While that word and its cognates are

73 William N. Eskridge, Jr., The Relationship between Obligations and Rights of Citizens, 69 FORDHAM LAw REVIEW
1721, I721-22 (2001).

74  Cover, supra note 72, at 71, 72.

75  BasyLoniaN TALMUD, Yoma 4b.

76 See the comments of Rashi, Menahem Meiri, and the sixteenth-century scholar Rabbi Shmuel Eidels (Maharsha),
accompanying BABYLONIAN TALMUD, Yoma 4b.

77 YoM Tov AseviLLy, HibbUsHET HA-RITVA [INSIGHTS OF THE RiTvA], Yoma 4b.

78  YONAH BEN AVRAHAM GERONDI, SHA‘AREI TESHUVAH [GATES OF REPENTANCE] 3:2.2.5; RAKOVER, supra note 20, at 37—38.

79  GERONDI, supra note 78, at 3:226.

8o Id.

81  See infra text at note 97 (discussing texts grounding hezek re’iyah doctrine in the moral values of tseniy‘ut).
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used in modern Hebrew by many Jewish law scholars to translate the English word privacy, its
historical meaning in the sources evokes the particular nuance of a divinely inspired demand for
personal humility.

Definitions of tseniy ‘ut as privacy, humility, quietness, concealment, and lack of ostentatiousness
have roots in biblical verses. Micah 6:8 defines “what is good, and what God requires of you: only
to do justly, and to love mercy, and to walk humbly (hatsene‘a) with thy God.” Proverbs 11:2
states, “When arrogance appears, disgrace follows, but wisdom is with those who are unassuming
(¢senu‘im).” Both verses underscore a sense of studied modesty as the inverse of haughtiness and
pretentious displays of achievement or piety. Jewish commentators on these verses accent the per-
sonal, individual dimension of the root fsana‘ to refer to an ethical modality of interior devotion
and piety contrasted to public or external exhibitions. Similarly, Rabbi Shlomo Yitzchaki (1040-
1105), the preeminent eleventh-century French biblical commentator, associates the shattering of
the first tablets of the Ten Commandments to the fact that they were “given to an assembly
along with noise and voices.”$> Rabbinic sources and mystical teachings note that only individuals
who demonstrate the quality of #seniy‘ut by practicing thoughtful discretion are permitted to receive
certain religious secrets.3

Talmudic sources use words related to the Hebrew tseniyut or the Aramaic tseniyuta to refer to
ordinary acts that demand privacy.34 They extoll the greatness of religious deeds performed in hid-
denness, not immediately attributable to the performer.85 Rabbinic sources also apply the term to
those who behave ethically by going beyond the letter of the law or being extremely conscientious
in religious obligations.®¢ One passage applies the term to pious individuals who “cover up”
(matsni‘im) materials potentially damaging to others—in this specific case, thorns and broken
glass, an illuminating physical analog for the demand to cover up what should be concealed.87

According to the prominent twentieth-century rabbi Joseph Dov Soloveitchik, tseniy‘ut is an act
of imitatio dei:

[T]he Sages taught (b. Pesahim 50a), the most sacred [divine] name is concealed. This is the blessed Holy
One’s quality of zseniy‘ut. He dwells in concealment, hidden in darkness, and for this reason gazes from
amid the lattices. He hides Himself from His world . . . concealed from everything and not revealed in public
before the eyes of all. And this comportment is a kind of piety, of which this tseniy‘ut is part. All the sages of
Israel conducted themselves with this quality. . . . And so it was with all the great people of Israel—the
tannaim, the earlier and later authorities— the study of Torah took place before all in public, but their private
lives, the better for them to be private (¢sanua), like the qualities of the blessed.®3

Soloveitchik even linked this theological quality to modern privacy protection, concluding that, in
light of the doctrine of tseniy‘ut, “the idea of publishing announcements in the newspapers and the
notion of publicity—all of this is totally against the outlook of Judaism.”8?

82 RasHi, COMMENTARY ON EXODUS 34:3 (quoting MiprASH TanHUMA, Ki Tisa 30).

83  See BaByLoNiaN Tarmup, Kiddushin 71a; Eliyahu ben Shlomo of Vilna, Introduction to Commentary on SiFrA
DE-TSENIY‘UTA [THE Book OF CONCEALMENT] at IIT (Vilna 1912).

84 BasyLoniaN TALMUD, Bava Kamma 48a.

85  BaBYLONIAN TALMUD, Sukkah 49b.

86 MIisHNAH, Ma‘aser Sheni 5:1; BABYLONIAN TALMUD, Bava Kamma 69a-b.

87  BabyLoNiaN Tarmup, Bava Kamma 3oa.

88  Tsevi (HERSCHEL) SCHACHTER, NEFESH HA-RAV 280-81 (1995) (quoted in Rakover, supra note 20, at 15-16 n.2).

89 Id.
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Framing tseniy‘ut as a universal and divine value undergirds much of Jewish legal doctrine dis-
cussed below. Promoting tseniy‘ut is the end goal. Thus, Jewish law imposes detailed obligations on
potential surveillers but also mandates certain behaviors by individuals to protect their own pri-
vacy. These obligations are, generally, not waivable or contingent on the intent of the intruding
party, the use of information collected, or case-specific assessment of damages.

Pillar 2: Privacy Harms

Jewish law understands (and links) the inherent harms of visual intrusion, eavesdropping, and
information collection and dissemination.

Even as scholars struggle for a language that comprehends the depth and scope of privacy harms,
the law’s contemporary grammar of injuries remains impoverished. To be sure, existing legal claims
comprehend the core dignitary harms of embarrassment, shame, and emotional distress.
Commentators and regulators have expanded the list of privacy wrongs to include loss of control
of one’s own public presentation through appropriation of personal information,*° as well as violation
of expectations about social and transactional norms®* and the “creepy” feelings that may result.o>
Yet scholars have also identified ways the law fails to recognize the corrosive effects of techno-
logical advances—notably, the “dehumanizing effects”93 of aggregating personal information into
databases, the way pervasive surveillance changes the human experience and human choice by turn-
ing the “subject” into an “object,”94 and the ways such aggregation can lead to categorization of
individuals and increase the power of others over them. Contemporary privacy protection has been
particularly cramped by requirements that—even when regulatory norms have been violated—
those wronged fall into certain categories, such as consumers in financial relationships,®s or
must demonstrate specific concrete and familiarly cognizable harm.?¢ Jewish privacy law operates
differently in two ways. First, reflecting its understanding of privacy as a divine value rooted in
social welfare, and its use of a network of duties to protect this value, Jewish law is more capacious
in comprehending how privacy invasions harm both individuals and social relations. Jewish legal
sources and their background narratives capture the devastating combined effects of the inter-
twined activities of surveillance, information collection, and information use and dissemination.

90  See Reidenberg, supra note 13, at 883 (“[A]ggregations compromise the ability of any single member of society to
participate in decisions about the treatment of personal information.”).

91 Daniel J. Solove & Woodrow Hartzog, The FIC and the New Common Law of Privacy, 114 COLUMBIA Law
REVIEW §83, 667 (2014) (suggesting a basis for a move toward preventing “broken expectations of consumer
privacy”); see also CHris JoAY HOOFNAGLE, FEDERAL TRADE COMMISSION PrIivACY Law \aND PoLICY 123-25 (2016)
(discussing the Federal Trade Commission‘s focus on consumer understandings of statements or representations
made to them).

92 Omer Tene & Jules Polonetsky, A Theory of Creepy: Technology, Privacy, and Shifting Social Norms, 16 YALE
JourNaL oF Law & TECHNOLOGY 59, 101 (2014).

93  DANIEL J. SOLOVE, THE DIGITAL PERSON: TECHNOLOGY AND PRIVACY IN THE INFORMATION AGE, 47—55 (2004).

94 Julie E. Cohen, Examined Lives: Informational Privacy and the Subject as Object, 52 STANFORD LAw REVIEW 1373,
1373 (2000).

95  Chris Jay Hoofnagle & Jan Whittington, Free: Accounting for the Costs of the Internet’s Most Popular Price, 61
UCLA LaAw REVIEW 606, 658 (2014) (discussing caselaw holding free-services users are unprotected under con-
sumer protection law).

96  Spokeo, Inc. v. Robins, 578 U.S. 330, 342 (2016) (holding that Federal Credit Reporting Act violations do not
constitute “concrete” injury-in-fact).
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Second, as a doctrinal matter, Jewish law seeks to prevent privacy harms through categorical
commands and prohibitions; it considers a violation of those rules as harmful per se. Its prohibi-
tions do not require additional proof that violating them would cause specific demonstrable
harm. In this sense, Jewish privacy law operates similarly to the common-law tort of physical tres-
pass, which constitutes harmful behavior even when no damages ensue.

The Jewish Articulation of Privacy Harms

Sources identify a related cluster of harms to be avoided through privacy protection. Nahmanides, a
leading thirteenth-century Talmudic commentator, presents an influential listing of three inter-
twined values that explain why hezek re’iyab falls into the legal category of “interpersonal
harm.”97 Not surprisingly, he lists the promotion of tseniyut —the divine value of discretion
and humility—as a key driver of the laws of hezek re’iyah. A principal harm from seeing, then,
is the denigration of that ideal.

Yet Nahmanides also identifies two additional harms that provide a framework for the Jewish
understanding of privacy more broadly. First, he explains that the damage from seeing implicates
the “evil eye” (‘ayin ha-ra“), suggesting inherent harms of illicit looking. Second, he states that illicit
looking leads to “wicked speech” (lishna bisha), pointing to the logical consequences of seeing: the
harmful sharing and use of information.

Associating these distinct but interrelated dangers brings together discussions from the entire
range of Jewish privacy doctrines. It explicitly links the harm of intrusive behavior with the use
or sharing of information that the intruder gains. Below, we explore further the intertwined
harms wrought by these behaviors.

The Inberent Harms of Privacy Invasions and Information Collection. Nahmanides’s first harm
of the “evil eye” points to the inherent injury of the transgressive gaze. The evil eye in Jewish tra-
dition often evoked untoward demonic forces, a framing taken seriously by medieval commenta-
tors. At the same time, the concept provides contemporary readers a forceful understanding of
the harm from surveillance—both to the object of the gaze and to the transgressor.

At the core of the notion of the evil eye is that visual surveillance (even an ill-timed glance) can
alter the attention focused on its object and the information gleaned thereby.o® The penetrating
power of another’s gaze may be piercing and deeply unsettling for the surveilled individual. The
evil eye, moreover, can enhance jealousy and negative feelings in the watcher. Some medieval
sages represented the hurt caused by the evil eye as a negative energy emanating from a person’s
gaze.”?

The noted Lithuanian Talmudist Rabbi Ya‘akov Yisrael Kanievsky (1899-1985), identifies more
specifically two elements of the harm to the “watched”: bodily or personal damage and property
damage."*° Harm to the person is manifest when one individual observes another engaging in

97 NAHMANIDES, HIDDUSHEI HA-RAMBAN, fol. 27b (1994).

98  See, e.g., SHULHAN ‘ARUKH, Orah Hayim 141:6. (describing custom not to call two brothers (or father and son) up
to the Torah consecutively because of the ‘ayin ha-ra‘ that may come from drawing too much attention to a single
family); BABYLONIAN TALMUD, Bava Metsi‘a 107a (“It is forbidden to stand by the field of another person when it is
ready to be harvested.”). A translation of the Shulban ‘Arukb is available at https:/www.sefaria.org/texts/
Halakhah/Shulchan%20Arukh.

99  YONAH BEN ABRAHAM GERONDI, RABBENU YONAH LE-MASSEKHET AVOT, commentary on MISHNAH, Avot 2:11.

100 13 YA'AKOV YISRAEL KANIEVSKY, KEHILOT YAAKOV 23-2§, excursus 5.
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private matters and embarrasses the surveilled party. Examining the nature of that injury, he dis-
cusses the consensus legal rule that someone observed in their courtyard or home is by definition
harmed, because they cannot help but do personal things in those areas. Where private activities
are unavoidable, visual intrusions inherently involve “bodily” harm. This understanding, more-
over, leads to “property” damage. Knowing that one will be watched, Kanievsky writes, one cannot
fully enjoy the physical space. Visual trespass damages surveilled property and results in one of two
eventualities. Either the surveilled party will feel deeply uncomfortable whenever they step foot into
that space even to use it for innocuous—though private—pursuits. Or, alternatively, they will
refrain from using it and thus modify their own behavior in an attempt to avoid the
surveillance, dramatically reducing the use of one’s own property.

Kanievsky reflects the historic understanding that surveillance changes both human emotions
and behavior. This understanding is reflected as early as the Talmud, which ruled that one may
not sleep in the same room with a married couple on the grounds that the presence of a voyeur
or eavesdropper would alter their behavior, preventing the conception of future children and
otherwise harming the intimacy necessary for a healthy marriage. o*

Foundational jurisprudence derived similar understandings about the inherent harms of privacy
intrusions from a different doctrinal source: the biblical commandment against talebearing. Both
Maimonides and Nahmanides agreed that a person who transgresses that prohibition (a ban on
information sharing) is someone who actively seeks to collect information.**> As Rabbi Ya’akov
Hagiz (1620-74) explained, the biblical interdiction against talebearing prohibits seeking out
another person’s “private matters.” '3 The prohibitions do not pivot on the use of that information
or resulting harms from gossip or slander.**+ Simply collecting information is a problem—even if it
has not been entrusted as a secret and is not communicated to another.®s In this vein, many Jewish
sources counsel avoiding places where one might hear secrets.”¢

Whether in doctrines about seeing, information collection, or information sharing, Jewish law
understands harms to commence at the moment when one might begin to see or gather information
about another.

Consequent Harms of Privacy Invasions: Sharing and Use of Information. The second type of
harm from seeing that Nahmanides recognizes—wicked speech (lishna bisha in Aramaic, or leshon
ha-ra in Hebrew)—extends the harms of privacy intrusions to their behavioral consequences. While
‘ayin bhara points to the harms of watching and collecting knowledge about individuals, lishna bisha
points to the consequent negative potential: the spread of private or personal information, a dam-
aging act even when the information is true.

The sources comprehend a variety of harms from sharing information about others.
Fundamentally, Rabbi Yonah Gerondi notes, revealing someone else’s information inherently
injures that person’s ability to live consistent with divine value of tseniyut: it “is a departure
from the way of privacy, and [the sharer] transgresses the will of the secret’s owner.”*°7

101 BasyLoniaN Tarmup, Eruvin 63b.

102 Misuner ToraH, Hilkhot De‘ot 7:2; 2 NAHMANIDES, RAMBAN ‘AL HA-TORAH 118-19 (1959).

103 1 YA’AKov Haciz, HaLAKHOT KETANOT no. 276.

1o4 Id.

105 RAKOVER, supra note 20, at 35.

106  See, e.g., JUDAH BEN SAMUEL OF REGENSBURG, SEFER HasIDIM (Mekitsei Nirdamim ed.), Siman 461 (2015) (discussed
briefly in RAKOVER, supra note 20, at 92).

107  Gerondi, supra note 78, at 225.
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Moreover, Gerondi notes, revealing information damages the owner of the information, “for it
frustrates his plans, as it says, ‘plans are frustrated when not kept secret’ (Proverbs 15:22).”1°8
Even when the information disclosed is not sensitive, its revelation is a form of damage precisely
because it changes behavior and prevents autonomous decision making.

The harms of evil speech were codified by Maimonides, who defined the biblically prohibited
activity of talebearing as the collection and spreading of information, even true information,
from person to person. Indeed, Maimonides defined leshon ha-ra as anything that “causes damage
to his friend’s body or property, or even to cause him anguish or fear.”™® The true harm
Maimonides perceived from the spread of information was dire; he likened the human toll of leshon
ha-ra to death™™°

The association between talebearing and murder arises frequently in the sources from the juxtapo-
sition of the two prohibitions in the same biblical verse. “|G]reat is concealing a secret,” one Midrash
notes, “for one who reveals another’s secret it is as if he has spilled blood, as it says ‘do not go as a
talebearer [and do not stand by the blood of your brother]’” (Leviticus. 19:16).*** The Talmud rein-
forces the link between talebearing and murder by a number of well-known stories that caution
against indiscrete information sharing. One tells of three famous sages debating the virtues—and
evils—of the Roman occupation of Palestine.**> One of them, Rabbi Yehudah ben Gerim, related
the contents of the conversation to his family, and eventually the information got back to the
Roman government. One of the sages who had remained silent was exiled, and another was marked
for death by the Romans. Thus, sharing sensitive information can have catastrophic results.

Another narrative recalls a story about Rabbi Yohanan and Resh Lakish.**3 The latter had been
either a gladiator or a highway robber but had changed his ways and become an accomplished
Torah scholar, and the two had become intellectually inseparable study partners. During a heated
debate over the point at which weapons may become ritually impure, Rabbi Yohanan remarks, “A
robber knows his tools” —bringing up uncomfortable information about Resh Lakish’s past. This
quip is evidently too much, and Resh Lakish dies.

Even when past deeds are publicly well known, revealing them can cause metaphoric death—
their harm is manifest in the power to undo personal transformation. Rabbi Asher ben Yehiel
(r250-1327) wrote that “even the things that have been spoken before you not in the way of a
secret, hide them away in the walls of the heart. If you hear them from another, do not say, I
heard such a thing.”” "4+ Maimonides underscores the destructive nature of collecting nonsecret
information in his definition of a person who violates the biblical commandment against talebear-
ing: “One who loads himself up (to‘en) with words and goes from place to place, and says, ‘thus
said so-and-so, and such have I heard from so-and-so.” Even though it is true, this destroys the
world.” 5 Prohibited talebearing, then, involves “loading up” (to‘en) on truthful, nonsecret infor-
mation—#o’en being the same Hebrew word used for laying a burden upon an animal. Simply seek-
ing out truthful nonsecret information, collecting and aggregating data, is harmful and prohibited.

108 Id.

109  IsADORE TWERSKY, A MAIMONIDES READER 64 (1972) (translating MisvNed Tora, Hilkhot De‘ot 7:5).
110 Id. (translating MisuNen ToraH, Hilkhot De‘ot 7:1).

111 3 ADOLF JELLINEK, BET HA-MIDRASH 126 (1967); RAKOVER, supra note 20, at 52.

112 BABYLONIAN TALMUD, Shabbat 33b.

113 BasyLoniaN Tarmup, Bava Mets‘ia 84a.

114 ASHER BEN YEHIEL, ORHOT HAYIM LE-HA-ROSH, 3:4; RAKOVER, supra note 20, at §3.

115  Misunen ToraH, Hilkhot De‘ot 7:2.
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Categorical Rules: No Required Showing of Specific Harm

In addition to identifying two types of harms wrought by seeing—bodily/personal damage and
property damage—Kanievsky identifies a third important aspect of hezek re’iya doctrine: under
rabbinic law, those obligations are enforceable as categorical prohibitions (issura), without a
required showing of specific damages. Individuals are universally obligated, for example, to erect
sight-limiting fences. This requirement, Kanievsky explains, arises from the obligation to save
oneself from sin, since it is forbidden to gaze upon what your friend owns.**¢

This understanding draws on a long jurisprudential tradition that categorically prohibits privacy
intrusions. There is no shi’ur, or threshold amount of damages, necessary for visual trespass,”'7
because, as Nahmanides explains, “the eyes are like arrows,” and even a tiny invasion shatters
personal well-being and tears at the societal fabric.”*® Incidental and unintentional gazing into
the private domain of another is forbidden," ' because it is like theft,">° and care must be taken
to avoid such intrusions.*>*

Jerusalem-born Rabbi Hayim David Azulai (1724-1806) underscored that the laws of hezek
re’iyab are not bound by usual limits of traditional tort law, including a showing of damages.
He quotes rulings that if two parties establish buildings with facing doors or windows at the
same time, then the mutual injury is not legally actionable because both parties have equal claims
and liabilities. But, he notes, this arrangement is still prohibited by the laws of hezek re’iya. At
heart, the very idea of hezek re’iyab is not solely about actionable tort to remedy individual
harm—it is about sanctity, about moving away from licentiousness, about invitation to the dwelling
place for God.*>*

Absolute behavioral prohibitions also characterize the ban on reading others’ communications.
Rabbi Hayim Palagi (1788-1868) makes clear that reading another’s mail is prohibited even when
the information is not spread further, and even when tradition does not mandate monetary restitu-
tion for damages.’>3 The very act of data extraction is prohibited: even one who receives a letter
from a friend may not reveal the words of the letter to others until being told explicitly that you
may share.’24

In the words of Tzvi Hirsh Spitz, a modern rabbinic scholar: “This prohibition [of reading others’
mail] exists even if the reader does not take the papers into his own custody|, or] does not intend to
use the information . . . for his own personal needs or to pass it on to third parties.” Applying
Rabbenu Gershom’s ban on reading another person’s mail to spoken communications, Spitz
continues: “This prohibition [against eavesdropping] applies even if knowing the information
does not cause any damage to the speaker or listener.” Matters are worse if the eavesdropping
causes monetary damage to the speaker or reveals personal information about the speaker.*>s
Reading another person’s mail—or eavesdropping on conversations—is absolutely forbidden.

116 KANIEVSKY, supra note 100, at 24.

117 SHOLOMO BEN ADERET, TESHUVOT HA‘RASHBA 4:325.

118 Id. (quoting 2 Nahmanides, supra note 102, at 118-19).

119 See JacoB LORBERBAUM OF LissA, NETIVOT HA-MISHPAT 154:3 (commenting on SHULHAN ‘ARUKH, Hoshen Mishpat

154:3).
120 See SHULHAN ‘ARUKH HA-Rav, Hilkhot Nizkei Mammon 11.
21 Id.

122 Havymv Davip Azurar, PETAH ‘EYNAYIM, commentary on BaByLoNiaN TALMUD, Bava Batra 6oa.
123 PALAGI, supra note 70, 49:89b—9oa.

124 Id.

125 1 Tzvi HirsH Sprtz, MIsHPATEI TORAH 336—37 (1998).
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The upshot of these rules is captured by nineteenth-century Rabbi Eli’ezar Papo in the Pele
Yo’ets. He explains that, while the prohibition against reading communications certainly protects
trade secrets or business practices, such intrusion constitutes theft even when no financially sensitive
information is present. There “are many kinds of intellectual thievery,” he writes, but the “essential
principle” of the law “is that one who strives to know that which abides in another’s heart, in var-
ious matters, in such it is [also] called genavat ha-da’at [the theft of ideas],” and reading another’s
communications for that purpose is illegal.*26

Pillar 3: Privacy’s Meaning

Jewish law rejects expectations and technological determinism as metrics of what should be
protected.

The first two pillars of Jewish privacy law reflect how it differs significantly from U.S. privacy law.
Framing privacy as societal obligations rather than as a personal right leads to a system of duties
that make the meaning and enforcement of privacy less subjective. Yet Jewish law also rejects con-
temporary analyses that ground a social component of privacy in objective expectations as the met-
ric for privacy.

While much contemporary discourse sounds in the register of the individual, some scholarship
has pointed to the role of society in defining privacy, its doctrine, and its possible harms. Notably,
Robert Post has located important “social foundations” in privacy torts.*>7 Drawing on the work
of sociologist Erving Goffman, Post sees privacy torts as examples of “rules of conduct which bind
the actor and the recipient together” and constitute “the bindings of society.” In particular, privacy
tort “safeguards rules of civility that in some significant measure constitute both individuals and com-
munity.” Quoting philosopher Jeffrey Reiman, Post explains that “privacy is an essential part of the
complex social practice by means of which the social group recognizes—and communicates to the
individual —that his existence is his own.” The domain of privacy torts is mapped by social norms
“that govern the flow of information in modern society.” Those variable norms reflect customs and

433 5%

usages—what the “reasonable man” would expect, rather than “‘objective’” facts of visibility, secrecy,
anonymity, and solitude. For Post, the right to privacy inheres in an individual’s ability to “press” or
“waive” societally defined boundaries, a power critical to the individual’s sense of autonomy."28
Helen Nissenbaum expands on Post’s insights regarding the social context of privacy. For
Nissenbaum, understandings about privacy arise in particular social settings, or “institutions,”
shaped by roles, relationships, power structures, and enforcement mechanisms. Such understand-
ings can change as culture, society, and technology change. Nissenbaum posits that “we have a
right to privacy, but it is neither a right to control personal information nor a right to have access
to this information restricted.” Rather, privacy is “a right to live in a world in which our expecta-
tions about the flow of personal information are, for the most part, met” —expectations shaped by
confidence that the flow accords with “key organizing principles of social life, including moral and

political ones.” 29

126 ELEZAR PAPO, PELE YO'ETS, fol. 24b-25a (1903).

127 Robert C. Post, The Social Foundations of Privacy: Community and Self in the Common Law Tort, 77
CALIFORNIA Law REVIEW 957, 957 (1989).

128 Id. at 973.

129  HELEN NissEnBauM, Privacy IN CONTEXT: TECHNOLOGY, POLICY AND THE INTEGRITY OF SOCIAL LIFE 231 (2009).
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Post’s description of privacy as a means to maintain rules of civility and the obligations that
community members owe each other has important resonances with the Jewish approach.
Nissenbaum’s shifting of the focus from individual control of information to the mutual support
consonant with moral and political life resonates even further.

Yet Post’s conclusion takes him in a different direction. A jurisprudence rooted in “the customs of
the time and place,” he laments, points to the “fragility of privacy.” While privacy can exist “where
social life has the density and intensity to generate and sustain” rules of civility, it holds little power
when social and technological transformation upends expectations. Nissenbaum, too, recognizes the
contingency of expectations on technological change. In the end, Post’s account converges with Vint
Cerf’s narrative of privacy contingent on technology, social context, and architecture.

Jewish law, by contrast, rejects a notion of privacy as determined by technological capacity and
the expectations it fosters. Instead, Jewish rules reflect stable commitments in the face of architec-
tural choices and shifting expectations. A millennium and a half before Lawrence Lessig highlighted
the capacity of physical and digital architecture to regulate,”3° and policy makers adopted it as a
tool for governance “by design,” 3" Jewish law embraced design purposefully to protect privacy.
Indeed, the entire doctrine of hezek re’iyab is derived from zoning rules and building codes.

Yet Jewish law goes further. It rejects technological determinism and affirms duties among both
watchers and the watched to protect privacy even when architecture would make intrusions tech-
nically possible.

Below, we discuss two doctrinal examples to illustrate this point: the specific rules of hezek
re’iyab and the related doctrine of “harm from hearing” (hezek shemiyah); and the rejection of
hazakah, or “preexisting conditions,” as a defense for not performing privacy obligations.

Hezek Re’iyah Doctrine’s Design and Behavior Obligations

Designing for Privacy. From its inception, Talmudic privacy law embraces architecture as a tool
in service of privacy. The Talmudic tractate Bava Batra, which develops the law of hezek re’iyab,
begins with a discussion of a Mishnah setting forth a straightforward building law: “Partners who
wish to make a partition in a [jointly held] courtyard,” the Mishnah rules, must “build the wall in
the middle [of the space].”*3> The Talmudic interpretation of this Mishnah specifically links the
rule to privacy concerns. It concludes that a wall dividing a commonly held area must not only
demarcate space but also prevent visual intrusion. “This implies,” the Talmud concludes, “that
hezek re’iyah is hezek [cognizable harm].” 133

From this design requirement, Jewish law defined visual intrusions as a category of legal injury.
As the medieval scholar Rabbi Yaakov ben Asher (1270-1340), summarized: “The law is that
hezek re’iyab is indeed damage. Therefore, two people who share a courtyard . . . may force one
another to divide it and even to build a partition between them so that they cannot look upon
each other’s property.” 34

The Talmud continues by explicating another Mishnah: “One may not make a window that
opens toward a jointly held courtyard. . . . One may not open an entrance opposite [another

130 LAWRENCE LEssiG, CODE AND OTHER Laws OF CYBERSPACE 20-21 (1999).

131 Deirdre K. Mulligan & Kenneth A. Bamberger, Saving Governance-By-Design, 106 CALIFORNIA LAW REVIEW 697,
701 (2018).

132 BabyLoniaN Tarmup, Bava Batra ra.

133 BasyLoniaN TaLmup, Bava Batra 3a.

134 BEN ASHER, supra note 63, at 160:1.
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person’s] entrance, nor a window opposite a window, in a jointly held courtyard.”*35 Maimonides
explains: “[t]he reason for all of this is to prevent one person from looking at the other.”13¢

The Talmud applies the rule not only to a courtyard but also to places where it is customary to
erect walls, such as around a garden. An exception is possible: “in a valley where there is no custom
to build a wall, one cannot be obligated.”*37 Later commentators, however, make clear that privacy
trumps custom. Although walls are not required in a valley, where interaction may be infrequent
and the terrain may limit sight, custom is no defense against categorical building duties where
people live alongside one another. Rabbi Moshe Isserles (1530-1572), the most influential legal
codifier for much of European Jewry, ruled that “even when a city has a custom not to build
[a wall], we do not follow it and we compel [them] to build it.”*38

Behavioral Mandates in the Absence of Design. While architecture is a key tool for protecting
privacy, Jewish law makes clear—contrary to Vint Cerf’s suggestion—that although physical
design may allow visual intrusions, that alone does not justify surveillance. Jewish law imposes
both affirmative duties and prohibitions to prevent visual trespass. The Mishnah and Talmud
both hold that one is prohibited from keeping open a window (which, of course, is built to be
openable) that allows for an unobstructed line of sight into another’s home."39 The legal code
Shulban ‘Arukbh ha-Rav, printed posthumously from the writings of Rabbi Shneur Zalman of
Liady (1745-1812), the founder of Chabad Hasidism, explains, [I]t is forbidden to open an
opening or a window set against the window [of another person]. . . . Even if both of them
are happy [with this arrangement], it is forbidden since it violates the quality of tseniy‘ut for
another person to observe his deeds throughout the entire day.”*4° Architecture should reflect
not only the subjective experience of persons but the communally and societally held virtue of
tseniy‘ut as the ideal.

Moreover, Shneur Zalman continues, one cannot take advantage of a lack of architectural
barriers to visual intrusions. In their absence, one must adjust behavior: where architecture
does not offer privacy, looking is still prohibited. These prohibitions are quite expansive:
“There are those who say that one must take care not to stand against (the opening) of another’s
home or courtyard and gaze into it with even an inconsequential glance that is totally uninten-
tional and not an attempt to know his friend’s business. Rather, one should turn aside his face
when he stands next to (the opening) of his friend’s house so that his friend will not suspect him
of intending to look in and find out his business and become like a thief, since there is no [other]
reason for him to be looking in.” 4" Shneur Zalman recalls the evil eye as a damaging force on
objects, people, or property when undue or illicit attention is paid to them. But all private mat-
ters deserve protection against intrusion. We should assume that persons wish to have their con-
duct remain out of sight. Simply gazing upon a person’s conduct in their home is already
unwelcome and harmful.

135 MisHNAH, Bava Batra 3:7.

136 MAIMONIDES, PERUSH HA-MISHNAH LA-RamBam 78 (Kapach ed., 1963-1967).
137 MisHNAH, Bava Batra 1:2.

138 As quoted in Moshe Isserles, GLoss TO SHULHAN ‘ARUKH, Hoshen Mishpat 157.
139 See MISHNAH, Bava Batra 3:7, and the ensuing Talmudic discussion.

140 SHULHAN ‘ARUKH HA-RaAv, Hoshen Mishpat 154:3.

141 Id.
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A parallel phenomenon is reflected in the law of hezek shemiya’h (harms of listening)."4> That
doctrine imposes architectural and behavioral obligations on both the listener and the speaker. It
demands that walls be built between private spaces—that is, that technology and architecture
must be marshalled for privacy. But it also recognizes that architecture will not prevent all the
harms of overhearing—walls need not be built so thick as to be entirely soundproof. Thus, speakers
have a duty to speak in normal tones,"#3 and hearers a duty to avoid listening.

Finally, Shneur Zalman explains, even anonymity of the person viewed cannot excuse the harms
of visual intrusion. It makes no difference whether one knows the identity of the one seen, or
whether the one seen knows that he or she is being viewed. The prohibition remains even if the
voyeur is seeing the back of an unmarked house. Even in the example of total anonymity —the
very technology that Cerf posited is the modern handmaiden of privacy, presumably because it
permits watching without identification—watching is prohibited. Hezek re’iyah remains problem-
atic and equally prohibited whether or not the surveillor or the surveilled knows the identity of the
other.

Preexisting Conditions Are Not a Defense against Privacy Duties

Jewish law rejects expectations that “facts on the ground” determine when privacy should be
protected, and it also rejects a hazakah, or “presumption,” in favor of preserving preexisting
conditions—somewhat akin to the old common law “coming to the nuisance” doctrine.™44
Explaining this rejection, Nahmanides compares harms from seeing to smoke damage and the
smell of a nearby latrine.”#5 In those contexts, a presumption in favor of preexisting conditions
applies only when nuisances do not impose bodily or personal harms. Because protecting tseniy ut
is analogous to preventing personal harm, the historic absence of a protective sight wall cannot be
excused, and the duty to take steps to prevent harms from seeing is not waived. As Rabbi Meir
Abulafia (1170-1244) explained, “it does not matter if there is a [preexisting] custom to exempt
one party; even in a place where the custom is not to set up a fence he is obligated, since there
is also a [categorical] prohibition.” 46 The connection between smoke damage, the smell of a
latrine, and hezek re’iyah is drawn even more tightly in Maimonides’s code: “The four kinds of
damages described in this chapter—smoke, the smell of a latrine, dust and things like it, or shaking
of the ground —there is no hazakah for any of these. . . . And so, too, with hezek re’iyab in a place
that requires a wall, we force him to make a wall anytime he wishes, as we have explained. Why
are these damages singled out from the other kinds of damages? Because a person’s mind cannot
handle these sorts of damages; one is assumed not to forgive them, since the damage is constant.”
Paralleling other doctrines recognizing the reasonable limits of design as a regulatory tool, the

142 The absence of mention of this doctrine in the classical Talmudic sources has led to some minority views denying
that listening harms should be considered a form of damage, see ELivyaHU MizrAHI, SHE’ELOT U-TESHUVOT HA-RE’EM
8; and Akiva Eiger, COMMENTARY ON SHULHAN ‘ARUKH, Hoshen Mishpat 154:2. But most rabbinic authorities
concur that auditory surveillance is forbidden. See Yrrzuak ZisersTeIN, HasHUKKEI HEMED, commentary on
BasyLoNiaN TAaLmuD, Bava Batra 4a.

143 See, e.g., MENAHEM MEIRI, BEIT HA-BEHIRAH 6 (cautioning against speaking very loudly next to a wall).

144 The doctrine provided an important defense to those accused of creating a nuisance, and applied when the harm-
ful activity persisted before plaintiffs acquired impacted property. See Cassius Kirk Jr., Torts: Nuisance:
Defenses: “Coming to the Nuisance” as a Defense, 41 CALIFORNIA LAW REVIEW 148-51 (1953).

145 NAHMANIDES, supra note 97, at 27b.

146 MER ABULAFIA, YAD RAMAH, Bava Batra 4a.
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sources discussing a hazakah for hezek re’iya emphasize both architectures and behaviors as levers
for protecting privacy.

Authorities do agree that a hazakah might permit one to keep a preexisting window, even if it
allows one to surveil another.™” Windows have multiple uses—they allow one to see outside but
also permit light to enter, and the law should not demand that everyone sit in the dark. Therefore,
in select cases one might be able to claim a hazakah as a defense against being forced to close one’s
light source.r48

Yet the absence of architectural barriers does not end the matter; for even if someone is not com-
pelled to cover up their damage-permitting window or door, this does not give them carte blanche
to surveil.*#® Many medieval authorities note that even if a window is allowed to remain, looking
into another’s private property is still forbidden.s° Rabbi Moshe Isserles confirms this ruling in his
comments to the Shulban ‘Arukb.

Pillar 4: Privacy’s Conception of the Individual

Jewish law posits the inherent dignity of every individual, recognizes that surveillance may constrain
free choice by modifying individual bebavior, and creates space for individual transformation.

As the sources reveal, grounding Jewish privacy as a building block of a good society does not
exclude the individual from focus. Rather, the language of obligation in lieu of individual rights
establishes a social system that protects the dignity of each individual and places the burden on
the community for that protection. To be sure, the Jewish approach rejects, in Robert Cover’s
words, a baseline where “the first and fundamental unit is the individual and ‘rights’ locate him
as an individual separate and apart from every other individual.”*s* But because its ultimate aim
is universal “material guarantees of life and dignity flowing from community to the individual,” 5>
the Jewish approach offers a robust vision of the humans who comprise the community, and the
substance of the dignity they should be accorded.

Three elements of relevant Jewish law convey important messages about the individual: (1) the
doctrine disfavoring waiver of privacy protection or consent to privacy intrusions, which reflects a
commitment to both human dignity and the prevention of exploitation; (2) belief in the possibility
of individual growth and change (teshuvab) and the use of privacy law in facilitating it; and
(3) commitment to free will and individual choice, balanced with a vision of the individual in
society. Together, these elements underscore a commitment to universal and equal application of
privacy protections, a refusal to ratify power imbalances, and a grounding for individual choice
and change.

147 ASHER BEN YEHIEL, PERUSH HA-ROsH, Bava Batra, ch. 1, no. 2.

148 Id. (“A window where there might be a hazakab is not constant damage, since a window is made for giving
light.”).

149  YOSEF IBN MiGAsH, Ri MiGasH, Bava Batra 2b.

150 BEN YEHIEL, supra note 147, at ch. 1, no. 2.

151 Cover, supra note 72, at 66.

152 Id. at 71.
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Limiting Waiver and Consent

The Doctrine of Mehilah (Forgiveness or Waiver). The doctrine of “forgiveness” (mebilah) gov-
erns the extent to which individuals may waive privacy protections or consent to sharing their infor-
mation with third parties. While consent, consistent with “informational self-determination,” plays
a significant part in contemporary privacy and data protection law,*s3 Jewish law views an individ-
ual’s ability to waive protections with far more skepticism.s54

Jewish law recognizes the importance of behavior in determining whether a domain, communica-
tion, or piece of information should be deemed protected in the first place. Acts consistent with par-
ticipation in society, such as inviting another into one’s private or business space, communicating with
others, or sharing information widely, can alter the otherwise private nature of information. Based on
a biblical text in which God “called unto Moses” before speaking to him from within the Tent of
Meeting, Jewish law demands that consent be required to enter someone else’s property.*ss While
the law puts numerous restrictions on what types of information may be shared, the Talmud cautions
that one should assume a statement uttered before three people will travel farther.”sé Yet, while the
doctrinal contours vary by context, on the whole Jewish law restrains—and sometimes prohibits alto-
gether—the ability of individuals to waive obligations to protect their privacy.

The most categorical precedents against waiving privacy protections arise in the context of hezek
re’iya*s7—even when parties are understood to clearly wish to waive obligations. Rabbi Shlomo
ben Aderet ruled that “even if one explicitly forgives [the right], it has no effect, since one can
say ‘I thought I could accept it but I cannot.””*s8 Rabbi Joseph Karo (1488-1575), citing
Shlomo ben Aderet and Nahmanides, explains, “Even if the injured party forgives and suffers,
we say to the owner of the window it is forbidden for you . . ., since every moment that you
gaze upon him and damage him with your sight you transgress, and you cannot always guard your-
self from looking.”*s2

Thus, one cannot consent to being the possible subject of constant surveillance. One reason is soci-
etal: the desire of Judaism to create a good society, a sacred society, in which privacy is a value
reflected in communal organization and its architecture. Another reason reflects the promotion of
appropriate behavior; even if the injured party—the surveilled individual —disavows any claims to
remuneration, the surveillor would still be behaving improperly. Finally, though, it is about one’s fun-
damental obligation to comport oneself with zseniyut. Where the level of surveillance makes that
impossible, the obligation to protect tseniy‘ut is, according to many Jewish sources, inalienable.

153 Daniel J. Solove, Introduction: Privacy Self-Management and the Consent Dilemma, 126 HARVARD LAw REVIEW
1880, 1880 (2013) (“Under the current approach, the law provides people with a set of rights to enable them to
make decisions about how to manage their data. These rights consist primarily of rights to notice, access, and
consent regarding the collection, use, and disclosure of personal data.”).

154 We admit that this vein of Jewish legal thought that questions—and often condemns—the use of waiver is a
minority opinion, but we are highlighting it as one that American law can or should adopt as normative. For
another view, see the following: SHuLHAN ‘ARukH, Hoshen Mishpat 154; the comments in 6 Ya‘akov
YESHAYAHU Brau, PrrHEr HOSHEN 14-18, pp. 503-04.

155 Tosias BEN ELIEZER, MIDRASH LEkaH Tov, Leviticus 1:1.

156 BABYLONIAN TALMUD, ‘Arakhin 16a (“Rabba son of Rav Huna said: ‘Any matter that was said in the presence of
three people does not have the status of malicious speech. Why? Your friend has a friend, and your friend’s friend
has a friend (i.e. each person will tell someone else).””).

157 RAKOVER, supra note 20, at 255-56, 282-94 (discussing whether consent lifts hezek re’iyah obligations).

158 BEN ADERET, supra note 117, at 3:180.

159  YoseF KarRO, BEIT YOSEF, commenting on BEN AsHER, ArRBA‘AH TuriM, Hoshen Mishpat 154:17 (1993-1994)
(citing BEN ADERET, supra note 117, at 3:180).
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The sources’ treatment of consent to information sharing and use is more complicated. The
waivability of privacy protections depends on whether sharing and use of information would vio-
late the lodestar value of tseniy‘ut. Rabbi Yisrael Meir Kagan (the Hafetz Hayim, 1838-1933), for
example, distinguishes between consent to reveal financially damaging material, on one hand, and
potentially embarrassing information on the other. While one may, in theory, consent to revealing
information that may damage one’s fiscal position, one may not consent to releasing discomfiting
data, even when it relates only to them.r¢°

Finally, the question of waiver applies differently to reading letters. While Ya’akov Kanievsky
evidently ruled that the recipient may grant permission to a third party to read a letter,*®* contem-
porary Rabbi Shammai Gross limits that ruling to contexts in which sharing the letter’s contents
would cause no harm—and no aggravation—to the author.*®> He derives this conclusion from
the enactment of Rabbenu Gershom, from the Talmudic discussion in Yoma 4b prohibiting sharing
information that one has not been explicitly allowed to share, and from Maimonides’s formulation
of rekhilut (talebearing) as sharing anything that causes bodily or monetary damage or discomfort.
In those contexts, it remains forbidden for a third party to read unless both the author and the
recipient have explicitly granted permission.

Moreover, the law limits inferring waiver from behavior. While the early modern Rabbi Moshe
Rivkas (r1591-1671) ruled that a letter thrown into the garbage may be read by an individual
other than the intended recipient,®3 this ruling has been disputed in modern times on the grounds
that throwing something into the trash cannot be considered explicit consent for its exposure to
the public. Rabbi Gross notes that communication released to the public is obviously no longer con-
sidered private, but that throwing a letter into the garbage does not constitute release to the public
precisely because “it is not the way of people to search through garbage.” %+ All the more so if
the letter has been shredded or destroyed to impede reading. Finally, he notes that it is forbidden
to read unenclosed letters—for instance, postcards—since, although the sender may assume that
postal employees will read them (and keep the information private), there is no reason to believe
that the sender intended for anyone else to do so.

Understanding Waiver Doctrine’s Implications for the Vision of the Individual. Reading strict
Jewish rules of privacy waiver and consent against the backdrop of several broader Jewish doctrines
offers important understandings of the tradition’s view of the individual and their relation to pri-
vacy. Two doctrines focus on the inherent worth and value of the individual: the notion that each
human is created be-tselem Elohim (in the divine image), and the related notion of kevod ha-beriyot
(inherent human dignity). These concepts make tseniy‘ut such an important value that guaranteeing
it to each individual is central to Jewish understanding of appropriate human existence.

The notion of privacy as tseniy ‘ut reflects both a foundational human obligation and a founda-
tional tenet similar to an inalienable human right.”¢5 The attempt by Jewish authorities to anchor

160 Harerz Haviv, Hitknot Issurer LEsHoN Ha-Ra, Be’er Mayim Hayim, principle 2, no. 3 (2004); RAKOVER, supra
note 20, at 9o.

161 YAAKOV KaNIEVSKY, HALIKHOT VE-HANHAGOT 18.

162 1 SHAMMAI GROSS, SHE’ELOT U-TESHUVOT SHEVET HA-KEHATI, responsum 315, p. 231 (1987).

163 MosHE RIVKEs BE’ER HA-GoLAH, COMMENTARY ON SHULHAN ‘ARUKH, Hoshen Mishpat, 334.

164 GROSS, supra note 162, no. 315, p. 230.

165 On human rights and Jewish law, see Haim H. Conn, HUMAN RIGHTS IN JEwISH Law 64—67 (1984); Essays oN
HumaN RiGHTS: CONTEMPORARY IssUES AND JEwisH PERSPECTIVES (David Sidorsky, ed., 1979); and HumaN RiGHTS
IN Jupaism: CULTURAL, RELIGIOUS, AND PoLiTicAL PErRSPECTIVES (Michael J. Broyde and John Witte, eds., 1986).
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teachings on privacy in biblical doctrines gestures in this direction; it highlights reciprocal respon-
sibilities between two parties as mutually oriented displays of dignity and compassion.

But Jewish law is a theologically inflected system of nomos, and the link between #seniy‘ut and
the inherent value of human life leads to sources that consider privacy through the lens of imago
dei, the human being’s creation in the image of God.™®¢ Jewish tradition (perhaps strangely)
grounds the notion of imago dei in the biblical prohibition against leaving the body of an executed
criminal on display (Deuteronomy 21:22—23). This proscription, writes legal scholar Yair
Lorberbaum, is rooted in belief that “the human being who is created in the [divine] image repre-
sents a kind of extension of the divine, and therefore its desecration and violation of the image is
that of the divine itself.” 67 The notion that leaving a human body in public view is a desecration
has evocative implications for surveillance of those still living.

Nahum Rakover attempted to ground Jewish thinking on privacy in this conception of humanity
as created in God’s image, although Aryeh Schreiber notes that “Rakover does not substantiate the
claim that this is the basis for the alleged right to privacy.”*¢8 Schreiber is at least partially correct,
but one need not root Jewish privacy entirely in the imago dei to appreciate its usefulness in a
broader cluster of doctrines and ideas counseling for strong protections.

Schreiber and Mark Washofsky instead look to the Jewish doctrine of kevod ha-beriyot, perhaps
best translated as “human dignity,” % to undergird a privacy ethos centered on the inherent worth
of the individual. Schreiber notes that “insofar as privacy received some form of broad protection, it
was human dignity that was being protected, and privacy was protected when its violation was also
a violation of someone’s dignity.”*7° This value is occasionally described in Jewish legal sources as
one so important that an individual is allowed to violate a precept of the Torah in order to preserve
human dignity."7*

Jewish sources braid together imago dei and kevod ha-beriyot, seeing human dignity as rooted
not solely in societal conceptions of honor but in the inherent worth and singular power of each
human being.*7> Like the value of tseniy‘ut, the individual does not have the right to forgive or
waive this inherent sacred sense of worth and dignity that the doctrines of privacy are meant to
safeguard. Even without accepting the theological premises of rabbinic law, such focus on individ-
ual inherent worth as the locus of privacy discourse has much to offer American legal thinking on
this subject and on human rights more broadly.*73

166 YAIR LorBerBAUM, TSELEM ELOHIM: HALAKHAH VE-AGGADAH (2004) (published in English as IN Gop’s IMAGE:
MyT1H, THEOLOGY, AND LAaw IN CLASSICAL JUDAISM (201 5); citations refer to the original).

167 LORBERBAUM, supra note 166, at 274.

168  Schreiber, supra note 20, at 185 n. 20.

169 Yaakov (Gerald) Blidstein, Great Is Human Dignity—The Peregrination of a Law, 9 SHENATON HA-MISHPAT
Ha-IvRi: ANNUAL OF THE INSTITUTE FOR RESEARCH IN JEwisH LAw 127 (1982) (Hebrew); Yair Lorberbaum,
Human Dignity in the Jewish Tradition, in THE CAMBRIDGE HANDBOOK OF HUMAN DIGNITY: INTERDISCIPLINARY
PERSPECTIVES 135 (Marcus Duewell, et al., eds., 2014); AHARON BarAK, HUMAN DiGNiTY: THE CONSTITUTIONAL
VALUE AND THE CONSTITUTIONAL RIGHT (Daniel Kayros, trans., 2015).

170  Schreiber, supra note 20, at 187.

171 BasyLoniaN Tarmup, Berakhot 19b.

172 See YOSEF DOV SOLOVEITCHIK, YEMEI ZIKARON 9, 11 (Mosheh Krone, trans., 1986); Eugene Korn, Tselem Elokim
and the Dialectic of Jewish Morality, 31 TRADITION: A JOURNAL OF ORTHODOX JEWISH THOUGHT 5 (1997).

173  Asher Maoz, Can Judaism Serve as a Source of Human Rights?, 64 HEIDELBERG JOURNAL OF INTERNATIONAL Law
677 (2004).
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A third doctrine points to a different principle behind limiting waiver: preventing individual
exploitation by taking seriously the power imbalances that can plague agreements about “consent.”
As Shahar Lifshitz notes, Jewish law does not recognize as enforceable “oppressive contracts” —
those with difficult or unconscionable terms or arising from unequal bargaining power.*74 In the
context of privacy and consent, Mark Washofsky understands the doctrine to allow a waiver
only between two equal parties; without equal power, one is not mohel—that is, one does not
have the legal capacity to give away the right to be protected from illicit surveillance or data
gathering.

In this light, forcing users of technology to consent in the absence of equal bargaining power
represents a kind of oppression (ona’ab), reflecting religious authorities’ rulings that hezek re’iyab,
the damage from the possibility of surveillance, is comparable to damage from smoke or a nearby
latrine. Waiver is therefore so fundamentally problematic that it would invalidate the transaction.
Unlike contemporary law, this understanding takes a realistic view of the impediments to true indi-
vidual choice and the rules that must protect individuals from exploitation.

Enabling Teshuvah (Personal Repentance, Personal Growth, and Change)

A second important belief about the individual in Jewish tradition is the possibility of repentance
(teshuvah) and growth, and the commitment to protect individual futures and permit escape from
existing narratives. Individuals can change in fundamental ways, both inwardly and behaviorally,
and Jewish sources view repentance as decidedly positive. “Nothing can stand in the way of

] ]

repentance,” states one oft-cited rabbinic adage.”75 “Great is repentance,” states another, “since
it arrives at the Throne of Glory.”*7¢ Perhaps most audacious, the Talmud quotes Resh Lakish
saying, “Teshuvah transforms one’s transgressions into merits,” particularly when motivated by
love of God rather than fear of punishment.”77 One must, of course, atone for infractions or injuries
to others by seeking forgiveness and making restitution. But once that has been accomplished,
forgiveness should be offered, and one who withholds forgiveness is considered a sinner himself.

In service of this ideal, Jewish law prohibits the repetition of many personal facts, even when
they are publicly and widely known, including facts about familial origins and past behavior.
The Talmud proscribes saying “Remember your earlier deeds” to the penitent sinner (baal teshuvah),
or to the progeny of a convert.*78 When someone convicted of a crime has received appropriate
punishment, he is exonerated and does not carry a prejudicial criminal record that will limit
his future.’79 Even if such information is well known, simply mentioning it is harmful and
prohibited.

Jewish sources thus acknowledge that public information can be reckoned private. Not only
must it not be mobilized or weaponized, but many Jewish commentators claim that it should
not be mentioned at all. Identities and information collected and selectively deployed amount to

a kind of narrative blackmail that restricts future flourishing—a concern reflected in the

174  Shahar Lifshitz, Oppressive-Exploitative Contracts: A Jewish Law Perspective, 23 JOURNAL OF LAW AND RELIGION
425, 426 (2008) (discussing doctrine).

175 Misunen ToraH, Hilkhot Teshuvah 3:14.

176  BABYLONIAN TALMUD, Yoma 86a.

177  BABYLONIAN TALMUD, Yoma 86b.

178  MisHNAH, Bava Metsi‘a 4:10.

179  SIFREI ‘AL SEFER DEVARIM, Ki Tetse 286, at p. 304 (Louis Finkelsein, ed., 1969); JiLL Jacoss, THERE SHALL BE No
NEEDY: PURSUING SOCIAL JUSTICE THROUGH JEWISH LAW AND TRADITION 201-02 (2009).
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prohibitions by Maimonides and others against gathering information and telling narratives about
others in light of the biblical prohibition against talebearing. Examples of this sensitivity to facts
about individuals® histories abound in rabbinic literature. Medieval rabbis, for instance, had to
reckon with uncomfortable Mishnaic texts that assigned a different liturgy to converts who had
no Jewish ancestors.*8° Rather than the standard formulation of “Our God, and God of our ances-
tors,” converts were required to recite “God of the ancestors of Israel” or, if praying with native-
born Israelites, “the God of your ancestors.” Yet such public variations would force Jews-by-choice
to publicize part of their identity in ritual contexts and thus reveal things they might not wish to
disclose. Thus, in the twelfth century, Maimonides ruled, in a holding that became dominant,
that converts must not be singled out or treated differently in ritual contexts.*®* His concern
seems to have been the potential discomfort of the convert.

Another example of rabbinic literature protecting individual futures involves the legal status of
the mamzer, commonly defined as the child born of an adulterous relationship.*8> According to
biblical law and classical rabbinic law, the mamzer could not marry a Jew who was not also a
mamgzer, yet erasing this stigma from a family line was extremely difficult.’83 Given the weight
of the prohibition against marrying a mamzer, one might expect rabbinic law to be univocal on
keeping track of such individuals.”®+ The Talmud, however, presents a discussion that is strikingly
bold, declaring that if “a family is intermingled, it is intermingled,” 85 implying that records of that
status should neither be kept nor publicized. Maimonides codified this position into law,*8¢
acknowledging the profound importance of protecting individuals’ future choices by publicly “for-
getting” their pasts.?87

Personal transformation is possible only if an individual can escape the narratives already
constructed about him. Regarding repentance, Maimonides claims: “[the penitent] must distance
himself exceedingly from the matter in which he sinned, changing his name, as if to say, ‘I am
now another person, and not the one who committed those misdeeds.””88 Ethical, religious,
and intellectual growth is possible only with distance from the past. If one’s personal information
endures in perpetuity, controlled by others, transformations become effectively impossible.
In appropriate contexts, willed forgetfulness allows for individual change.*#?

Preventing Behavior Modification and Protecting Individual Choice

The commitment to preserving freedom for individual teshuvah reflects a broader rejection of pri-
vacy incursions that constrain or modify behavior and thereby undermine free choice. Shoshana

180 MisHNAH, Bikkurim t:4.

181  MAIMONIDES, supra note 136, commentary on MisHNAH, Bikkurim 1:4.

182 Deuteronomy 23:3; BABYLONIAN TALMUD, Sanhedrin 36b; MisHNAH, Yevamot 7:5; BapyLoNiAN TALMUD, Yevamot
23a; SIFREI ‘AL SEFER DEVARIM, supra note 179, Ki Tetse 248, at pp. 276-77.

183  BasyrLoNian Tarmup, Kiddushin 72b; cf. BaByLONIAN TALMUD, 69a-b.

184 This practice is common, if often unsanctioned, among rabbinic authorities in the State of Israel, Akiva Miller,
The Policing of Religious Marriage Probibitions in Israel: Religion, States, and Information Technology, 31 JOHN
MARSHALL JOURNAL OF INFORMATION TECHNOLOGY AND PRIVACY LAW 23 (2014).

185  BasyrLoNian Tarmup, Kiddushin 71, as translated in 2 MicHAEL WALZER, et al., THE JEwisH PoLiTicAL TRADITION:
MEMBERSHIP 116 (2006).

186 MisHNEH ToraH, Hilkhot Melakhim 12:3; see MistNaH, Eduyot 3:4.

187  See, e.g., Isserles, supra note 138, at Even Ha-ezer 2:5.

188  MisuneH ToraH, Hilkhot Teshuvah 2:4; BapyLoniaN Taimup, Rosh Hashanah 16b.

189  BaBYLONIAN TALMUD, Bava Metsi‘a 85a (describing a sage who fasted for an extended period in order to forget
everything he had learned and thus absorb new ideas).
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Zuboff has explained the ways that pervasive surveillance instrumentalizes humans and operates
through the means of “behavioral modification.”79° Sources understand this as a serious privacy
harm, from Rabbi Kanievsky’s insight that seeing into a courtyard changes the behavior of the per-
son watched,™? to the prohibition against sleeping in the same room as a married couple,™* to
Rabbi Yonah Gerondi’s explanation that revealing information about another will change their
plans,*93 to Maimonides’s description of the talemonger whose load of information about others
damages them through compromising narratives. 94

The full force of these insights can be understood only in light of the fundamental Jewish com-
mitment to protecting free will and free choice, central tenets for most Jewish thinkers from the
Talmudic period to the present.’s Many Jewish scholars see freedom of choice not simply as a pre-
requisite for responsibility for one’s actions, but rather as key to human flourishing. Rabbi Nathan
Shternhartz (1780-1840), a Hasidic leader and author of a theologically inflected legal commen-
tary, claimed that “the entire world was created only for the sake of choice. Therefore, choice
has very great power indeed.”™9¢ God’s will, he writes, has been “hidden and concealed . . . within
many veils and shrouds, but He has given power and discernment to the human being to cultivate
understanding from this knowledge.” 97 The individual’s quest is, by exercising free choice, to sift
through the clouds of unknowing and discern the proper course of action.

From a religious perspective, then, removing choice by shaping a person’s behavior blocks that
person’s access to God. They are forced to live exclusively within their present space without seeing
beyond its limits (or, in the case of surveillance capitalism, the limits of what advertisers want them
to see). In choosing between various paths, the heart and mind do their work; it is thus an act of
thievery to obstruct that process, whether through presentation of a single option or by a studied
attempt to force a choice from the limited options a third-party offers.

The instinct to protect free choice animates Jewish legal discourse. The Talmud often presents
both the opinions of the “House” of Shammai and the “House” of Hillel, rival schools of
Jewish jurisprudence, although in most cases, the normative law follows the House of Hillel, sug-
gesting that the Talmud’s editors saw the Jewish legal system as demanding space for informed
choice. Indeed, claims the Talmud, Beit Hillel are given the final word in law precisely because
they recounted the teachings of their opponents as well as their own, and even gave priority of dis-
cussion to their opponents’ ideas.*#8 A jurist must have access to the full legal tradition, including
minority opinions and discursive expositions, to make choices about law."#2 “These and those are
the words of the living God” claims one rabbinic adage,>°° and we might say that the exegetical
point of the Talmud is to preserve the highest number of valid options rather than eliminating

190  SHOSHANA ZUBOFF, THE AGE OF SURVEILLANCE CAPITALISM: THE FIGHT FOR A HUMAN FUTURE AT THE NEW FRONTIER OF
POWER 320-24, 360 (2019).

191 See supra, text at notes T00-OT.

192 See supra, text at note 101I.

193  See supra, text at note 108.

194 See supra, text at note 115.

195 EpHrAM E. UrBAcH, THE SAGES: THEIR CONCEPTS AND BELIEFS 255—57 (trans. Israel Abrahams, 1987).

196 1 NATHAN SHTERNHARTZ, LIKKUTEI HALAKHOT, Birkhot Ha-shahar 5:74.

197 Id.

198  BayLONIAN TALMUD, Eruvin 13b.

199 On retaining minority opinions, see also MisuNaH, Eduyot 1:5, and Toserra, Eduyot 1:4-5, translated in 1
MicHAEL WALZER, et al., THE JEwisH POLITICAL TRADITION: AUTHORITY, at 318-19 (2000); URBACH, supra note
195, at 600-24.

200 BaBYLONIAN TaLMmuD, Eruvin 13b, and BaByLoNian Tarmup, Hagigah 3b. See Avi Saci, THE OpeN CANON: ON THE
MEANING OF HALAKHIC DiscOURSE (Batya Stein trans., 2007); Michael Rosensweig, Elu Va-‘elu Divrei Elokim
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possibilities. Consistent with that impulse, the celebrated twentieth-century jurist Rabbi Moshe
Feinstein explained that he was always careful to detail the sources that informed his teachings
and rulings.>°* Without this bibliographic trail, claimed Feinstein, his students would be unable
to find their own way to interpretive truth and freedom.

Substantively, moreover, Jewish law holds that “consent” without options, or decisions made
under duress, may invalidate a choice—or a sale.2°> The question of choice under duress, of deci-
sions made with severely limited options, comes up in discussions of apostasy, where rabbinic
sources evince a deep consideration of the validity of choices made under extreme conditions.
For example, Maimonides claims that Jews forced to convert to Islam under duress did not, in
fact, make a true choice.>®3 Because they lacked a viable alternative, and because their decision-
making capabilities were limited in the severest ways, their apostasy is essentially meaningless,
and no formal act of teshuvah was necessary for them to reenter the fold of Judaism.

Individual choice, to be sure, is not unfettered within a tradition rooted in obligation. Jewish
sources place individual choices and freedom within covenantal limits.>°4 Central to the Jewish
notion of “privacy in society” is a recognition that the individual cannot act entirely freely but
must be consistently mindful of the impact of their actions on others, so that their ability to lead
a private life is preserved. One cannot build a window looking into someone’s living room, nor
can someone on the other side of the fence waive his right to privacy or tseniy‘ut; these values
are fundamental and cannot be forgiven. Jewish law thus balances free choice with limits on
privacy-harming behaviors, which, like other damaging activities, are constrained by reciprocal
responsibilities within society.

Limiting our choices because our potential courses of action may cause damage or because our
possible action does not accord with the value of tseniy‘ut, is profoundly different than having one’s
choices limited by others who control information about us.

Pillar 5: Struggling with the Limits of Privacy

Jewish legal and philosophical-theological sources recognize that privacy doctrines can create
harms, and they struggle with how to negotiate their limits.

The sources explored above thread moral and legal principles; stories and laws combine to construct
a Jewish ethos of privacy from a network of values and ideas. Rabbinic teachings show that privacy
and humility are paramount values that extend beyond preventing damage from even the most
seemingly innocuous types of surveillance. This ethos is mirrored by exhortations to modest
comportment and dignified behavior.

The emphasis on privacy, dignity, and humility, however, is complemented by a countervailing
voice and value. Jewish sources also recognize that privacy and anonymity can, and have, served as

Hayyim: Halakhic Pluralism and Theories of Controversy, 26 TRADITION: A JOURNAL OF ORTHODOX JEWISH
THOUGHT 4 (1992).

201 MosHE FEINSTEIN, Hakdamah [Preface], in IGGEROT MOSHE (1959).

202 MisHNAH, Bava Metsi‘a 4.

203  Mosks MAIMONIDES, Iggeret ha-Shemad, in IGGEROT HA-RAMBAM 30 (1979).

204 This sentiment is perhaps best expressed in the famous teaching in MisHNAH, Avot 6:2: “‘And the tablets were the
work of God, and the writing was the writing of God, graven upon the tablets.” (Exodus 32:16) Do not read
‘graven’ (harut) but rather ‘freedom’ (herut), for only one who engages in the study of Torah is free.”
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tools of oppression.2°s The impulse toward modesty can be used to repress the voices of margin-
alized members of society or to hide things that should be brought to light. Struggling with the com-
plexity of privacy is part of the work of creating a good society.

Two sites of discourse point to the importance of circumscribing Judaism’s otherwise strong
impulse toward privacy. First, modern readers of rabbinic sources must confront the painful reality
that exhortations to humility and modesty have justified oppression. The concept of tseniy‘ut has
been used to limit women’s authority. The verse “all the honor of the king’s daughter is within”
(Psalm 45:14) has been interpreted as instructing women to stay outside of the public eye,>°¢
even when it comes to performing religious rituals, on the grounds that it would be against
tseniy‘ut.>°7 Medieval rabbis ruled that women may not be appointed to positions of communal
power (serarah)>°8—a ruling with a long afterlife even in the modern period.>*® And the category
of dat yehudit or “religious behavior of Jewish women” reinforces compulsions to modesty and
humble conduct.2™ The lived experience of many who are forced into the realm of “the pri-
vate” —silence, quiet, or exclusion from the limelight—reveals how the very sources that illuminate
doctrines of privacy can also be used to construct shackles.

Second, an important line of Jewish jurisprudence rules that some sensitive information may not
remain secret if it relates to potential harms. The contemporary rabbinic judge Rabbi Shlomo
Dakhovski allows secret recordings in very limited circumstances to prevent damage to oneself.
He follows Rabbi Palagi>** and Rabbi Shlomo ben Aderet in reasoning that Rabbenu
Gershom’s decree against reading communications was intended to fortify the ethos of the
Torah that people should act with modesty; the prohibition therefore should yield when it under-
mines other Torah values, such as public or private safety.>*>

The Talmud, in fact, imagines the Sanhedrin, the Jewish high court, as eavesdropping on an indi-
vidual reputed to have incited others to idolatry.>*3 The Sanhedrin thus performs an ordinarily
unconscionable act of surveillance but may do so because a religious value (monotheism) trumps
an individual’s claim to privacy.

Modern rabbinic scholars underscore that limited cases may warrant recording someone or
opening their correspondence without their knowledge. Exigencies may demand that privileged
information be shared with specifically delimited individuals. As Rabbi Tzvi Hirsh Spitz explains,
reading personal letters or listening in on private conversations may be necessary to fulfilling the
Torah and preserving religion. “In these and other similar cases it is permitted, ab initio, to read
or listen to private information.” These cases include parents or educators who reasonably suspect
a child or student of engaging in illegal activities, and reasonable fear that a person is engaged in

205 See the Safety Respect Equity Coalition’s troubling findings, which discuss Jewish values as a motivation for
silencing cases of abuse and harassment: SaFETY REespEcT EQuiTy CoALITION, WE NEED TO TALK: A REVIEW OF
PuBLIC DISCOURSE AND SURVIVOR EXPERIENCES OF SAFETY, RESPECT, AND EQUITY IN JEWISH WORKPLACES AND
COMMUNAL SPACES 18, 42 (2019), https:/srenetwork.org/wp-content/uploads/2020/10/SRE_ResearchReport_
093019.pdf.

206  MisuNed ToraH, Hilkhot Ishut 13:11.

207 See Mosts Sorer, HIDDUSHEI HATAM SOFER, commentary on BABYLONIAN TALMUD, Shabbat 21b; BEN YEHIEL, supra
note 147, commentary on BABYLONIAN TALMUD, Bava Betsia 30a.

208  MisHNeH ToraH, Hilkhot Melakhim 1:5.

209  See Daniel Sperber, On Women in Rabbinic Leadership Positions, 8 ME'OROT: A FORUM OF MODERN ORTHODOX
DISCOURSE 2 (2010), and the sources discussed therein.

210 See 8 Taumupic ENCYCLOPEDIA 76 (2018) (entry on “dat yehudit”).

211 See supra, text at note 7o0.

212 BEN ADERET, supra note 117, at 1:557.

213  BABYLONIAN TALMUD, Sanhedrin 67a.
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untoward behavior.2™4 In such cases, when privacy is used to conceal possible damage to society,
the countervailing values of Judaism and preserving Torah override one’s right to private
communication.

Jewish discourse on the merits of anonymous giving is venerated and much discussed. But Jewish
legal sources also reveal a deep-seated awareness of the problems of anonymity. Rabbi Moshe
Isserles begins his gloss on the Shulban ‘Arukb by explaining that one should behave as if she or
he is never truly alone, as the watchful eye of heaven is always trained upon every individual.
One should therefore follow the precepts of Jewish law even if nobody else is watching. Similar
exhortations are common in Jewish moralistic literature. Divine oversight—or surveillance—is an
important motivating and restraining force. And there is a sense in the texts that criminality thrives
on anonymity. “A thief does not steal before witnesses,” declared one medieval authority.>*s
Internet trolling and hate speech thrives on anonymity.>*¢

PRE-MODERN INSIGHTS FOR POST-MODERN PRIVACY

The modern approach to privacy has failed to meet the demands of the big-data age. Framing the
issue as a battle between society and the individual has largely made our public lexicon incapable of
either conceiving of societal commitments to privacy or calling out infringements by members of
society against one another.

In the social-personal privacy struggle, moreover, the individual is poorly outfitted with the
weak weapon of “rights” to “informational self-determination.” Individual privacy is balanced
against important social values and often loses out. Control over the collection and use of informa-
tion about oneself, moreover, is increasingly illusory, as comprehension of what is visible, what is
exposed, how it is aggregated, and how it will be used exceeds the limits of individual cognition
(and often remain obscured even to those collecting and processing the information). Large swaths
of what is dear to individuals is deemed unprotected because it can be tracked down “in public” or
cannot reasonably remain private in the face of intrusive technology. Massive collection, sharing, or
use of information is often not prohibited because individuals are deemed to have consented to it as
a condition of participating in ordinary life functions, or because privacy intrusions do not satisfy
particular notions of cognizable harm or injury. The fragmented nature of privacy protections—
focusing on specific places (the “home”) or types of data—fail to appreciate the totality of big-data
surveillance, and both map awkwardly onto new online contexts and fail to appreciate the interre-
lated nature of privacy harms wrought by intrusion and information flows. In sum, the security and
sanctuary of control over one’s personality has been replaced by anxiety wrought by powerlessness.
If privacy is, as often claimed, a fundamental human right, it is largely an empty one.

Jewish law doctrines offer different languages and frameworks to address this constellation of
failures. They could make four contributions to privacy discourse:

214  SPITZ, supra note 125, at no. 92, pp. 337-38.

215  SHIMON BEN TSEMAH DURAN, SHE’ELOT U-TESHUVOT TASHBETS 3:168.

216  See the discussion of Jewish thinking on gossip, slander, and such in the internet age in Gertrude N. Levine &
Samuel J. Levine, Internet Ethics, American Law, and Jewish Law: A Comparative Overview, 21 JOURNAL OF
TecuNoLoGY Law & PoLicy 37-54 (2016).
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1. A language that strengthens the social commitment to privacy by shifting the focus from indi-
vidual control over information to the prohibition of widespread surveillance and big-data
harms.

2. A language that replaces the current fragmented approach to privacy protection with one that
appreciates the totality and severity of surveillance and big-data harms and can facilitate strong
protections wherever those harms occur, including online spaces and new data uses.

3. An approach to privacy regulation that focuses on substantive behavioral prohibitions rather
than expectations.

4. A commitment to each individual, an understanding of their place in society, an appreciation of
the privacy harms they face in light of big data, and a framework for their continued protection
and flourishing.

A Language for a Societal Commitment to Individual Privacy

Jewish law offers the means to replace the anxiety arising from the powerlessness of the modern
individual with a formula for individual dignity. The Jewish tradition promotes individual capacity
to enjoy a private life. But casting tseniy‘ut as a societal value shifts a large portion of the respon-
sibility for privacy to all societal members. The lonely right of privacy, by this understanding,
becomes a shared endeavor.

This shift offers several important conceptual and practical advantages. Priscilla Regan has
examined the costs of policy emphasis on “achieving the goal of protecting the privacy of individuals
rather than curtailing the surveillance activities” of others.>'7 Privacy rights are a somewhat
roundabout means of controlling intrusive power and are positioned over against arguments
supporting the exercise of that power—with privacy often the loser. This situation reflects the
weakness of the tool. Negative rights employed as a structural mechanism are poor guarantors
of consistent substantive protections. As Robert Cover explains, “the rights system is indifferent
to ends and its indifference can claim systemic coherence without making any robust claims
about the fullness or vanity of the ends.”>'8

Additionally, as Regan suggests, by focusing on a simple bifurcation between the individual and
society, privacy theory has struggled to find language reflecting the effects of the collection of infor-
mation on the relationships between different members in society (both private persons and private
organizations), and the appropriate roles of each.>™ Jewish law explicitly focuses on structuring
those relationships and mandating appropriate behaviors for each. Having such a language
offers a remedy to the “enormous imbalance of power between the isolated individual and the
great data collection organizations” where “under these conditions, it is a pure illusion to speak
of ‘control.””

By promoting rules about healthy information flows as a building block of social ordering,
Jewish law offers a language for understanding that privacy interests and privacy harms implicate
multiple parties; they are not discrete to the individual. Framing privacy as a fundamental and col-
laborative social value promoted by societal rules and prohibitions suggests mechanisms for legal
reform. On one hand, such reform would circumvent the difficulty of collective action when the

217 Regan, supra note 25, at 3.
218  Cover, supra note 72, at 70.
219 Regan, supra, note 25, at 218 (“the philosophical literature does not confront situations in which privacy is

5

threatened by the activities of large organizations,” and scholars were traditionally “not concerned about the

effect of third-party collection of information on the ‘relationship between the individual and the third party.’”).
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mechanism for vindicating privacy is dispersed among many individuals.>>® On the other hand,
reform would set up privacy to “create good things,” in Neil Richards and Woody Hartzog’s
words, by replacing an oppositional model with one relieving frictions and promoting sustainable
trust.>>*

A Language for Appreciating and Addressing the Totality of Surveillance and Big-Data
Harms

Strikingly, pre-modern Jewish jurisprudence offers a language for comprehending the totality of the
harms of pervasive surveillance with which modern discourse has struggled. Contemporary privacy
discourse is cramped by inherited fragmented approaches to privacy —some focusing on particular
spaces, others on the intimate sphere, and still others on protecting data and information.
Commentators and legal doctrines have focused on delineating the scope of these areas. These frag-
mented approaches have led to rather formalistic articulations of what is private, reflecting an
understanding of the goals and interests of each approach. Pursuant to what Dan Solove has termed
the “secrecy paradigm,” privacy “is tantamount to complete secrecy, and a privacy violation occurs
when concealed data is revealed to others.”>** But “if the information is not previously hidden,” or
“when surveillance occurs in a public place,” then “no privacy interest is implicated by the collec-
tion or dissemination of the information.”**3 “In many areas of law,” he notes, “this narrow view
of privacy has limited the recognition of privacy violations.”>24

These understandings have handcuffed the modern response to surveillance and big data. Policy
and jurisprudence lack a robust language for the new reality that information about individuals can
be aggregated from ubiquitous sensors, mobile devices, cameras, and access to far-flung databases,
while private information revealed with “consent” can be combined with “public” data scraped
from the web and collected from sources previously functionally private because of the difficulty
in accessing them, and all of this can be stored permanently in what Paul Ohm has called
“Databases of Ruin.”>2s5 Policy makers struggle for a framework that can address, or even articu-
late, the harm when data is used to make judgments that affect and limit human opportunity or
constrain individual choice and growth.

Jewish legal discourse, by contrast, rejects these sharp delineations and appreciates the insepa-
rability of data and person, space and information, and the totality of vulnerability of the individual
across them. “Private” activities—those protected by Jewish law—can occur in the home but also in
a visible agricultural field or in a street. “Private” information can be publicly known, but because
it can cause embarrassment or limit personal growth by capturing a narrative one seeks to escape, it
should be protected.

Jewish law understands the profoundly destructive and varied privacy violations and their
harms. Nahmanides’s paradigmatic framing of visual harms makes clear the intertwined nature

220 Fairfield & Engel, supra note 8, at 395 (“The relevant legal tools therefore should be redesigned to focus less on
individual knowledge and empowerment and more on facilitating groups’ collective protection of their
privacy.”).

221 Richards & Hartzog, supra note 24, at 431.

222 SOLOVE, supra note 53, at 496-97.

223 Id.; see, e.g., Gramm-Leach-Bliley Act of 1999, 15 U.S.C. § 6809(4)(A) (defining “personally identifiable finan-
cial information,” the only information protected under the law’s privacy provisions, as “non-public personal
information”).

224  SOLOVE, supra note 53, at 497.

225  Ohm, supra note 15.
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of both the inherent emotional damage of visual intrusion and the consequential damage of dissem-
inating and repurposing information.>*¢ Similarly, Maimonides’s prohibition against aggregating
publicly known information casts information collection as part of the harm of the process of spread-
ing narratives about another.?27 The architectural laws of hezek re’iyah categorically prohibit a situa-
tion in which a person can be observed “throughout the entire day”;>>® the technical possibility of
such pervasive surveillance changes both the nature of the surveilled person’s space and their freedom
to behave as they wish, and simply makes impossible a life consistent with tseniy‘ut. The damage of
the “evil eye”>2 underscores the insight that gazing on things that are readily and technologically vis-
ible can bring a new kind of attention to the facts learned or behavior witnessed; as Ruth Gavison
notes, “one can lose privacy merely by becoming the object of attention, even if no new information
becomes known and whether the attention is conscious and purposeful, or inadvertent.”>3° The pro-
hibition against repeating nonsecret facts about another’s history seeks to free them from the con-
straint of historical and partial narratives.>3* The harm of these outcomes, Jewish law and
narrative recognizes, is a dehumanizing and objectifying process akin to death.>3>

By focusing on behaviors and harms that it wishes to prevent (as well as the values it wishes to
promote), Jewish law provides a powerful language for addressing technological changes that have
enabled pervasive surveillance and big-data analytics. It offers a means for arguing that, even if
intrusive activities can occur technologically, they should not. And it provides a mindset to
allow privacy protections to expand from traditional contexts to online spaces and new data
uses, reflecting the reality that, in the words of surveillance scholar David Lyon, “privacy can no
longer refer to fixed spaces. Both privacy and surveillance now exist in a world of flows.”233

A Language of Obligation for Better Privacy Protection

Embracing categorical rules and prohibitions—both architectural and behavioral—as the legal
mechanisms for substantive privacy protection, Jewish law suggests an alternative to modern pri-
vacy approaches that falter in the face of widespread surveillance and big data.

Subjective approaches based on individual exercise of privacy rights have been overrun by tech-
nological opacity. Leaving to an individual the decision whether to exercise the right to “press” or
“waive” privacy protections might in theory be empowering.>34 Yet at best, by injecting subjectivity
into individual decisions about privacy’s meaning and when it should be enforced, such an
approach conceptualizes “privacy as a form of protection for the liberal self” and renders privacy,
in Julie Cohen’s words, “reactive and ultimately in-essential.”235 At worst, it threatens a charade of

226 See supra, text at notes 97—98.

227  See supra, text at note I15.

228  See supra, text at note 140.

229  See supra, text at notes 97—100.

230  See Gavison, supra note 54, at 174.

231 See supra, text at note 115.

232 See supra, text at notes 175-87.

233 David Lyon, Surveillance Studies: Understanding Visibility, Mobility and the Phenetic Fix, 1 SURVEILLANCE &
SOCIETY 1, 2—3 (2002) (“[T]he means of surveillance flow freely through domestic spaces, in telephones, televi-
sions, computers, and even in the metering of utilities. Privacy is today sought in the street, not only in the
space between the walkman headphones, but from the eyes of the camera . . . privacy is sought for communica-
tions and transactions, many of which happen on the move.”).

234 Post, supra note 127, at 973.

235  Cohen, supra note 55, at 1904.
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privacy “theater,” by which the technological obscurity of big data outpaces the individual’s capac-
ity to make meaningful decisions.

Moreover, as discussed above,*3¢ objective approaches rooted in the vindication of expectations
face the danger of collapsing into technological determinism, as scientific advances alter under-
standings of what is possible and therefore anticipated. By rejecting such determinism, and limiting
the ability to waive protections in some cases while requiring very explicit consent in others, Jewish
law’s categorical obligations regarding intrusions and information gathering and use—as well as
limits on knowledge-revealing behavior by the surveilled—offers a model for stronger privacy
protection.

Such a regime of obligation may sit uncomfortably within liberal modern values, as it includes
types of regulation that can be criticized as paternalistic. But this type of regulation is not
completely foreign to western governance. The feminist legal philosopher Anita Allen, in
Unpopular Privacy,>37 cites the Children’s Online Privacy Protection Act as an example of such
substantive regulation.>38 Moreover, consistent with the nonwaivable design mandates of hezek
re’iya doctrine, privacy by design widely embraced as an important tool in privacy protection—
emphasizes the incorporation of technology design choices that limit revealing behaviors.
Furthermore, recognizing how power imbalances and information asymmetries thwart meaningful
waiver of protections, numerous scholars and advocates argue that regimes based on notice and
consent should give way to outright prohibitions against certain information disclosure. In
Allen’s words, “privacy is so important and so neglected in contemporary life that democratic
states, though liberal and feminist, could be justified in undertaking a rescue mission that includes
enacting paternalistic privacy laws for the benefit of uneager beneficiaries.”>39

Certainly, the United States would identify and agree on its commitments and categorical man-
dates through democratic processes rather than Judaism’s common law jurisprudence rooted in bib-
lical and Talmudic principles. But amid debates regarding federal and state privacy legislation,
Jewish law offers an important policy corrective for strengthening privacy.

A Commitment to Each Individual

Finally, Jewish law offers a distinct language for envisioning the privacy subject—a language
focused on fundamental protections and the values those protections reflect, rather than an illusory
promise of informational control in the face of overpowering technological capacity. Jewish privacy
provides a vision of the individual, their place in society, the privacy harms they face, and a frame-
work for protection that can speak realistically to the dangers of big data and lead to stronger vin-
dication of privacy interests.

Jewish privacy recognizes, on one hand, the fundamental dignity due to each human being and
the concomitant importance of a domain of privacy. It also admits, on the other, to human vulner-
ability and the fragility of attempts to protect that domain. This conception of the human being
severely limits consent, since dignity is permanent and subject to neither volitional nor oppressive
waiver. Though rooted in theological language, the Jewish conception of the individual as ever-

236  See supra, text as notes 127-31.

237  Anita L. Allen, Unpopular Privacy: The Case for Government Mandates, 32 OxLanoMA CiTy Law REVIEW 87, 99
(2007).

238  Children’s Online Privacy Protection Act of 1998, 15 U.S.C. §§ 6501-06.

239 ANTA L. ALLEN, UNpoPULAR Privacy: WHAT Must WE HIDE? xi (2011).
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evolving and possessing inherent worth and dignity could shift American legal discourse by intro-
ducing a critical moral dimension vis-a-vis what it means to be human.

Jewish privacy recognizes that surveillance threatens fundamental human dignity. Surveillance is
a form of theft that destabilizes one’s ability to live modestly and empowered. Aggregation of data
facilitates construction of narratives that manipulate one’s behavior and diminish the essence of
humanity: individual choice and personal growth. This objectifying and dehumanizing process is
a form of death.

Contemporary privacy paradigms too often devalue the privacy interests of the less powerful.>4°
Rather than abandoning each individual to a lonely Sisyphean task of averting these harms, Jewish
law suggests that societal power should be marshalled to address power imbalances and impedi-
ments to collective action by constructing a social framework that shares the responsibility for pri-
vacy protection. It argues for taking this onus seriously by creating substantive mandates that
prohibit abusive behavior and preclude waiving obligations. Through universal design and behav-
ior mandates, it prohibits seeing things easily seen and collecting information easily collected.
Where no countervailing concerns suggest otherwise, it mandates the “forgetting” or nonuse of
knowledge that could keep individuals from fulfillment. Jewish law thus offers a framework that
can both strengthen privacy protection and serve an important expressive function, signaling to
all members of society that their privacy matters.24*

CONCLUSION

Privacy, in Daniel Solove’s words, is “a concept in disarray.”>4* Deirdre Mulligan, Colin
Koopman, and Nick Doty in response describe the ways that privacy’s “essentially contested con-
cept” is its feature rather than its bug.>43 They suggest that putting privacy into practice in mean-
ingful ways involves considering the applicability of alternative privacy justifications in context,
with the questions of “Which privacy? For what purpose? With what reason?”244

B

The Jewish law vision of “privacy in society” adds an important language to this exercise. It

offers a distinct answer to each of these questions, a different framework for appreciating privacy
harms and considering privacy’s purpose, and new tools for its protection. Bringing this language
into the policy discourse promises both to move toward a set of legal commitments around which
architectures and behaviors must be ordered, and to inform regulatory frameworks that guard
personal privacy through reciprocal obligations and relationships.

240 See, e.g., KHIARA M. BRIDGES, THE POVERTY OF PRIVACY RIGHTS (2017) (documenting the way that poor mothers in
America have been deprived of privacy rights).

241 Craig J. Konnoth, An Expressive Theory of Privacy Intrusions, 102 lowa Law REVIEW 1533, 1535 (2017) (dis-
cussing the ways that the existence of privacy intrusions send “a message about the values society holds dear and
the status that particular individuals have in society”).

242 SOLOVE, supra note §3, at 477.

243 Deirdre Mulligan et al., Privacy Is an Essentially Contested Concept: A Multi-Dimensional Analytic for Mapping
Privacy, 374 PHILOSOPHICAL TRANSACTIONS OF THE ROYAL SOCIETY A: MATHEMATICAL, PHYSICAL AND ENGINEERING
SCIENCES 1, T (2016).

244 Id. at 15.
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