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GOOGLE LLC V. COMMISSION NATIONALE DE L’INFORMATIQUE ET DES LIBERTÉS (CNIL). Case
C-507/17. At http://curia.europa.eu/juris/liste.jsf?num¼C-507/17.

Court of Justice of the European Union (Grand Chamber), September 24, 2019.

In Google LLC v. Commission nationale de l’informatique et des libertés (CNIL),1 the Court
of Justice of the European Union (CJEU or Court) held that the EU law only requires valid
“right to be forgotten” de-referencing requests2 to be carried out by a search engine operator
on search engine versions accessible in EU member states, as opposed to all versions of its
search engine worldwide. While the ruling has been perceived as a “win” for Google and
other interveners, such as Microsoft and the Wikimedia Foundation, who argued against
worldwide de-referencing,3 the Court also made clear that that while the EU law does not
currently require worldwide de-referencing, “it also does not prohibit such a practice”
(para. 72). As a result, the CJEU found that an order by a national supervisory or judicial
authority of an EU member state requiring worldwide de-referencing in accordance with
its own national data protection laws would not be inconsistent with EU law where the
data subject’s right to privacy is adequately balanced against the right to freedom of informa-
tion. By leaving the door to extraterritorial de-referencing wide open, the CJEU continues to
pursue its post-Snowden4 hard-line stance on data privacy in a manner that is likely to trans-
form the data privacy landscape.
In 2017, the French Conseil d’État (Council of State) referred questions about the terri-

torial scope of de-referencing requirements under the (in)famous “right to be forgotten” to
the CJEU. That right, now spelled out in Article 17 of the EU General Data Protection

1 Case C-507/17, Google LLC v. Commission nationale de l’informatique et des libertés (CNIL) (Eur. Ct. Just.
Sept. 24, 2019) [hereinafter Google LLC v. CNIL].

2 See explanation below.
3 See, e.g., Leo Kelion,Google Wins Landmark Right to Be Forgotten Case, BBC (Sept. 24 2019), at https://www.

bbc.com/news/technology-49808208; Stephanie Condon, Google Wins “Right to Be Forgotten” Case in Europe,
ZDNET (Sept. 24 2019), at https://www.zdnet.com/article/google-wins-right-to-be-forgotten-case-in-europe.

4 Post-Snowden refers to the period after the 2013 revelations by Edward Snowden about the mass surveillance
programs secretly conducted by the United States and other Western governments, see the original media source:
Glenn Greenwald,NSA Collecting Phone Records of Millions of Verizon Customers Daily, GUARDIAN (June 6, 2013),
at https://www.theguardian.com/world/2013/jun/06/nsa-phone-records-verizon-court-order.
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Regulation 2016/679 (GDPR),5 had previously been derived by the CJEU from Articles 12
and 14 of the now defunct EUData Protection Directive 95/46/EC (Directive 95/46)6 in the
case of Google Spain.7 The Google LLC v. CNIL case mainly concerned Directive 95/46, but
to ensure the future applicability of this decision the Court found:

Although Directive 95/46 was applicable on the date the request for a preliminary ruling
was made, it was repealed with effect from 25 May 2018, from which date Regulation
2016/679 is applicable. The Court will examine the questions referred in light of both
that directive and that regulation in order to ensure that its answers will be of use to the
referring court in any event. (Paras. 40–41)

A “de-referencing” request granted by a search engine operator in accordance with the
“right to be forgotten” involves the removal of links to web pages from the list of results dis-
played following a search conducted of the requester’s name. Such a request may only be
made by natural persons who are citizens of the EU and only to remove access to web
pages that contain personal information about the requester.8 A search engine operator can
refuse a de-referencing request in certain circumstances, including where it is in the public
interest to have access to the information or in the interests of maintaining freedom of
speech.9

As the world’s largest search engine operator, Google operates many different country-spe-
cific versions of its search engine “in order to tailor the results displayed to the specificities,
particularly the linguistic specificities, of the various States in which that company carries on
its activities” (para. 36). Although internet users can no longer access foreign versions of
Google by simply typing into their internet browsers the uniform resource locator (URL)
of Google with a different geographical domain name extension from their own,10 users
can still easily access foreign versions of Google by changing their search settings.11 Users
can also “trick”Google into displaying a foreign version of its search engine by using a virtual
private network (VPN), which allows users to pretend they are in a different territory.
It is in this context that the dispute which was the subject of the Council of State referral

arose. On May 21, 2015, the president of the Commission nationale de l’informatique et des
libertés (French Data Protection Authority or CNIL) issued Google a notice directing it to
ensure that granted de-referencing requests are carried out on all of Google’s domain name

5 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the Protection
of Natural Persons with Regard to the Processing of Personal Data and on the Free Movement of Such Data, and
Repealing Directive 95/46/EC, 2016 OJ (L 119) 1 [hereinafter GDPR].

6 Directive 95/46/EC of the European Parliament and of the Council on the Protection of Individuals with
Regard to the Processing of Personal Data and on the Free Movement of Such Data, 1995 OJ (L 281) 31 [here-
inafter Directive 95/46].

7 Case C-131/12, Google Spain SL v. Agencia Española de Protección deDatos (AEPD) (Eur. Ct. Just.May 13,
2014) [hereinafter Google Spain]. See also John W. Kropf, Google Spain SL v. Agencia Española de Protección de
Datos (AEPD), 108 AJIL 502 (2014).

8 GDPR, supra note 5, Arts. 3(2), 4(1), 17(1).
9 Id. Art. 17(3)(a); Google Spain, supra note 7, para. 99.
10 For example, before 2017, French citizens could access the Russian version of Google by typing “google.ru”

instead of “google.fr” or “google.com” into their internet browser. Typing “google.com” into a browser automat-
ically directs the user to their local version of Google.

11 Evelyn Kao,Making Search Results More Local and Relevant, GOOGLE: KEYWORD (Oct. 27, 2017), at https://
www.blog.google/products/search/making-search-results-more-local-and-relevant.
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extensions worldwide. Google refused to comply with the notice, arguing that the Google
Spain decision did not entitle the CNIL to mandate worldwide de-referencing. Google
instead confined the scope of de-referencing to domain names corresponding to versions
of its search engines in EU member states. In response to the concern that internet users
could access another version of Google’s search engine corresponding to a non-member
state to get around de-referencing requests, Google proposed a “geo-blocking” solution
that would prohibit an internet user located in a member state from seeing de-referenced
web pages regardless of the version of Google they accessed. The CNIL regarded this pro-
posal, which was made after the expiration of the time limit set out in the May 2015 notice,
as insufficient and finedGoogle €100,000 onMarch 10, 2016. Google sought the annulment
of this fine by application to the Council of State.
The EU advocate general delivered his opinion on January 10, 2019,12 which argued that

while “worldwide de-referencing may seem appealing on the ground that it is radical, clear,
simple and effective,”13 it was not apparent from the wording of Directive 95/46 and the
Google Spain decision that the “right to be forgotten” required de-referencing on a worldwide
scale. On a more practical level, the advocate general suggested worldwide de-referencing
could initiate a “race to the bottom, to the detriment of freedom of expression, on a
European and worldwide scale,”14 as non-EU countries impacted by worldwide de-referenc-
ing could, in response, also implement worldwide de-referencing under their own laws.
Furthermore, the advocate general suggested that the objective and practical effect of
Directive 95/46 was that de-referencing had to take place on an EU-wide level and that search
engine operators had to take all technically feasible steps to ensure effective and complete
de-referencing which, in this case, included geo-blocking.
The CJEU largely agreed with the advocate general’s opinion. First, the Court found that

“currently, there is no obligation under the EU law, for a search engine operator who grants a
request for de-referencing made by a data subject, as the case may be, following an injunction
from a supervisory or judicial authority of a Member State, to carry out such de-referencing
on all of the versions of its search engine” (para. 64). The Court reached this conclusion
despite acknowledging that worldwide de-referencing would meet the objectives of
Directive 94/46 and the GDPR in full. The CJEU noted that many non-EU states do not
recognize the right to de-referencing and that the right to the protection of personal data is
“not an absolute right, but must be considered in relation to its function in society and be
balanced against other fundamental rights,” such as the freedom of information (para. 60).
Ultimately, the Court found that it was not apparent from the wording of Articles 12 and 14
of Directive 95/46 or Article 17 of the GDPR that the EU Parliament chose to confer an
extraterritorial scope on the operation of the “right to be forgotten.”
Despite this, the Court went on to find that the “right to be forgotten” as recognized under

the EU law does require search engine operators that grant de-referencing requests to carry
out such requests on versions of its search engine corresponding to all member states.
Interestingly, in reaching this conclusion, the CJEU relied solely on its analysis of the

12 Case C-507/17, Google LLC v. Commission nationale de l’informatique et des libertés (CNIL), Opinion of
Advocate General Maciej Szunpar (Eur. Ct. Just. January 10, 2019) [hereinafter AG Szunpar].

13 Id., para. 36.
14 Id., para. 61.
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GDPR, and found it pertinent that the EU legislature chose to replace the previous Directive
95/46 with a Regulation, indicating to the Court its intention to “ensure a consistent and
high level of protection throughout the European Union” (para. 66).15 Moreover, the
CJEU placed great relevance on Articles 56 and 60–66 of the GDPR, which establish coop-
erative obligations between the data protection authorities of each EUmember state to reach a
single binding decision on the manner in which cross-border processing of data by a data con-
troller within the EU is to take place. This cooperative framework, the Court found, provided
a basis for reconciling any concerns of inconsistency between the data subject’s rights to
privacy and the public’s right to access the information subject to the de-referencing request,
especially where the interest of the public in accessing the information varies from one
member state to another.16

Furthermore, the CJEU clarified the technical obligations on search engine operators when
granting a request for de-referencing. The Court held that any measures taken by search
engine operators to implement such requests must “have the effect of preventing or, at the
very least, seriously discouraging, internet users in the Member States from gaining access to
the links in question using a search conducted on the basis of that data subject’s name” (para.
70). The Court found in this case that it was for the Council of State in France to determine
whether the technical measures Google had taken met these requirements.
The Court’s last and perhaps most important point went beyond the conclusions reached

by the advocate general. It found that, although the EU law does not currently require world-
wide de-referencing, competent domestic judicial or supervisory authorities of member states
could mandate worldwide de-referencing after adequately weighing the data subject’s right to
privacy against the right to freedom of information.17 The Court also implicitly acknowl-
edged the EU legislature’s competence to broaden the scope of the “right to be forgotten”
under the GDPR to require worldwide de-referencing.18

* * * *

The CJEU’s judgment is likely to have a significant impact not only on the operation of
Google’s search engine, but on the global digital privacy landscape as a whole. In a press
release immediately after the Google LLC v. CNIL decision was published, the CNIL specif-
ically noted the Court’s concluding points and asserted on this basis that the CNIL had
“authority to force a search engine operator to delist results on all the versions of the search
engine if it is justified in some cases to guarantee the rights of the individuals concerned.”19

This response illustrates that the dispute between Google and the CNIL is far from over and

15 In EU legal parlance, a “directive” as passed by the EU legislature must first be implemented in the domestic
law of member states before it becomes applicable in that member state, whereas a “regulation” has direct appli-
cation to all member states immediately upon coming into effect.

16 Google LLC v. CNIL, supra note 1, paras. 67–69.
17 Id., para. 72.
18 The Advocate General made a similar point but did not go so far as to say thatmember states could themselves

order worldwide de-referencing in accordance with domestic data protection laws. See AG Szunpar, supra note 12,
para. 62.

19 Commission nationale de l’informatique et des libertés, “Right to Be Forgotten”: The CJEU Ruled on the Issue
(Sept. 24, 2019), at https://www.cnil.fr/en/right-be-forgotten-cjue-ruled-issue.
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that worldwide de-referencing orders from France could be just around the corner, despite the
advocate general’s warning of a global “race to the bottom.”20

At the time of writing, Google had received over 850,000 requests to de-list over 3.3 mil-
lion URLs across all member states since the Google Spain decision.21 Nearly 190,000 de-ref-
erencing requests came from French citizens, who requested the de-listing of more than
670,000URLs and were successful in removing 49.4 percent of requested URLs.22 The num-
ber of French requests is likely to increase if, as a result of this decision, the CNIL and French
legislators seize upon the Court’s approval of worldwide de-referencing in accordance with
national law. As mentioned in the decision and advocate general’s opinion,23 worldwide
de-referencing is an attractive prospect for data privacy enthusiasts because it effectively pre-
vents EU citizens from circumventing EU-wide de-referencing through, for example, the use
of a VPN.24 The scale and success with which French citizens have pursued de-referencing
requests, as opposed to citizens of other member states,25 suggests that worldwide de-refer-
encing from France is likely to have a non-negligible effect onGoogle’s search engine platform
if the number of requests made rises as a result of this decision.
It is important to read this judgment in the context of the Court’s more recent data privacy

decisions to understand the extent of its implications. In the wake of Edward Snowden’s 2013
revelations of U.S. spying on ordinary citizens and world leaders alike, the CJEU has adopted a
hard-line stance on data privacy. This position has been reflected in a number of the Court’s deci-
sions since 2013, including Schrems26 andOpinion 1/15,27 where the Court invalidated the EU-
U.S. SafeHarbour andEU-Canada PassengerNameRecord agreements respectively for their fail-
ure to adequately safeguard data privacy, as well as theDigital Rights Ireland28 andTele2 Sverige29

cases, in which the Court invalidated an EU Data Retention Directive and national law respec-
tively for disproportionate and unjustified interferences with the rights to privacy and personal
data protection enshrined in Articles 7 and 8 of the EU Charter of Fundamental Rights.30

20 AG Szunpar, supra note 12, para. 61.
21 Requests to Delist Content Under European Privacy Law, GOOGLE TRANSPARENCY REP., at https://transparen-

cyreport.google.com/eu-privacy/overview (showing all countries’ requests to delist).
22 Requests toDelist ContentUnder European Privacy Law, GOOGLETRANSPARENCYREP., athttps://transparencyreport.

google.com/eu-privacy/overview?submitter_types¼country:;excludePrivateIndividuals:true&lu¼delisted_urls&
requests_over_time¼country:FR&delisted_urls¼start:1401235200000;end:1570752000000;country:FR (showing
all requests to delist from France).

23 AG Szunpar, supra note 12, para. 36; Google LLC v. CNIL, supra note 1, paras. 55–58.
24 Julian Vigo, Google and the Right to Be Forgotten, FORBES (Oct. 3, 2019), at https://www.forbes.com/sites/

julianvigo/2019/10/03/google-and-the-right-to-be-forgotten/#74f24f84610f.
25 Bulgarian citizens, for example, have only been successful in removing 26.3% of URLs requested for de-referenc-

ing. Requests to Delist Content Under European Privacy Law, GOOGLE TRANSPARENCY REP., at https://transparencyreport.
google.com/eu-privacy/overview?hl¼en_GB&delisted_urls¼start:1401235200000;end:1570752000000;country:
BG&lu¼delisted_urls (showing all requests to delist from Bulgaria).

26 Case C-362/14, Maximillian Schrems v. Data Protection Commissioner (Eur. Ct. Justice Oct. 6, 2015).
27 Opinion 1/15 (Eur. Ct. Just. July 26, 2017). For more onOpinion 1/15, seeMonika Zalnieriute,Developing

a European Standard for International Data Transfers after Snowden: Opinion 1/15 on the EU-Canada PNR
Agreement, 81 MOD. L. REV. 1046 (2018).

28 Joined Cases C-293/12 and C-594/12, Digital Rights Ireland v. Minister for Communications, Marine and
Natural Resources (Eur. Ct. Just. Apr. 8, 2014).

29 Joined Cases C-203/15 and C-698/15, Tele2 Sverige AB v. Postoch teletyrelsen and Secretary of State for the
Home Department v. Tom Watson (Eur. Ct. Just. Dec. 21, 2016).

30 An overall effect of these cases is analyzed in Zalnieriute, supra note 27.
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The Google LLC v. CNIL decision is a clear indicator of the CJEU’s persistence in the pro-
tection of data privacy post-Snowden. While the Court has been praised for its restraint in
finding that the current EU law on the “right to be forgotten” only applies within the EU,31

its recognition of the EU Parliament’s ability to extend the GDPR extraterritorially andmem-
ber states’ ability to apply national de-referencing laws beyond their borders suggests the
Court may have a contrary intent. Moreover, the CJEU appears to have reached these con-
clusions at the expense of the GDPR’s aims to harmonize the data protection framework
across the EU.32 The decision allows member states to decide individually the territorial
scope of de-referencing obligations, thus creating the potential for different results based
onwhere the requester resides.33 By creating the potential for national data protection author-
ities to apply stronger protections than those afforded by the GDPR, this decision could be
seen as another brick in the “data privacy wall” which the CJEU has built to protect EU
citizens.
The Court’s approach is also reinforced by another “right to be forgotten” decision pub-

lished on the same day as the Google LLC v. CNIL and in which Google intervened. In the
GC, AF, BH, ED v. CNIL decision,34 the CJEU extended the grounds upon which EU citizen
can request search engine operators to de-reference search results, specifically where such
results contain sensitive personal information relating, inter alia, to racial or ethnic origin,
political opinions, religious beliefs, and sexual orientation.35 When read in the light of this
judgment, the real significance of theGoogle LLC v. CNIL decision and the Court’s continued
hard-line stance on data privacy protection in EU and beyond becomes clearer.
Google has also dealt with requests for global enforcement to de-list search results outside

of the EU. In the 2017 Google v. Equustek decision,36 the Canadian Supreme Court ordered
Google to globally de-reference all websites of an entity accused of stealing trade secrets from a
Canadian information technology company. The decision was strongly condemned, partic-
ularly in the United States, for the allegedly improper exercise of extraterritorial jurisdiction
and the restrictions such orders impose on the freedom of information.37 Indeed, the “right to
be forgotten” has been met with similar condemnation on that basis that it “seems like a com-
plete evisceration of a right to open communication if a court can force obfuscation of facts
just to protect someone’s reputation.”38 Despite these criticisms, the CNIL’s assertive

31 In response to the decision, Google’s senior privacy counsel stated that: “Since 2014, we’ve worked hard to
implement the right to be forgotten in Europe, and to strike a sensible balance between people’s rights of access to
information and privacy. It’s good to see that the court agreed with our arguments.” Sarah Marsh, “Right to Be
Forgotten” on Google Only Applies in EU, Court Rules, GUARDIAN (Sept. 24, 2019), at https://www.theguardian.
com/technology/2019/sep/24/victory-for-google-in-landmark-right-to-be-forgotten-case.

32 GDPR, supra note 5, Recs. 9–10.
33 Olivier Proust & Alix Bertrand, European Court Limits the Right to De-referencing to the EUTerritory, PRIVACY

LAW BLOG (Oct. 3, 2019), at https://privacylawblog.fieldfisher.com/2019/european-court-limits-the-right-to-de-
referencing-to-the-eu-territory.

34 Case C-136/17, GC, AF, BH, ED v. Commission nationale de l’informatique et des libertés (CNIL) (Eur.
Ct. Just. Sept. 24, 2019) [hereinafter GC, AF, BH, ED v. CNIL].

35 Id., paras. 68–69; GDPR, supra note 5, Art. 9; Directive 95/46, supra note 6, Art 8.
36 Google Inc v. Equustek Solutions Inc., [2017] 1 SCR 824 (Can.) [hereinafter Google v. Equustek].
37 For an analysis of theGoogle v. Equustek decision, see Jennifer Daskal, Google Inc. v. Equustek Solutions Inc.,

112 AJIL 727 (2018).
38 Theodore F. Claypoole, Can We Really Forget?, NAT’L L. REV. (Oct. 1, 2019), at https://www.natlawreview.

com/article/can-we-really-forget.
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response to the Google LLC v. CNIL decision39 suggests that while Google has “won the bat-
tle” in that case, it is “losing the larger war against global injunctions.”40

Notably, the CJEU has already moved to solidify the outcome of this decision.
Glawischnig-Piesczek v. Facebook,41 published only a few days afterGoogle LLC v. CNIL, con-
cerned an Austrian Supreme Court decision requiring Facebook to remove posts, on a world-
wide basis, calling the former Austrian Green Party leader a “lousy traitor,” “corrupt oaf,” and
a member of a “fascist party.”42 As the case related to the EU Electronic Commerce Directive
2000/31/EC (Directive 2000/31)43 and its prohibitions on defamatory content rather than
EU data privacy laws, the CJEU did not directly draw upon its decision in Google LLC
v. CNIL. However, the Court reached a similar conclusion, finding that because Directive
2000/31 does not make any provision with respect to its territorial limitations, member states
are not precluded from ordering worldwide injunctions to remove material deemed unlawful
in accordance with Directive 2000/31 under their own national laws.44 The case, therefore,
serves as a formula for the CNIL, or any other member state data protection or judicial
authority, to apply worldwide de-referencing orders under the “right to be forgotten.”
Google LLC v. CNIL’s significance can thus only be understood by situating it in this

broader context, which reveals the continued forcefulness of the CJEU’s stance on data pro-
tection. Only time will tell how influential this decision will be in shaping CJEU’s future
privacy decisions and global data privacy practices more generally. With the hotly anticipated
Schrems II decision looming,45 we may not have to wait very long.
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39 Following the publication of the Google LLC v. CNIL decision, the CNIL made a statement explaining the
decision and stating that “the Court specifies that, although there is no obligation of global de-referencing under
EU law, it is also not forbidden. Thus, a supervisory authority, and so the CNIL, has the authority to force a search
engine operator to delist results on all the versions of the search engine if it is justified in some cases to guarantee the
rights of the individuals concerned.” Commission nationale de l’informatique et des libertés, supra note 19.

40 Andrew Keane Woods, Three Things to Remember from Europe’s “Right to Be Forgotten” Decisions, LAWFARE

(Oct. 1, 2019), at https://www.lawfareblog.com/three-things-remember-europes-right-be-forgotten-decisions.
41 Case C-18/18, Eva Glawischnig-Piesczek v. Facebook Ireland Limited (Eur. Ct. Just. Oct. 3, 2019) [here-

inafter Glawischnig-Piesczek v. Facebook].
42 Jennifer Daskal, Internet Censorship Could HappenMore than OneWay, ATLANTIC (Sept. 25, 2019, at https://

www.theatlantic.com/ideas/archive/2019/09/europe-gives-internet-speech-reprieve/598750.
43 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on Certain Legal

Aspects of Information Society Services, in Particular Electronic Commerce in the Internal Market, OJ
(L 178), 17.7.2000, at 1–16.

44 Glawischnig-Piesczek v. Facebook, supra note 41, paras. 46–51.
45 Case C-311/18, Data Protection Commissioner v. Facebook Ireland Limited and Maximillian Schrems,

Reference for a Preliminary Hearing from the High Court (Ireland) (May 9, 2018), available at http://curia.
europa.eu/juris/document/document.jsf?docid=204046&doclang=EN.
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