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Isogenies of abelian varieties have been used in cryptography to create post-quantum
cryptosystems. In particular, supersingular elliptic curve isogenies have been used to
construct key exchange, encryption and signature protocols and hash functions. This
thesis concerns itself with results relating to this cryptosystem and presents four main
findings: two attacks, a reduction and a generalisation.

The two attacks on the cryptosystem are an adaptive attack and a fault attack. The
adaptive attack targets instances of the cryptosystem using static keys and is able to
recover the secret with close to optimal number of queries for most use cases. The
fault attack targets the cryptosystem embedded in hardware and is able to recover the
entire secret with one successful perturbation.

The reduction shows that breaking the cryptosystem is at most as difficult as
computing endomorphism rings of supersingular elliptic curves. It relies on the
equivalence of the category of supersingular elliptic curves under isogenies and the
category of invertible modules under homomorphisms.

We also generalise the cryptosystem from isogenies between supersingular elliptic
curves to isogenies between supersingular principally polarised abelian surfaces. In
particular, we propose a genus-two version of the key exchange protocol called Genus
Two SIDH (G2SIDH). We perform some analysis of the security of G2SIDH by
studying the isogeny graph of principally polarised abelian surfaces. A by-product
of this study is that a naive generalisation of the hash function to genus two is no
longer collision resistant.

Parts of this research have been published in [1–3].
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