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Abstract

The potential of artificial intelligence (AI) in water management is widely recognised by research
and practice communities alike, with an increasing number of applications showed tackling water
supply, stormwater and wastewatermanagement challenges. However, there is a critical knowledge
gap in understanding the fundamental role of AI in the development of urban water infrastructure
(UWI). This review aimed to provide an analysis of how AI could be aligned to support the future
development of UWI systems. Four types of AI analytics – descriptive, diagnostic, predictive and
prescriptive – are discussed and linked to the improvement in the performance of UWI systems
from three categories: reliability, resilience and sustainability. It is envisioned thatAI technologywill
play a pivotal role in UWI transitioning to the future through underpinning the five development
pathways: decentralisation, circular economy, greening, decarbonisation and automation. The
barriers in improving AI adoption in the real world are also highlighted from four dimensions:
cyber-physical infrastructure, institutional governance, social-economic systems and technological
development inwider society. EmbeddingAI in the development pathways and tackling the barriers
can ensure that AI-empowered systems are deployed in an equitable and responsible way to
improve the resilience and sustainability of future UWI systems.

Impact statements

The development of urban water infrastructure (UWI) has been driven by the evolving needs of
customers, society and the environment but now faces a number of profound challenges such as
climate change, ageing assets, stringent regulations, increasing demands and inadequate invest-
ment. Artificial Intelligence (AI), a widely recognised disruptive technology, is shaping an
increasing range of sectors such as healthcare and banking, however, there is a critical knowledge
gap in understanding howAIwill enhance the performance ofwater systems and revolutionise the
future development of water systems in practice. This review provides an analysis of howAI could
be aligned to support the five development pathways: decentralisation, circular economy, green-
ing, decarbonisation and automation. This shows profound opportunities of AI application for the
water sector in terms of how interventions should be developed and incorporated into the existing
infrastructure system using AI-based methods and tools. In the meantime, practical implications
and barriers arising from application of AI-based tools should be fully recognised and responsibly
managed considering the following four dimensions: cyber-physical infrastructure, institutional
governance, social-economic systems and technological development. Examples include data
privacy, ethical and legal concerns, fear of job loss, lack of adequate skills, risks and unintended
consequences from failure ofAI systems. It is envisioned that trustworthyAI technologieswill play
a pivotal role in moving towards reliable, resilient and sustainable UWI systems.

Introduction

Urban water infrastructure (UWI) is fundamental in providing essential water and wastewater
services and supporting the prosperity of cities. It has been evolving gradually to meet the
increasing needs of society, ranging fromwater supply security, public health, floodmanagement,
social amenity, environmental protection, resources efficiency, ecological integrity and climate
resilience (Brown et al., 2009). However, UWI is now facing a wide range of chronic and acute
threats such as increasing demands, stringent regulations, ageing, lack of investment, climate
change and extreme weather events (Butler et al., 2017). There is an urgent need to develop
resilient and sustainable UWI which can maintain and improve service levels under future
uncertainties and threats. A key approach to tackling these threats is provided through capitalis-
ing on the advances in information and communications technology (Lund et al., 2019) and AI.
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Digitalisation of UWI systems has come a long way and now lies
at the heart of the transformation towards the fourth revolution in
the water sector, so calledWater 4.0 (IWA, 2019; Daniel et al., 2023;
Rapp et al., 2023). The advances in digital technologies enable the
construction of the “cyber system” on top of the physical infra-
structure system, which provides the following main functions:
sensing and instrumentation, communications and networking,
data management, cyber-security control and decision support.
Supervisory control and data acquisition (SCADA) systems are
widely adopted in water distribution systems, water treatment
works and wastewater treatment plants (WWTPs) to provide
real-time and in-situ monitoring of pressure, flow, water level
and water quality indicators and remote control of actuators (e.g.,
pumps and valves). This was mainly driven by the pursuit of
efficiency by water utilities and technological innovations in devel-
oping low-cost, low-maintenance and high-reliability sensors
(Yuan et al., 2019; Garrido-Baserba et al., 2020). However, system-
atic understanding of how UWI system performance can be
enhanced through digitalisation is limited.

AI technologies have long been applied to UWI planning and
management, however, there is a critical research gap in under-
standing how AI enhances the performance of UWI systems.
Although there is no consensus on a single definition of AI, here it
refers to the development of computer systems or machines to
perform tasks that would normally require human intelligence such
as learning, problem-solving, decision-making and perception
(Xu et al., 2021a; Richards et al., 2023). A broad suite of AI tech-
nologies have been developed for specific tasks such as system
simulation, optimisation and prediction. Examples include evolu-
tionary algorithms for optimal design and operation problems of
water systems (Nicklow et al., 2010; Li et al., 2022a) and artificial
neutral networks for flow and water quality prediction and anomaly
detection (Fu et al., 2010; Rodriguez-Perez et al., 2020). Machine
learning, a subset of AI, allows systems to learn directly from data,
examples and experience without pre-defined rules and is currently
at the heart of AI implementation (The Royal Society, 2017) and has
been applied to understand complexwater systems and discover new
insights from various data sets (Eggimann et al., 2017; Liu et al.,
2023). The latest deep learning technology, which is a subset of
machine-learning responsible for the current rise of AI, enable
automatic feature extraction from raw data and have been used in
a diverse range of urban water management problems, predomin-
antly covering anomaly detection, prediction, asset assessment,
operation, andplanning andmaintenance (Fu et al., 2022).However,
AI applications in the water sector are based on a piecemeal
approach and the insights gained from various technologies are
not joined together to advance our understanding of how AI will
revolutionise the development of UWI systems of the future.

This review addresses a key question: what is the fundamental
role of AI in the development of resilient and sustainable cyber-
physicalUWI? It aims to provide a holistic synthesis of howAI could
be aligned to support the development of UWI systems of the future.
We first explore the ways that AI can enhance the performance of
UWI systems in terms of three key aspects – reliability, resilience
and sustainability, and then develop a routemap of how AI will
shape the future development ofUWI towards greater resilience and
sustainability. This review shows that AI is indispensable in the
digital transformation of the water sector and should be aligned to
underpin five pathways -decentralisation, circular economy, green-
ing, decarbonisation and automation (see Section 3) - through
which the currentUWI systems are transitioning towards the future.
Given the vast number of AI papers in the literature, we first

performed a search using the ISI Web of Knowledge on papers
having one of the six AI-related terms (i.e., AI, machine learning,
deep learning, data analytics, evolutionary algorithm and decision
tree) and theword “water” in the title and then applied a snowballing
method to identify the relevant papers in the references of previously
identified papers. As a result, a total of 3,000 references were found
from the literature searchbut following a careful review85 references
were selected for synthesis. A high proportion of references were
excluded mainly due to (1) irrelevant application areas such as river
basin water management, agriculture and hydrology, and (2) the
same problemswith differentAI approaches. Note that this review is
not intended to provide a comprehensive review of AI technologies
and their application to specific water management problems as
such reviews can be found in the literature (e.g., Eggimann et al.,
2017; Stewart et al., 2018; Zounemat-Kermani et al., 2020; Fu et al.,
2022; Garzón et al., 2022).

How can AI improve urban water system performance?

This section first provides a general introduction ofAI domains and
their application to UWI systems, then explains the three categories
of UWI system performance, and finally shows how the system
performance could be improved via different types of AI analytics.

Types of AI and their applications to UWI systems

The definition and taxonomy of AI and its applications can vary
widely across application areas. In this paper, we adopt the Joint
Research Centre taxonomy (Samoili et al., 2020) which provides a
useful reference for AI development, uptake and impacts. This AI
taxonomy covers a wide range of core AI sub-domains and trans-
versal areas. For the purpose of this paper, we do not include the
transversal AI areas such as robots, AI services and philosophical
considerations, which go beyond our direct aim of linking AI with
UWI systems. The core AI can be divided into reasoning, planning,
learning, communication and perception (Table 1). From the lit-
erature search, AI has a long history of intersecting urban water
research, particularly in the area of planning, scheduling, optimisa-
tion and searching. In Table 1, we have shown examples of water
applications that set out operation scheduling or optimise capacity
expansion of urban water systems. Other AI domains of machine
learning, natural language processing, computer vision and audio
processing also present in water applications, such as in anomaly
detection, water demand forecasting, flow forecasting, weather pre-
diction, as well as other general water monitoring purposes (e.g.,
Eggimann et al., 2017; Garrido-Baserba et al., 2020; Fu et al., 2022;
Garzón et al., 2022). To date, the AI domain of reasoning has not
been as popular as the other fields in water application. However, its
application is emerging due to the need for explicit reasoning,
causality and explainability in AI water applications. It should be
noted that the AI sub-domains are related and not disjoint (Samoili
et al., 2020), consequently their applications to UWI systems are
intertwined. For example, water distribution system design could
use knowledge presentation to embed design rules in the optimisa-
tion process and integrate machine learning as a surrogate model to
improve optimisation efficiency.

Reliability, resilience and sustainability

The performance of UWI systems can be broadly described within
three categories: reliability, resilience and sustainability, which
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jointly describe the short- and long-term service level under vari-
ous conditions. These categories are not mutually exclusive but
form a pyramidal relationship: reliability is necessary but not
sufficient for resilience, and resilience is necessary but not suffi-
cient for sustainability (Casal-Campos et al., 2015; Butler et al.,
2017). With each category, a wide range of metrics are available to
measure the operational performance of each type of UWI sys-
tems, and they need to meet some specified goals to be classified as
reliable, resilient or sustainable. However, difficulties normally
arise from identifying which system properties contribute to
achieving reliability, resilience and sustainability. AI can be a key
tool to understand the complexity of UWI systems and their short-
and long-term performance and then provide solutions for
performance and capacity enhancement. In general, all the per-
formance categories can be improved by four types of data analy-
tics using AI approaches, referred to as AI analytics: descriptive,
diagnostic, predictive and prescriptive analytics. A mapping

between performance and AI analytics is provided in Figure 1
and explained in detail below.

Reliability has been at the heart of water system design for
centuries and is normally defined to measure the system perform-
ance under standard loading conditions or known threats (Butler
et al., 2017). It is generally represented as a probabilistic term to
consider stochastic uncertainties in loadings. Reliability-based
design and operation aim to reduce the likelihood of failure to
achieve the specified level of service as far as is cost-effectively
possible but do not consider what happens when failure occurs. Risk,
a closely related concept to reliability, incorporates the consequences
(often in monetary terms) of system failure or system vulnerability,
though risk is sometimes treated as equivalent to reliability in some
contexts such as water quality or water supply risks (e.g., Borgomeo
et al., 2016).

Resilience, a concept originally emerged from ecology in the
1970s, has long been applied to water system management (e.g.,

Table 1. The joint research centre AI taxonomy and relevant applications for UWI

AI taxonomy Water applications

AI domain AI sub-domain Relevant topic Example references

Reasoning: tackling the way
machines transform data into
knowledge or infer facts from
data

Knowledge
representation

Forms of data/knowledge in decision
support systems;
Knowledge graph;
Uncertainty representation and
modelling including aleatory and
epistemic uncertainty (e.g.,
Imprecision and ambiguity)

Using case-based reasoning for risk management in water
supply networks (Yu et al., 2018); Knowledge representation on
storm drainage system design (Chau and Cheung, 2004);
Imprecise probabilistic modelling and fuzzy probabilistic design
of UWI (Fu et al., 2011; Fu and Kapelan, 2011)

Automated
reasoning

Reasoning to gain new understanding
of water processes using formal logic,
theorem proving and proof checking;
Rule-based operation

Reasoning for asset planning andmanagement under scenarios
(Wei et al., 2018); Operational rules for water quality
improvement and cost effectiveness (Meng et al., 2017)

Commonsense
reasoning

Reasoning based on judgements
similar to human’s commonsense;

Exist in adjacent areas (e.g., GIS) but rarely applied to urban
water

Planning: concerning the design
and execution of strategies to
carry out some activity

Planning and
Scheduling

Capacity expansion; Operation
scheduling;
Long-term planning and adaption
pathway

Capacity expansion of urban wastewater systems (Fu et al.,
2010); Pump operation of water systems (Fu et al., 2013);
Adaption pathways (Sadr et al., 2020)

Searching Using structure such as tree search to
go through a plan and search for a
solution

Clustering of network to identify areas of target properties
(Perelman and Ostfeld, 2011)

Optimisation Combinatorial, continuous, or
constrained optimisation for UWI
planning and operation

Water distribution system design (Nicklow et al., 2010; Fu et al.,
2013);
Real-time control of urban wastewater systems (Meng et al.,
2017)

Learning: the ability of systems
to automatically learn, decide,
predict, adapt, and react to
changes, improving from
experience, without being
explicitly programmed

Machine learning Regression; Classification; Pattern
recognition; Prediction; Adaptive
decision making from demonstration
or examples;

Flow and water demand prediction (Lee and Derrible, 2020; Liu
et al., 2023); water quality classification; Surrogate models for
water system simulation (Garzón et al., 2022); Anomaly
detection of cyber-attacks, leaks and contamination events (Li
et al., 2023)

Communication: the ability to
identify, process, understand
and/or generate information in
written and spoken human
communications

Natural language
processing

Text generation; text mining; machine
translation

Chatbot for water customers (Vertommen et al., 2023)

Perception: the ability to
become aware of the
environment through the senses

Computer vision
Audio processing

Using vision-based and audio-based
data to enhance asset monitoring and
modelling

Flood debris recognition; flood data collection (Bhola et al.,
2019);
Asset monitoring such as sewer blockage and water pipe
leakage detection (Zhou et al., 2019)
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Hashimoto et al., 1982). There aremany definitions of water system
resilience (Juan-García et al., 2017), but most emphasise the ability
to cope with and recover from unexpected, disruptive events. In
operation, resilience is normally measured by failure duration,
failure magnitude, time to failure, speed of recovery or their com-
binations, so AI-based identification and characterisation of fail-
ures is crucial for understanding failure patterns and developing
solutions to improve UWI resilience.

Sustainability measures the performance of UWI systems in
economic, environmental and social dimensions (Vinuesa et al.,
2020). A vast number of indicators are used for each dimension, for
example: using capital and operational costs, life cycle costs, and
energy consumption for the economic dimension; using green-
house gas (GHG) emissions, water quality, and ecosystem services
for the environmental dimension; and using equity, equality,
affordability, and public health for the social dimension. From a
wider perspective, Vinuesa et al. (2020) has shown that AI can have
a positive impact on all eight targets for SDG6 – clean water and
sanitation though it may have a negative impact on five targets.

The concepts of reliability, resilience and sustainability can be
examined from two aspects: operational performance and system
property. The performance aspect defines what is expected from the
system in terms of service but does not describe what properties are
required to deliver the performance (Butler et al., 2017). System
performance may arise from a number of system properties, but
any one property does not guarantee a certain level of performance.
For example, resilient water distribution systems normally have the
following properties: robustness, flexibility, connectivity, redun-
dancy, rapidity and resourcefulness. However, increasing connect-
ivity does not necessarily lead to enhanced resilience because highly
connected nodes may increase cascading effects of some specific
failures. Further, a certain set of system properties can be related to
more than one category of performance.

A wide range of interventions are available to improve reliability,
resilience and sustainability of UWI systems. For example, decentra-
lised treatment, green infrastructure (GI) and SCADA are adopted in
UWI systems around the world. The interventions can be broadly
organised in five development pathways: decentralisation, greening,

circular economy, decarbonisation and automation. Section 3 pro-
vides a description of these pathways and how they can be enhanced
by AI technologies.

Descriptive analytics

Descriptive analytics concern the use of real time or historical data to
answer the question ‘what is happening’ or ‘what has happened’. This
could be related to the operational states of UWI systems (e.g., water
quality, flow, pressure and/or depth), key components (e.g., valves
and pumps), or asset condition (e.g., structural deterioration and
defect grade). These analytics provide an improved understanding of
system characteristics, historical trends, operational performance
and infrastructure conditions, thus can be used to develop monitor-
ing strategies, intervention measures, benchmark standards and
regulatory policies for reliability enhancement. For example, analysis
of influent and effluent data from a large number of WWTPs
provides an insight into treatment efficiency, energy efficiency and
eco-efficiency and so provides a basis for system design benchmark-
ing (Dong et al., 2017; Longo et al., 2018).

Descriptive analytics can improve our knowledge on the spatio-
temporal variability of external drivers to water systems and inter-
dependencies with other systems, and thus help characterise uncer-
tainties related to system design and operation. For example,
numerous AI approaches have been used to investigate the key
environmental, demographic and economic factors affecting water
demand (Guo et al., 2018; Lee andDerrible, 2020; Smolak et al., 2020;
Zounemat-Kermani et al., 2020), aiming to support decisions on the
design and operation of water distribution systems and improve
hydraulic system reliability. Machine learning has been applied to
generate high-resolution precipitation nowcasts by effectively cap-
turing spatio-temporal correlations (Chen et al., 2020), which can
potentially be applied to reduce the occurrence of urban flooding or
combined sewer overflows (CSOs). Similarly, wastewater flow in
sewer systems can be characterised using catchment and climate
variables (Kerkez et al., 2016; Lund et al., 2018; Zhang et al., 2019) to
improve operational reliability of WWTPs.

Diagnostic analytics

Diagnostic analytics are the examination of data to answer the
question ‘why is it happening’ or ‘why did it happen’. It can be
used to tackle failure events related to keyUWI components such as
water mains, sewers, CSOs, pumps, valves, aerators and sensors.
New knowledge on causal relationships and failure patterns derived
from diagnostic analytics can help enhance system reliability
through improved design and operation. Further, system resilience
can be enhanced predominantly through rapid and accurate iden-
tification of failure events to reduce their social-environmental
impacts.

In water distribution systems, the deployment of online leakage
detection and decision support tools can help pinpoint leaks (Zhou
et al., 2019; Zaman et al., 2020; Wang et al., 2020b) and contam-
ination event detection (Arad et al., 2013), and thus reduce the
impacts of failure (Romano et al., 2014; Nikoloudi et al., 2021)
through rapid interventions even before water services are affected.
Machine learning can identify key factors of pipe failure related to
infrastructure, operation and environmental factors, and thus help
develop strategies for predictive maintenance (Barton et al., 2022).
Machine learning can significantly improve leak localisation accur-
acy, even with a small amount of newly monitored data when
implemented real-time (Zhou et al., 2019). Most importantly,

Figure 1. Use of four AI analytics to improve urban water infrastructure performance.
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machine learning is the predominating approach to solve the
leakage detection problem as other approaches such as mechanism
models are limited due to lack of understanding of pipe deterior-
ation mechanisms.

Similar problems in the sewer system include blockage detection
and localisation (Ugarelli et al., 2010; Okwori et al., 2021), CSO
analysis and source apportionment of water pollution (Huang et al.,
2010; Chen et al., 2019), and infiltration/exfiltration identification
and localisation (Karpf and Krebs, 2011; Guérineau et al., 2014).
Diagnostic analytics can be used to identify sensor failures such as
sensor reading drift using long-term continuous monitoring
(Wang et al., 2020a). In wastewater treatment processes, system
faults and condition changes can be detected using statistical pro-
cess control-basedmethods considering single ormultiple variables
(Newhart et al., 2019).

A holistic understanding of cause-effect relationships concern-
ing failure events is useful for UWI design and retrofit processes as
resilience-enhancing properties derived by data analytics can be
incorporated. For example, the interplay between six key topo-
logical attributes (i.e., connectivity, efficiency, centrality, diversity,
robustness and modularity) and six resilience metrics related to
system resistance, absorption and restoration capacities can guide
the re-design of water distribution systems to make them more
resilient (Meng et al., 2018).

Predictive analytics

Predictive analytics are the use of real time or historical data to
answer the question ‘what will or is likely to happen’. In addition to
physics-basedmodels, a wide range of data-driven approaches have
been reported to predict future states, performances, events and
asset conditions in UWI systems. One key aspect of sustainability
involves the use of predictive analytics to assess the impacts of
interventions and operations, because sustainability concerns the
long-term performance of water systems, in some situations,
beyond their design life. Predictive analytics can be used to estimate
when key components of the system are likely to fail and thus plan
maintenance work accordingly to save costly repairs or reduce
extended downtime periods, which is referred to as predictive
maintenance. One example of predictive maintenance is pipe
deterioration prediction using AI approaches for pipe condition
assessment in support of maintenance investment decisions
(Berardi et al., 2008; Scheidegger et al., 2015).

The improvement of system performance can be materialised
through design and retrofit solutions, control strategies, oper-
ational actions, emergency plans and long-term adaption strategies
generated from prescriptive analytics, which is normally built on
the insight and knowledge gained from the other types of analytics.
It is important to stress that reliability, resilience and sustainability
are interlinked, the three types of data analytics, that is, descriptive,
diagnostic and predictive, can provide new knowledge on the
system which is then used by prescriptive analytics for actions.

Prescriptive analytics

Prescriptive analytics answers the question ‘how to operate or man-
age’, normally based on causal relationships and predicted outcomes
using the other AI analytics. It can be used to recommend optimal
operation and control strategies, real-time scheduling, and design and
retrofit solutions, intervention measures and long-termmanagement
strategies in the life cycle of UWI systems. This type of analytics often
refers to optimisation-based approaches. Evolutionary algorithms

have become a flexible, powerful and well-used tool in solving com-
plex water problems and applied to provide optimal operation and
management options for UWI systems (Nicklow et al., 2010; Maier
et al., 2014). Thoughmost machine-learning algorithms are generally
used to gain insights from data and are not suitable for solving
optimisation problems, they can be used as surrogate models in the
optimisation process to improve search efficiency (Garzón et al.,
2022). However, reinforcement learning, a nascent type of machine
learning, is able to solve sequential planning and operation problems
and has been used to develop control strategies for urban flood and
WWTP operation problems (Fu et al., 2022).

It should be noted that the four types of analytics are closely
linked and sometimes a combination of different types are used to
solve a practical water problem. For example, in addressing leakage
and contamination detection problems, descriptive and predictive
analytics can be used to understand the historical system behaviour
and predict the system state respectively, and then the residuals
between predicted and observed state variables are used to identify
anomalies through comparison with the system variability under
historical normal conditions (Arad et al., 2013;Wang et al., 2020b).
When developing operational actions using prescriptive analytics,
predictive analytics is used to estimate future system states so
actions can be developed considering expected outcomes.

Moving from descriptive to prescriptive analytics increases the
autonomy and intelligence of UWI systems while increasing the
difficulty in the development of algorithms. All four types trans-
form data into information, insight and knowledge, but only pre-
scriptive analytics is able to make ‘decisions’ by generating new
solutions, actions and interventions, thus moving from dumb
interventions to near-optimal interventions. With the advance of
wireless sensors, universal connectivity, high-speed data analytics
and AI technologies, the possibility of transforming existing UWI
systems into autonomous systems becomes increasingly realistic.
With an autonomous water system, the degree of human interven-
tion is low and the system is capable of performing a series of
optimal operations in response to real-time, dynamic environments
that are monitored and measured within the system itself.

How can AI shape the future of urban water infrastructure?

Five key characteristics of futureUWI are envisioned as decentralised,
green, circular, carbonneutral, and autonomous, based on the gradual
evolution of water systems through interventions implemented in the
last three decades. The development pathways to these characteristics
are not mutually exclusive but interconnected in terms of enhancing
system performance, capacity and efficiency, which ultimately con-
tribute to resilient and sustainable water systems. For example,
although adoption of swales for stormwater management is an
approach to the greening pathway, it could be part of decarbonisation
and decentralisation pathways as it can reduce energy consumption
and GHG emissions and de-connect stormwater services from cen-
tralised sewer systems. AI technology could be incorporated in the
planning, design, operation and management processes of UWI
systems, as discussed in Section 2; thus, it underpins all the five
development pathways: decentralisation, circular economy, decar-
bonisation, greening, and automation (Figure 2).

Decentralisation pathway

AI can play a key role in planning andmanagement of decentralised
systems where local facilities are optimised for water supply,
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stormwater management, water recycling and wastewater treat-
ment to avoid unnecessary loss of resources (i.e., water, energy
andmaterials). Compared to centralised systems, optimal planning
of decentralised systems is a more complex problem as they should
be designed to link individual decentralised systems into a system of
systems that functions as a whole to achieve the required water and
wastewater services and maximum environmental and ecological
benefits. On transitioning to the future system, the degree of
decentralisation is a key design factor for integrating decentralised
systems into the existing UWI configuration and it could be opti-
mised with prescriptive analytics such as evolutionary algorithms,
considering economies of scale, topographical structure, techno-
logical advances and operational efficiency (Eggimann et al., 2015).

Decentralisation is primarily driven by technological advances
in on-site water and wastewater treatment and recycling. Garrido-
Baserba et al. (2022) suggested that existing technologies can be
used to create economically viable decentralised systems that elim-
inate the need for centralised water supply or sewage collection
under some conditions. However, AI technologies are required to
maximise multiple benefits of individual decentralised systems
through identification of reliable and resilient operations and
development of predictive maintenance strategies. In particular,
AI could be used to facilitate surveys that are designed to under-
stand public perceptions of decentralised systems by identifying
participants, targeting a certain group of people and analysing
collected data, and it has been increasingly used in citizen science
projects for better engagement and task allocation (Ponti and
Seredko, 2022). This could help develop climate-resilient solutions
for wider-adoption.

Circular economy pathway

WWTPs are at the heart of the circular economy approach as they
are not only energy-intensive accounting for 25% of the total energy
use in the water sector, but also central for water reuse, renewable
energy generation and nutrient recovery with a range of technolo-
gies available (Rani et al., 2022). Process-based models have been
used for optimising energy and nutrient recovery from wastewater
treatment processes (Nakkasunchi et al., 2021). In response to a
particular real-world challenge in highly variable wastewater

streams, real-time monitoring of critical process parameters and
nutrient attributes is increasingly implemented. This allows an
integration of machine learning for accurate system dynamics
simulation, enabling online learning and real-time control for max-
imum resources recovery.

Integration of water supply, stormwater, and wastewater systems
is critical in re-shaping the flows of water, energy and materials in a
UWI system to maximise reuse, recycling and recovery of resources
where possible given dynamic demands and disturbances. Grey
water is increasingly used for potable and non-potable water sup-
plies, however, AI could play a key role in real-time monitoring and
detection of any changes in water quality due to pathogens or
chemical pollutants and facilitate rapid and appropriate responses
to alleviating public health concerns and widening the adoption in
communities.

The complex interrelations between various components in the
UWI system provides the potential of building a water-energy-
materials nexus to boost the adoption of the circular economy
approach in urban water management (Fu and Butler, 2021). AI
approaches could predict future demands in water and energy and
optimise resource efficiency across the entire system where indi-
vidual components are operated jointly to common goals. For
example, a large increase in intermittent renewable energy sources
could be integrated seamlessly with the operation of energy-
intensive water reuse facilities to achieve energy positive while
ensuring stable and reliable operation.

Greening pathway

The greening development pathway practised in the water sector
through the concept of urban GI represents a nature-based
approach to stormwater and flood management. It is now widely
accepted as part of UWI systems and implemented with various
measures (e.g., green roofs, swales, bio-retention ponds) to achieve a
wide range of benefits in water security, flood management, urban
pollution, ecosystem services, carbon reduction, public health and
well-being in different cities (Oral et al., 2020). GI planning will
benefit from spatial data analytics to provide insights in their
impacts on system resilience, flood mitigation, and water security,
ensuring GI an integral part of UWI systems as a major challenge in
GI application is its design as single entities (Kerkez et al., 2016).

A key challenge in promoting GI is the significant functional
impairment in practice due to inappropriate operation and lack of
maintenance over time. In-situ performance metrics of GI can be
provided by AI tools based on continuous monitoring of water flow,
water level, soil-moisture, and water quality. This information can
be further fed into real-time control of stormwater systems and
decision-making of retrofitting and predictive maintenance. Rain-
water harvesting systems (e.g., water butts) can be operated to
reduce flood risk based on rainfall forecasts provided by machine
learning, with positive community engagement to emptying water
before predicted rainfall events.

Sensor networks deployed for various purposes (e.g., water
quality, air quality, temperature, sound and light) in a smart city
should be integrated to expand our understanding of spatio-
temporal ecosystem services provided by GI and thus identify
prioritised interventions. Biotic and anthropogenic acoustic activ-
ity, predicted by deep learning from audio recordings provides new
understanding of urban soundscapes and facilitate investigation of
the impact of GI on wildlife (Fairbrass et al., 2019). Urban heat
island effects can be reduced by effective planning of green roofs
while tackling stormwater and urban runoff pollution problems.

Figure 2. Five pathways towards more reliable, sustainable and resilient urban water
infrastructure underpinned by artificial intelligence.
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The growing evidence on multiple benefits of GI can further
stimulate the desire for GI in lieu of conventional grey infrastruc-
ture (Oral et al., 2020).

Decarbonisation pathway

Recent studies have highlighted the importance of GHG emissions
from water-related activities and the vital role of the water sector in
climate change mitigation (Rothausen and Conway, 2011; Rani
et al., 2022). Energy consumption and wastewater treatment are
major sources of GHG emissions in the water sector. Although new
technologies have been deployed to increase renewables generation,
increase energy efficiency and reduce emissions from wastewater
treatment with an aim to achieving net zero targets in the water
sector, the role of AI in achieving net zero emissions is increasingly
recognised, as shown by the UK’s AI roadmap (UK AI COUNCIL,
2021).

Monitoring of GHG emissions in the UWI is a challenge facing
the water sector, mainly due to highly complex and site-specific
production processes of nitrous oxide and methane emissions and
high costs of sensors. Machine learning has already shown promise
in designingmonitoring schemes and estimatingGHGemissions in
WWTPs, which help develop monitoring guidelines (Ye et al.,
2022). A machine-learning model trained with full-scale data can
be used as soft sensors to provide continuous GHG emissions data.
This is valuable in providing insights into GHG emissions variabil-
ity or production processes by integrating soft sensors and mech-
anistic models (Li et al., 2022b).

Optimal control empowered by AI can reduce both direct and
indirect GHG emissions in the UWI system. WWTPs are highly
energy-dependent, so control strategies could be developed using a
range of AI methods to balance the GHG emissions and effluent
water quality (Sweetapple et al., 2014), though a positive correlation
between nitrous oxide emissions and total nitrogen is commonly
accepted (Duan et al., 2020). Pump scheduling in water distribution
and wastewater systems should consider future demand or flow
predictions, intermittence of on-site renewables and varying prices
of the grid energy. Aeration pumping can be optimised to make use
of varying dilution capacity in the receiving water while meeting
water quality standards (Meng et al., 2017).

Automation pathway

Automation is widely utilised in water andWWTPs due to advances
in sensing, communication and computing technologies, however, it
is mainly limited to control of individual process units or several
units in a system (Yuan et al., 2019). Research on integrated control
of UWI systems has progressed rapidly over the past decades
(Fu et al., 2008), however real-world applications are limited. Chal-
lenges in improving automation or building fully autonomous water
systems are profound from many aspects: complex interactions
between different system components, uncertainties in future pre-
dictions, explainability of control strategies and AI trustworthiness,
capital investments required for monitoring and software.

Machine learning can be integrated into system controlmethods
for improved control performance. Significantly improved water
quality, system reliability and energy efficiency are amongst the
benefits reported through AI integration, for example, the use of
forecasted demands to control the outflow from water treatment
plants (Bakker et al., 2013) and the use of rainfall and flow forecasts
to control CSOs and wastewater treatment processes (Lund et al.,
2019). The latest deep learning technology has greatly improved the

forecasting accuracy in water demand, pressure, flow, water depth
and pollution load (Wang et al., 2019), thus is promising in
improving system control.

Deep reinforcement learning has great promise of tackling the
problems in current control algorithms such as highly uncertain
disturbances and intensive computing times. It is anticipated that
research in deep reinforcement learning in the next decades will
enable more automated control of the UWI system or the incorp-
oration of some autonomous components into physical infrastruc-
ture systems.

AI attributes to support development pathways

AI has many attributes that distinguish it from other technologies.
The following key attributes are well suited to support the devel-
opment pathways identified and should be considered when
designing an AI system to solve water management problems.

1. Adaptability. AI systems can adapt to changing conditions and
environments and improve their performance over time with-
out explicit programming. This is mainly achieved through
machine learning to allow self-learning from data and experi-
ence. This attribute is useful for accurate representation of
UWI systems, which often change in response to urbanisation
and climate change through engineering intervention.

2. A: AI systems can be designed to operate independ-
ently with no or low level of direct human supervision. Many
repetitive tasks in the management of UWI systems could be
potentially automated at relatively low-cost (Garrido-Baserba
et al., 2020). One example is sewer defect detection through
computer vision technologies to process large amounts of
CCTV images obtained by water companies (Myrans et al.,
2018).

3. S: AI systems can be easily scaled up or down to
meet the needs of different water systems and data availability.
They can be developed and deployed for a component, decen-
tralised system at household and community levels, or large-
scale system at the city and catchment levels. In particular, they
are capable to handle large amounts of data, making it suitable
for large-scale systems.

4. P: AI systems can make use of parallel com-
puting resources and distributed data for efficient calculation
and effective communication. They could be used for inte-
grated control of a water system, where the operation of
individual controllers is based on independently trained AI
systems to capture local conditions but co-ordinated across the
system to achieve high-level system objectives. For example,
multiple agents have been developed to optimise DO and
dosage simultaneously in wastewater treatment processes
(Chen et al., 2021).

5. E: AI systems can be computationally efficient in
handling large amounts of data and large-scale systems.
Though many machine-learning algorithms could be time-
consuming during training, they are extremely efficient in
implementation after training. Further recent advances have
been made in data-centric approaches which explore training
with small data sets (Liu et al., 2023), and transfer learning
which allow algorithms to perform different tasks which they
are not trained for. This makes AI systems suitable as a
surrogate of hydraulic models for computationally intensive
tasks such as optimal system design, real-time control, and
uncertainty analysis (Garzón et al., 2022).
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The AI attributes have been translated into advantages as shown by
case studies in the literature (Fu et al., 2022). Examples include
processing high spatio-temporal resolution data for demand pre-
diction (Zounemat-Kermani et al., 2020), considering correlations
of multi-variate time series for more accurate contamination detec-
tion (Li et al., 2023), high efficiency and accuracy in video process-
ing (Myrans et al., 2018), and robust control in an uncertain
environment (Xu et al., 2021b).

Practical implications and barriers in AI application

Although the transformative potential of AI in UWI becomes clear
in enhancing performance, capacity and efficiency, we must recog-
nise a number of practical implications and barriers may that limit
its wide adoption in the water sector to support the five pathways
described. The implication and barriers can be categorised in terms
of four dimensions: cyber-physical infrastructure and institutional
governance in the water sector, and social-economic and techno-
logical development in wider society, as shown in Figure 3.

Public sector water utilities generally lack a clear strategy for
digital transformation and organisational culture for changes in
technology and operations as they do not face competitive market
pressures, nor do they have the option of rapidly developing new
business models (Boyle et al., 2022). This leads to low investments
for development of digital skills in the water sector. A healthy AI
ecosystem involving water utilities, IT companies, consultancies and
academia is needed to speed up the adoption of AI tools for water
management (Garrido-Baserba et al., 2020).

Given the complexity of UWI systems, difficulties remain in
identifying AI applications which can make a breakthrough in
fundamentally transforming water system operation and manage-
ment, though a few areas such sewer defect and leakage detection are
emerging (Fu et al., 2022). Development of tailor-made AI models
based on the latest deep learning algorithms might improve the
availability and maturity of AI technology in the water sector.
Availability of large data sets should be tackled when identifying
and developing AI tools. Improving explainability is also key for
users to understand predictions and decisions from AI tools and
thus encourage their adoption in the water sector.

Though the advance in information and communication tech-
nologies has enabled the proliferation of sensors in UWI systems,

there is still a significant gap in system monitoring considering the
large number of variables and distributed components that need
monitoring. Research communities continue to develop low cost
and high reliability sensors required for understanding real-time
system dynamics. Significant capital investment is needed for data
infrastructure, AI platforms and tools that can store and process the
unprecedented amount of data being collected.

When AI becomes embedded in many processes, services and
products in the water sector, it will have a profound impact on
society from many aspects: data privacy, ethical and legal concerns,
risks and unintended consequences from adoption of AI-based
systems and their failure (de Vitry et al., 2019). Some fear that
automation driven by AI could lead to job losses. Incorporating
AI to support the pathways needs to reflect its speed and scope of
adoption, so appropriate regulation and governance is needed to
enable accountability, trustworthiness and transparency to ensure
social and economic benefits from AI research and development.

Conclusions

This review sought to analyse and discuss how AI might shape the
future development of UWI systems. The four types of AI analytics,
descriptive, diagnostic, predictive and prescriptive, are found to
contribute to improving system performance based on three cat-
egories, that is, reliability, resilience and sustainability.We envision a
future where AI will support the development of five pathways
towards UWI systems of the future: decentralisation, circular econ-
omy, greening, decarbonisation and automation. This shows pro-
found opportunities ofAI application for thewater sector in terms of
how interventions should be developed and incorporated into the
existing infrastructure system using AI-based methods and tools.
The barriers and challenges in AI adoption for enhancing the
development of pathways are characterised on the basis of four
dimensions: cyber-physical infrastructure, institutional governance,
social-economic systems and technological development in the
water sector and wider society.

We advocate a pivotal role of AI technologies inmoving towards
reliable, resilient and sustainable UWI systems. Given the breadth
and significance of potential AI applications, the water sector needs
to significantly increase capital investments on AI systems and
skills, building on the investments already made to SCADA and

Figure 3. Practical implications and barriers for AI adoption in the water sector.
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digitalisation in the last three decades. Developing an interdiscip-
linary and interactive approach to tackling the barriers is essential
to ensure that AI-based systems are developed and deployed in a
responsible way to build the future UWI systems.

The synthesis of the role of AI was focused on the cyber-physical
component of UWI in this review. In addition, AI could support the
social-economic aspects of UWI, such as public engagement, public
perception, human–infrastructure interactions, citizen science and
customer service, which should be further analysed in the future.
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