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Next to sea, land, air and space, ‘cyberspace’ appears to be the  fth operational domain for the 
military. This manmade and virtual sphere brings along opportunities and threats. In this book, 
academics of the Netherlands Defence Academy as well as specialists and military professionals 
from other institutions analyse developments in cyber security. The authors use various  elds of 
expertise, enabling them to apply a truly multi-disciplinary approach.

Cyber threats affect states’ vital interests. By consequence, responses are required that 
need to come from public authorities as well as organisations on the market and in civil society. 
Additionally, this is not a national state’s affair; cyber threats are an international concern. 

This collection of essays questions the premises and scenarios on which policy responses 
are based. Are these scenarios describing real or imaginary threats? A number of contributions 
speci cally deal with this issue. 

This volume also covers the process of ‘securitization’, the legal aspects of cyber opera-
tions, the use of social media in military operations as well as an economic analysis of the costs 
of cyber dangers. Furthermore, the authors analyse organisational responses to cyber threats. 
Resilience is the central term in this respect, both at the individual and the organisational level of 
military HQs and strategic network management. An analysis based on operations research and 
game theory illustrates the vulnerabilities of digital networks. No matter how dangerous cyber 
threats may look at face value, one should not overdramatise the dangers, as the last chapters 
seem to imply. 

In all contributions, the authors have attempted to combine academic theory with practical 
views and suggestions. This makes this book valuable not only for people from academic life, but 
particularly also for people who struggle with the intricacies and worries of cyber threats in their 
everyday (professional) life.  

Colonel Paul Ducheine is associate professor of cyber operations at the Netherlands Defence 
Academy and a lecturer in military law at the University of Amsterdam. 
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With a Foreword by James E. Baker, Chief Judge, United States Court of Appeals for the 
Armed Forces and Adjunct Professor of Law, Georgetown University Law Centre

This book deals with the adoption of counterterrorism measures in the Netherlands and the 
United States which facilitate criminal investigations with a preventive focus (anticipative crimi-
nal investigations). These anticipative criminal investigations are assessed from the perspec-
tive of rule of law principles. Anticipative criminal investigations have emerged in the legal 
systems of the Netherlands and the United States as a consequence of counterterrorism 
approaches that combine the objective of the prevention of terrorism with the objective of even-
tually prosecuting and punishing terrorists. 

Because of the attribution of a preventive function to criminal investigations, the role of the 
criminal justice system in providing security has been repositioned. With respect to this new 
preventive function of criminal justice, the author identi es the rule of law principles that limit 
the role of criminal investigation in preventing terrorism. She identi es the possibilities and 
limits of criminal investigation in general and discusses the cooperation and the division of 
responsibilities between law enforcement and intelligence. These issues are addressed in a 
manner which transcends differences between national legal systems.

This book is of great interest for academics and practitioners engaged in criminal investiga-
tions, counterterrorism and terrorism prevention and the rule of law in general.

Dr. Marianne F.H. Hirsch Ballin is presently working as an attorney at Pels Rijcken & 
 Droogleever Fortuijn, The Hague, the Netherlands. The research for the present book was 
conducted at the Willem Pompe Institute for Criminal Law and Criminology, Utrecht University, 
the Netherlands.
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