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oblige both governments and private companies to be more
vigilant about suspicious transactions. Similarly, all parties
to the Biological Weapons Convention that have not yet
passed domestic legislation making the treaty prohibitions
binding on their citizens and businesses should be strongly
pressured to do so.

3. The U.S. Department of Commerce (and its counterparts
in other countries) should educate domestic chemical com-
panies and biological suppliers about the threat of C/B
terrorism and urge them to police themselves more effec-
tively. A privately based control system in which industry
assumes responsibility for preventing the misuse of its own
products is much more desirable than adding yet another
layer of external government regulation. For example,
chemical suppliers would be advised to scrutinize their
overseas and domestic customer lists to make sure that
dual-purpose precursors and production equipment sold to
firms, groups, or individuals for ostensibly legitimate pur-
poses are not diverted to the production of chemical weap-
ons. One way to enforce this system would be to hold
chemical and biological suppliers civilly liable for the mis-
use of their products by terrorists. Companies that undertook
reasonable steps to limit the chance of diversion would face
a reduced liability in the cvent of misuse—a provision
known in legal circles as a “limited safe-harbor.” For exam-
ple, in the event injuries resulted from the terrorist use of its
products, a firm that had made a good-faith effort to screen
its customers might be held liable for compensatory dam-
ages but not punitive damages.

4. Commercial laboratories such as American Type Culture
Collection (ATCC), which supply seed cultures of patho-
genic microorganisms for biomedical and public-health re-
search, should require customers to prove that they have a
legitimate need for such materials before being allowed to
purchase them. Demanding that legitimate researchers
prove their bona fides before being allowed to order danger-
ous pathogens would make it more difficult for terrorists to
obtain them by impersonating biomedical scientists or by
submitting orders on stolen or fictitious university letter-
head. One approach would be for national or international
scientific bodies (such as the American Society for
Microbiology, the American Public Health Association, or
the International Union of Microbiological Societies) to
establish a certification or licensing procedure that would
authorize scientific rescarchers with a legitimate need to
purchasc secd cultures of dangerous pathogens from bio-
logical supply houses. Criteria for such certification might
include academic affiliation and publication record, so as to
weed out terrorists secking to impersonate scientists. The list
of approved recipients could be stored on diskette and made
available to all relevant suppliers.

5. The U.S. Congress should consider legislation imposing
civil liability on any U.S. resident or company that aids and
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abets terrorists by publishing detailed recipes for the pro-
duction of C/B weapons, either in book form or on the
Internet. Without infringing on constitutional protections,
one can make a compelling case that the publication of
cookbooks for the production of C/B agents represents a
clear and present danger to the health and security of the
nation and thus does not constitute protected speech under
the First Amendment. (The constitutional questions sur-
rounding this issue are likely to be clarified by a pending
legal case against a book that provides detailed instructions
on how to commit assassinations—with a disclaimer that it
is strictly for educational purposes—and was allegedly used
to commit an actual murder.) Although censoring such ma-
terials outright would set a dangerous precedent, publication
could be deterred through the threat of legal liability. To this
end, Congress might pass legislation imposing treble dam-
ages on the author and publisher for any injuries arising from
the terrorist use of a C/B primer, and enabling the federal
government to recover costs associated with law enforce-
ment. Since the Intemet transcends national borders, the
United States would have to urge other governments to enact
legislation covering content providers operating under other
national jurisdictions.

6. The intelligence community should devote greater re-
sources to tracking attempts to acquire C/B weapons by both
domestic and international terrorist groups. In particular,
the CIA and the U.S. Customs Service should improve their
ability to detect and interdict foreign trafficking in C/B
precursor materials, equipment, and know-how. U.S. intel-
ligence agencies should also expand the sharing of inform-
ation with friendly countries (including Russia) on
international terrorist groups that might be contemplating
C/B attacks. Such exchanges could take place through Inter-
pol, the Australia Group, and bilateral intelligence channels.
Where there is probable cause to suspect that a domestic
group is engaged in the purchase of C/B-related materials,
the FBI should obtain a warrant to engage in intensive
surveillance, including wiretaps and infiltration by under-
cover agents. Nevertheless, counterterrorism must not be
used as an excuse to curtail the civil liberties of unpopular
groups that do not resort to violence.

7. FEMA and the Public Health Service should develop
public-service announcements for emergency radio and
television broadcast in the event of a C/B terrorist attack.
These spots would be designed to provide detailed inform-
ation and instructions to the public, helping to suppress
widespread panic.

Longer-Term Steps
At the same time that the immediate measures listed above
are being implemented, the following longer-term policies

for addressing the threat of C/B terrorism should also be
considered.
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1. The U.S. Congress should appropriate funds to expand
the epidemiological surveillance programs run by the U.S.
Centers for Disease Control and Prevention (CDC) and the
World Health Organization (WHO) to monitor background
levels of infectious disease around the world. Beyond the
obvious benefits of this surveillance program for inter-
national health, it would help differentiate covert BW at-
tacks from unusual outbreaks of disease attributable to
natural causes (Wheelis, 1992; Lederberg, Shope, and Oaks,
1992).

2. FEMA should purchase and stockpile C/B defensive ma-
terials at major medical centers in the nation’s twenty
largest cities. These stockpiles might include

e chemical and biological agent monitoring devices for
identifying contaminated areas and individuals;

e antidotes against chemical nerve agents, such as atropine
and PAM; and

® broad-spectrum antibiotics and antisera for treating ex-
posures to known bacterial, viral, and toxin agents.

Enough antidotes and medications should be stockpiled in
each city to treat the estimated casualties from arealistic C/B
attack scenario, based on population density and other vari-
ables.

3. The U.S. Public Health Service should create a national
training program for “first responders” to a C/B terrorist
incident, including paramedics, police, firefighters, and
other emergency workers. The curriculum would cover the
rapid triage and care of C/B casualties and the use of chemi-
cal protective equipment, with the goal of creating a ready
reserve of emergency response teams who could be activated
promptly in the event of a large-scale C/B terrorist attack.

4. The FBI should instruct major urban police departments
in specialized surveillance and law-enforcement techniques
related to the emerging threat of C/B terrorism. Such a
program would require training detectives and officers to
recognize criminal behavior on the part of religious cults
(along the lines of Aum Shinrikyo), as well as subtle indica-
tors of C/B agent acquisition, development, and production.

5. The Department of Defense, in cooperation with other
Jederal agencies, should establish specialized detection
teams to investigate threats of C/B terrorism prior to an
attack, much like the existing Nuclear Emergency Search
Teams (NEST) for nuclear terrorist threats (Waller, 1996).
Whereas nuclear weapons are radioactive and emit sub-
atomic particles that can be picked up at a distance by a
Geiger counter, a bomb containing a chemical or biological
agent would not be detectable unless the agent leaked or was
deliberately released. It would therefore be next to impossi-
ble to find a device containing a chemical or biological agent
hidden somewhere in a large city. Nevertheless, C/B weapon
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search teams equipped with portable sampling and analysis
equipment would be able to identify the agent involved in
an attack shortly after it occurred, facilitating the appropriate
medical response.

6. The U.S. Congress should increase government funding
Jor research and development on improved C/B agent detec-
tion and identification systems, and encourage joint efforts
with other like-minded countries. Prompt identification of
chemical and biological agents is critical to ensure accurate
medical diagnosis and effective treatment. Ideally, field
detection systems should be capable of identifying C/B
agents in close to “real time” with a very low probability of
false-negatives or false-positives, yet this goal remains elu-
sive (Starr, 1995). During the 1991 Persian Gulf War, the
automatic CW agent detector/alarms deployed with U.S.
troops in Saudi Arabia were notoriously unreliable. BW
agents could only be detected by taking concentrated air
samples at regular intervals and performing an immunoas-
say, yet because this test takes at least 30 minutes to yield a
result, it could only determine in retrospect if troops had
been exposed. In the aftermath of the Tokyo sarin attack, the
Japanese police were reduced to using caged canaries as
crude poison-gas detectors (Van Biema, 1995).

7. The U.S. Congress should provide incentives for the
pharmaceutical industry to develop improved broad-spec-
trum antibiotic and antiviral drugs capable of treating ex-
posures to a variety of putative BW agents. New and
improved antibiotics are also needed to protect the public
health as common disease-causing microorganisms become
resistant to existing drugs through natural processes of mu-
tation and selection.

Although another large-scale chemical biological terror-
ist attack remains unlikely, the Tokyo subway incident has
lowered the threshold for future disasters of this type. Given
the potential cost in human lives and psychological trauma,
the emerging threat warrants a significant U.S. national
investment in the preparation of contingency plans, the
training of medical personnel, and the stockpiling of relevant
medications. Most of the policy recommendations listed
above also apply, with appropriate adaptations, to other
countries.
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EDITOR’S NOTE

(with thanks to Graham Pearson)

As we go to print, it has become clear that our roundtable on
chemical/biological terrorism is indeed timely, as the threat of
use of such materials for terrorist purposes was included in
the communiqué issued by the Heads of Government of the
G7/8, who met in Lyon, France on June 27, 1996. They
condemned the attack on Dhahran as a “barbarous and
unjustifiable act” and also condemned other recent terrorist
acts. They said that these tragedies strengthened them in their
conviction that terrorism is “a major challenge to all our
societies and states today,” and they reaffirmed their
“absolute condemnation of terrorism in all its forms and
manifestations, regardless of its perpetrators or motives.”
They also proclaimed their common resolve to unite their
efforts and their “determination to fight terrorism by all legal
means.”

They went on to say that “special attention should be paid
to the threat of utilization of nuclear, biological and chemical
materials, as well as toxic substances, for terrorist purposes.”

The Heads of Government further indicated that they
considered the fight against terrorism to be their “absolute
priority,” and reiterated “the necessity for all states to adhere
to the relevant international conventions.” They decided that
a ministerial meeting should be held in Paris, as early as the
month of July, to consider all measures liable to strengthen
the capacity of the international community to defeat terror-
ism and recommend further actions.

This Ministerial Conference on Terrorism, held in Paris
on July 30, 1996, issued a Final Declaration which noted that
there 1s a “growing commitment within the international
community to condemn terrorism in whatever shape or form,
regardless of its motives; to make no concessions to terror-
ists; and to implement means, consistent with fundamental
freedoms and the rule of law, to effectively fight terrorism.”
The participants affirmed their determination “to work with
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all states, in full observance of the principles and standards of
international law and human rights, in order to achieve the
goal of eliminating terrorism, as affirmed in the Declaration
adopted by the United Nations General Assembly in
December 1994.”

The declaration set out a framework of 25 practical
measures to be implemented by the G7 countries, and which
all states were invited to adopt. Three of these practical
measures were concerned with use of chemical and biological
materials. First, the parties called on all states to “expand
training of personnel connected with counter-terrorism to
prevent all forms of terrorist action, including those utilizing
radioactive, chemical, biological, or toxic substances.”
Second, the parties recommended to States “Parties to the
Biological Weapons Convention to confirm at the forth-
coming Review Conference their commitment to ensure,
through the adoption of national measures, the effective
fulfillment of their obligations under the convention to take
any necessary measures to prohibit and prevent the develop-
ment, production, stockpiling, acquisition or retention of such
weapons within their territory, under their jurisdiction or
under their control anywhere, in order, inter alia, to exclude
use of those weapons for terrorist purposes.”

Third, the conference called on all states to “intensify the
exchange of operational information, especially as regards,”
among other things, “the threat of new types of terrorist
activities, including those using chemical, biological or
nuclear materials and toxic substances.”

As the Final Declaration ends by calling on each
country’s experts on terrorism to meet before the end of 1996
to assess the progress of the work undertaken to implement
these measures, Politics and Life Sciences is pleased to
contribute to one aspect of this initiative through this round-
table on chemical and biological terrorism.
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